AUDION | RU Dark

E:/Releases/_audion_docs/Audion Sync Tools/Docs/CHANGELOG_RU.md

Audion Sync Tools — xypHan
N3MEeHEeHUMN

English - PykoBoactBO

CopeprxaHue

e 23.1— 20 oktabpsa 2026

e 2.2.0— 18 okTabps 2026

e 2.0.1— 15 oktabps 2026

e 2.0.0 —9 okTabpsa 2026
1.19.2 — 26 ceHTab6ps 2026

1.19.1 — 26 ceHTaAb6ps 2026

1.19.0 — 26 ceHTab6ps 2026

1.18.1 — 24 ceHTa6ps 2026

1.18.0 — 24 ceHTab6ps 2026

1.17.0 — 20 ceHTa6ps 2026

1.16.0 — 20 ceHTa6ps 2026

1.15.3 — 15 ceHTa6ps 2026

1.15.2 — 15 ceHTab6ps 2026

1.15.1 — 15 ceHTabps 2026

1.11.18 — 13 ceHTaA6ps 2026

1.11.17 — 12 ceHTabpsa 2026

1.11.16 — 11 ceHTabpa 2026

1.11.15 — 11 ceHTa6ps 2026

1.11.14 — 11 ceHTa6ps 2026

1.11.13 — 11 ceHTabpa 2026

1.11.12 — 11 ceHtabpa 2026

1.11.11 — 11 ceHTa6ps 2026



file:///E:/Releases/_audion_docs/Audion%20Sync%20Tools/Docs/CHANGELOG_EN.md
file:///E:/Releases/_audion_docs/Audion%20Sync%20Tools/Docs/USER_GUIDE_RU.md

1.11.10 — 11 ceHTabpa 2026

1.11.9 — 11 ceHTa6ps 2026

1.11.8 — 11 ceHTa6ps 2026

1.11.7 — 11 cenTabps 2026

1.11.6 — 11 ceHTabps 2026

1.11.5 — 11 ceHTa6ps 2026

1.11.4 — 11 ceHTabps 2026

1.11.3 — 11 ceHTabps 2026

1.11.3 — 11 ceHTa6ps 2026

1.11.2 — 11 ceHTab6ps 2026

1.11.1 — 11 ceHTabps 2026

1.11.0 — 11 ceHTabps 2026

1.10.8 — 11 ceHTab6ps 2026

1.10.7 — 11 ceHTab6ps 2026

1.10.6 — 11 ceHTabps 2026

1.10.5 — 11 ceHTa6ps 2026

1.10.4 — 11 ceHTab6ps 2026

1.10.3 — 10 ceHTab6ps 2026

1.10.2 — 10 ceHTab6ps 2026

1.10.1 — 10 ceHTa6ps 2026

1.10.0 — 10 ceHTa6ps 2026

1.9.0 — 10 ceHTab6ps 2026

1.8.0 — 10 ceHT6psa 2026

1.7.0 — 8 ceHTab6ps 2026

1.6.1 — 7 ceHT6pa 2026

1.6.0 — 7 ceHTa6pa 2026

1.5.1 — 7 ceHTab6ps 2026

1.5.0 — 7 ceHT6pa 2026

1.4.0 — 7 ceHTa6pa 2026

1.3.0 — 6 ceHTA6ps 2026

1.2.0 — 5 ceHTab6ps 2026

1.1.0 — 5 ceHTa6pa 2026




e 1.0.0 — 5 ceHTabpsa 2026

2.3.1 — 20 okTa6pa 2026

Mpo6a noBTopserca cama. Eciv Ha Npoby He OTBETUA HUKTO — NMpPOrpamMma 3anyLieHa paHblue, Yem
nogHsanack cetb, nan VPN ewwé nogkntoyaetcs, — oHa nosTopsetca vepes 20 cekyHs, J0 Tpéx pas
noapsaa. CMmeHunacb cetb (nogHanca VPN, apyrovt Wi-Fi) — OkHO XAET, Moka OHa yasxeTcs, u npobyet
CHoBa. PaHblue cTpoka Npobbl Tak M OCTaBasacb CO CJIOBOM | HET |y KaXXA0ro MapLupyTa, noka He
Haxkata PORT 22 TCP PING.

Crpoka npob6bi Bnesaet. C kHornkamu SETUP, SETTINGS 1 ABOUT B BepxHeM psgy oHa obpe3anach
MHorotouvem. MNyTb Tenepb UAET Nocne cTpenku, a «(No Nnpobe)» He NuLIeTCcA — B CKOHKax OCTatoTCs

TONBbKO | BbiGpaHo M| no mawuHam . CTpOKa LieIMKOM — B MOACKa3Ke.

Mpo6en cuutaet pasmep nanku. Kak B Total Commander: npoben Ha nanke oTMeyaeT e€ 1 cunTaer,
CKO/IbKO OHa 3aHVMMaeT, — Ha 3TOW MallnHe Mo ANCKY, Ha Ja/ibHen CTOpoHe Yepe3 rclone size .
MNoka naét noacyért, B konoHke PASMEP ctouT «...», noToM uncno; oHo Bxoaut B cymmy «OTMEYEHO»
nog, naHenbto. «?» — MOACYET He Jan oTBeTa, Npoben Ha nanke nepecuymntaet. Pazom cumTatoTcs aBe
nanku, ocTajbHble XAYT, yXO/ U3 Nankn oTMeHAET HayaTble NOACYUETLI. Insert oTMeyaeT, He cunTas;

AVCKM B CMNCKE ANCKOB Npobes He cumTaeT. TouHble 6anTbl CTPOKM — no-npexkHemy Shift+MNpoben.

Mpo3spauHocTb no ymonuauuto — ACRYLIC B ¢pannoBbix naHensax. Ceexas Konua NnporpaMmmsl
oTkpbiBaeTcs ¢ | ACRYLIC 1 «Tonbko pannoBbie NaHenn»: pa3MbiT GOH CNMCKOB GhannoB, BepxHAA
CTPOKa, KHOMKM W NPOMEXYTKWN NAOTHble. Bbibop, yxxe coxpaHéHHbI B SETTINGS — MNMPO3PAYHOCTb,

OCTaétcsa Kak bbin; ecan apdekTbl Npo3payHocTn B Windows BbIKAHOUEHBI, OKHO CMIOLLIHOE.

2.2.0 — 18 okTabpsa 2026

SETUP, SETTINGS n ABOUT — BBepxy cnpaBa. Tpy KHOMKW CTOAT nepes BbiIbOpPOM A3bika 1 TeMbl; B
psaay pa3genos octaamcb SSH KEYS, TUNNEL, REMOTE, STORAGE n CLOUDS. Ha | SETTINGS
3aropaeTca opaHXeBas TOuYKa, KOraa ANf MHCTPYMEHTOB NPOrpaMMbl Bblllla HOBaA BEPCKA; Nojckaska
KHOMKW Ha3blBaeT Kakue. | ABOUT | mokasbiBaeT BepCuio, Marky nporpamMmbl 1 narnky AaHHbIX,

OTKPbIBA€T AOKYMEHTbI, MNanky J'IVILI,eH3VII7I N CTPpaHNLY BbIMNyCKOB.

ABTO Bbi6bupaet VPS no 3agepxkke. 13ganeka  ABTO 6epét ot VPS, uto oTtBeyvaet npobe bbicTpee:
MAIN VPS no nmenun nam SECOND VPS. PasHuLa MeHbLUEe AeCATON AONN — He pa3HMLLa, NePBbIM
Torga MAIN VPS. MyTb noBepx cloudflared naér nocne 3amepeHHsbix. loma — no-npexHemy

AOMallHAA CeTb.



MapuwpyTtbl No mawmHam — kebabom B paay MAPLUPYT. Ke6ab | i B koHLe psja OTKpbiBaeT
MapLIpyTbl MO MallWHaM € 3aMepom A0 bamxanwwero y3na: NMPUMEHUTb — A0 3aKpbITUA MPOrpammbl,
COENIATb MO YMONYAHWUK — n ansa cneayrowimx 3anyckos, CBPOCUTb — Bcem mawmHam | ABTO 6e3
ymonyaHuii. OpaHxkeBas Touka Ha Kebabe roBopuT, YTO MapLUPYThl HE Te, YTO MO yMOoAYaHuto. Beibop

KHOMKamu paja 60/blue He 3aNOMUHAeTCa 40 CleAytoLLero 3anycka: NPexXHU 3anoMHEHHBbIN cTan

yMOAYaHNEM.

OKHO nepBoro 3anycka BbibupaeTt nanky gaHHbixX. [1anka, BbibpaHHaa B HEmM kHonkou OK,
OTK/IOHANACh C 3aMWCbIO B XXypHane «MAET onepauma: nanky AaHHbIX MEHAOT NOCAE HEE», U
nporpaMmma ocraBanacb 6e3 nanku gaHHbIX: NaHeNV MaLllWH NyCTble, UHAMKaLMKM HeT. Boibop uepes

SETTINGS - MATKA JAHHbIX — BbIBPATb paboTan v paHbLue.

2.0.1 — 15 okTa6pa 2026

Maketbl wnpposaHua PowerShell. Microsoft.PowerShell.SDK 7.6.6 npuHocut
System.Security.Cryptography.Pkcs 1 .Xml 10.0.10 ¢ n3sectHbimu yszsumocTamu; PowerShell
nporpammebl ( App\AudionPs.exe ) Tenepb cobupaetca ¢ Humm Bepcum 10.0.13. Cam PowerShell

oCTaétcsa 7.6.6, OKHO He MeHsAeTcH.

2.0.0 — 9 okTabpa 2026

HoBoe okHo. OkHo nepenucaHo ¢ WPF B PowerShell Ha C# n Avalonia; npexHee yaaneHo LeanKoMm.
[BWXoK TOT Xe: cueHapuu  Engine\Scripts , Tunnel\ v Bpannepsbl Runs\ , 1 KHOMKa no-
npe>XXHeMy 30BET TO Xe, UTO 30BETCA U3 KOHcoAW.  Start.exe 3anyckaet

App\AudionSyncTools.exe ; kato4 —-—-no—-admin nponyckaeT BONPOC O NpaBax ajMUHNCTPATOpPa, | —

Root "nmanka paHHbIX"  Ha3bIBAET Marky 3TOro 3anycka, He MeHsAsa yKasaTeab NporpamMmbl.

CBou PowerShell 7. App\AudionPs.exe — PowerShell 7 BHyTpn nporpammel: Ha HEM MayT
CLeHapun OKHa, BCe Bpannepsbl 1 waru coopuymka. Ha PowerShell cuctembl octannce pabounii
npouecc REVERSE SSH TUN 1 noBTOpHbIV 3anyck ¢ npaBaMu agMUHUCTPAToOpPa B YETbIPEX CLLEeHapUAX

yCTaHOBKMW.

HoBbi#i 3HaK. «S» 13 ABYyX BCTPEUHbIX CTPENOK HapMCOBaHa 3aHOBO, BEKTOPOM: MOPCKOW CUHWIA U
Mezb, Npo3payHblil GoH. VicxoaHmkm - | Assets\SyncTools.svg 1 Assets\SyncTools.png (1024),
3Hayok  Assets\SyncTools.ico cobpaH 13 kapTUHKK cueHapuem Engine\Launcher\Build-
IconFromImage.psl , wectb pa3MepoB oT 16 go 256. Ero HecyT | Start.exe |

App\AudionSyncTools.exe 1| App\AudionPs.exe .



OnucaHue nporpammbl - napo B Docs . Docs\README_RU.md 1 Docs\README_EN.md , kak y
OCTaNlbHbIX MPOrpPaMMm: PYCCKNI TEKCT MEPEHECEH N3 KOPHSA KaK Bbla, aHIIMNCKUI HanucaH psaoMm.

README.md B KOpHe CTan ykasaTeseM Ha 0be MOoNOBUHbI KaXX0WM napsbl.

Mopsaaok BoccTaHOB/IEHUA - TOXKe napoi. Docs\RESTORE.md ctasn Docs\RESTORE_RU.md , psgom

nexxnT  Docs\RESTORE_EN.md . B 3anucax HuXe npexHee nMs OCTaBNEHO Kak 6bino.

Macrepa ctanu cueHapusamun. To, UTO paHbLUe Aenan Ko OKHa, BbiHeceHO B | Engine\Scripts wu
paboTaeT 13 koHconu: | Set-Targets.psl (AAPECA), New—ClientKey.psl (SSH-KEYGEN), Set-
R2Credentials.psl (R2 CREDS), Set-RouterSecret.psl (ROUTER PASS), | Build-
Transport.psl (RCLONE.CONF), Manage-ClientKeys.psl (CMMNCOK, SSH-COPY-ID, OTO3BATb),
Get-Clouds.psl (cnucok obnakos), Switch-Tunnel.psl u Get-TunnelState.psl (TyHHenb Ao
poyTepa BASE). OkHo cnpawwmBaet dopmoi, Tabanuenn nam BbiI6opom; B OTAEIbHON KOHCOMM
OTKPbIBAETCA TOJIbKO TO, YTO caMo Bea€eT pa3roop. Nogckaskm npo SECOND VPS Ha3sbiBatoT pasgen

SETUP : kHonka | YCTAHOBUTD | ctout Tam, a He B TUNNEL.

3apaHue KOH4YaeTca BMecTe co CBOUM npoueccom. KomaHza, KoTopas 3arnyctuia NoMOLHMKa 1
ylwna, ep>kana 3ajaHue «BbIMONHAETCA», MOKa XMB MOMOLLHWNK: OKHO XAan0 KOHLa eé BbiBoAa 6e3
npegena, a | CTOM He HaxoAwuA, 4TO OCTaHaBAMBaTb. Tenepb NOCAefHME CTPOKN XAYTCA TPU CEKYHAbI
nocne KOHLa NpoLiecca, 3ajaHve nosy4vyaet CBOW BEPAUKT, U ovepesb MAET Aanblue; MOMOLLHUK He
Tporaetca. LUar cbopwmka build_app nposepsert, uto HoBasi | App\ BCTana Ha MecTo, U ecn HeT —
BO3BpaLLLaeT NPEXHIOH: paHbLUe 3aHATbIN Gain ocTaBaan nporpammy 6e3 | App\  noz c1oBom

«COBpaHO».

UYTo npexxHee OKHO Aenano camo, 6e3 kHonku. CBepka HOBOro okHa ¢ 1.19.2 no noBegeHWIO Haluna
LIeCTb TaKMX MECT; BCe Ha MecTe. 3aKpbITe OKHa BO BpemMsd nepejaun cnpawmsaeTt v Ha | MPEPBATb
CHMMaeT 3ajlaHmne C ero npoueccamm 1 ovepeb: rclone OKHO He nepexwusaer. [1anka gaHHbIX
MEHSETCA OAHUM warom: obnayHas ceccmsa NpexKHelr nankn COXPaHAEeTCA B HE€ N YXOAUT U3 OKHa
paHbLUe, YeM MEHAEeTCA narka, maHenn OTKPbIBatOTCA 3aHOBO; NoKa UAET onepawms, nanka He
MeHsaeTca. MapLpyTbl MalLMH YATAKOTCA U3 OTKPLITOrO  rclone.conf M TOrAa, Korga noAkatouveHbl
obnaka n pabounin koHdur 3awmdposaH. COPY, MIRROR n BISYNC mexay aByms obnakamu 04HOroO
BMAA MAYT Ha CTOpOHe obnaka — | ——server-side—-across—configs . MNanka gaHHbIx 6e3 agpecoB
nosiy4aet ux Kkapkac u3 obpasua nporpammbl Npu cTapTe, Npy Boibope 1 nepes Mactepom A[IPECA :
37O Aenaet Initialize-DataFolder.psl , oH e nepeHocut 3anucbe SECOND VPS n3

~\.ssh\config wun paboune dannbl, octaBIMECS B Nanke nporpammbl ot Bepcuii go 1.15.0.

DeiictBne naéT c Tem, c uem Hauaro. [Noka genctere cumtaet uam cnpawwmnsaetr — COPY cuutaer,
CKOJ/IbKO noegeT, F8 xAET oTBeTa, MacTep nokasbiBaeT GOpMy, — nanka AaHHbIX HE MEHAETCA: OKHO

oTBeYaeT «MAET onepauma: nanky AaHHbIX MEHAIOT NOC/Ie Heé», Kak 1 BO Bpems nepegaun. COPY,



COCYUTaAHHbIV B OAHOW Mamnke AaHHbIX N NOATBEPXKAEHHbIN NOCAE CMEHbl Ha APYryto, yWwén bbl ¢
nyTAMW NepBon 1 KOHUrom BTopoin. Onepaums yxoamT No agpecy, KOTOPbIA Ha3Baa eé BONpOoC, Aaxe
€C/V NaHe b 3a 3TO BPeMs nepeLuia B Apyroe Mecto — 13 OKHa Noucka Uav nocae noAKAYeHNs
OPENVPN: F5, F6, F2, F7, F8 n F3 6epyT mecto naHenn ao Bonpoca. [Npoba ceTn, COCTOAHNE 1 CBOAKA,

CMPOLUEHHbIE Y NMPEXHen Nanky AaHHbIX, B HOBYHO He JI0XaTCs.

MpoBepka cBeXknmM B3rnaaomM, 8 okTabpsa. [porpaMMy NpoyYan 3aHOBO He MO TOMY, C UEM OKHO
30BET rclone , a no ToMy, Yyto rclone nocne 3TOro genaet ¢ Gannamu; CNOPHOE BOCNPOU3BEAEHO
€ro e cbopKoW Ha BPEMEHHbIX NMankax, Ha cBoém sftp n Ha mawwnHax — BASE n WORK. Homep ToT
e: n3 nanku npoekta 2.0.0 ewé He yxoguna. [lecatb ab3aueB HMXe — UYTO HaWAEHO 1 UCMPaB/EHO; 3a

HUMMW — YTO HaLLEén ayanT 3TUX NpaBOK.

F2 He nepeMmeHOBbIBaeT Ha 3aHATOE UMA. rclone Jesian 3TO MoaYa: Gpann, NexaBLIUA MO HOBbIM
UMEHeM, yAansaacs, nanku cameanmcb. OKHO criepBa YMTaeT nanky, KyAa UAET UMs, 1 Ha 3aHAToe
OTKa3bIBAET; HE MpoynTasach nanka — OTKa3blBaeT ToXe. Kaxaoe nepeMMeHoBaHWe UAET C | ——
ignore-existing : dann, Ub€ NMA 3aHAAN YXKe Nocae BOMPOCa, OCTaETCA Ha MecTe PALOM C
3aHABLUNM, M 3aZlaHNe KOHYaeTCs OWnOKON, a He CI0BOM «roToBO». C Nankown nHaye — CMm. ayauT

HUXe.

CmeHa ogHoro perucrpa B umeHu 6osblue He ctout Ppanna. Ha mawmHe ¢ Windows no ssh
rclone HaxoAua CTapoe MMS MO HOBbIM, MPUHUMAN NCTOYHWK 3@ NINLLIHIOK KOMUIO U YAANA €ro:
name.txt — NAME.txt — danna Het, dir — DIR — nanka nycTa, a 3afiaHne KOH4Yanocb

«roToBO». Ha Ancke 3TON MaluVHbl Nanky ¢ TakMM MMEeHEM OH He NmepenMeHOBbIBaa BOBCe. Tenepb U

TaM U1 TaM PerucTp MeHseTCs B Ba Liara vyepes BpemeHHoe nms; B R2 bucket n B obnakax — ogHum,

Kak paHbLue.  CTOM MeXay Lwaramu BTOPOW Luar He HauMHAET, 1 XXyPHaa Ha3bIBaEeT, UTO OCTaNOCh

HecAaeNnaHHbIM.

F8 Ha gucke 3T1oi1 mawmHbl knaaéT B KopsnHy Windows. JlokanbHbIN ANCK YACTUACA TaK Xe, Kak
cepBep, — HacoBCeM, a BOMPOC rOBOPWA NPO «yAanéHHble NCTOUYHMKM». Yero Kop3nHa He npumer,
OCTaéTca Ha MecTe, 1 3agaHune 06 3tom rosopuT. SHIFT+DEL n SHIFT+F8 yaanator mumo Kop3suHbi;
BOMPOC 1 ero 6eraxk 3To HasbiBatoT. Ha MawmrHe no ssh, Ha cepBepe 1 B R2 bucket Kop3uHbl HeT: Tam

BCE KaK 6b1210, 1 BONPOC MPexXHNA.

Manka BHYTpU Nanku oTk/JOHAETCA Ao Bonpoca. F5, F6, COPY, MIRROR n BISYNC oTka3sbiBatoT,
KOrga NPUEMHUK NeXUT BHYTPU NCTOYHMKA, @ 3epKaso — 1 KOTAa NCTOYHMK NIEXNUT BHYTPU
npuémHuka. Cam rclone OTKJIOHSET TONILKO MPOCTON Cayyal. Yepes junction v Tam, rae og4HO MecTo
Ha3BaHO ABaXkAbl — AMCK 3TOM MalUWHbI U OHa Xe no ssh, kak oTkpbiBatoTca naHenn TUNNEL n

REMOTE Ha BASE, — 3epkano ctmpano coceAHune nanku n cam UcTouHuk. Konmio nanku B eé xe



noananky OH He OTK/JIOHAET BOBCE N HE OCTaHABJINBAETCA: BOCEMb TbICAY ypOBHel‘/’I BN1O>XEHHOCTU 3a

nAaTb MUHYT. F5 1 F6 B Ty >Ke nanky, rae CTOAT, TOXe OTKAOHAITCA.

Mapa BISYNC ocTaétca ToM >xe napovi Npyn cMeHe MapLuipyTa. rclone XpaHUT COCTOSIHWE Napbl
noj MMeHaMu eé CTOPOH, a MMA MalUVHbl MEHANOCh BMeCTe ¢ MapLupyToMm. [1apa, 3aBeséHHan Ao0Ma,
n3ganeka okasbiBanacb HOBOW: OKHO CMpaLLMBaNO MPO HEE 3aHOBO U LWJIO C —-resync  — MpaBka
NPUémMHMKa 3aTmpanacs, yaaséHHoe B UCTOYHMKe BO3BpaLanock. Tenepb y BISYNC mawwmnHa 308étca

OZHVIM VMeHeM Mnpwu Nr0H60M MapLLpyTe, a caM MapLupyT yxoauT | rclone  mepemMeHHbIMW NpoLiecca.

YEPE3 MAIN VPS cnpawmBaet n cumtaert. [leperoH mexay obnakamu ctaptoBan C O4HOrO HaxaTus,
a OCTaHOBWTb €ro M3 OkHa Henb3sA: pabota et Ha MAIN VPS cama. Tenepb OKHO CYMTAET, CKONbKO
noejeT, 1 CrpaLlMBaeT; BOMPOC roBoput, uto | CTOMN a0 Heé He poTtaHetcs. MNeperoH Ha MAIN VPS
NAET OAWH: XXypHan 1 han C HOMEPOM MpoLecca TaM OAHM Ha BCEX, U BTOPOW, Ha4yaTbl A0 KOHLA
nepeoro, 3atupan oba. -Watch rosoput «M/ET», TONbKO KOrAa 3aNnCaHHbIN HOMEP XMUB 1 3TO

rclone .

Esc B nosie BBoga HUUero He octaHaBAuBaeT. Esc B cTpoke 6bICcTporo ¢puabTpa nam B noae Macok
CHVMMan nayLLyro nepeaady BMecTe ¢ ouepeabto. B none BBoga Esc Tenepb NpuHaanexuT nNoato; 13

naHenen oH no-npexHemy  CTOM .

CueHapunii KOHUaeTca cBouM Kogom. [oa okHoM u B ware RESTORE koaom cueHapmsa ctaHOBMACS
KOZ nocnefHen nNporpamMmmMbl, KOTOPYHO OH 3anyckan caM. CueHapuii, pa3obpaBLumica ¢ 0TkazoMm ssh
nan robocopy n KoHumBLLMICA 6e3 cBoero exit , B okHe 6bin «koa 3», a RESTORE Ha Takom Lwiare
npoBanvBacs Lennkom. Tenepb Kog TOT Xe, YTO y Bpannepa: YNcno cobCcTBeHHOro  exit , a 6e3 Hero
— HO/b. 3aoaHo Update-Tools.psl cyauT 06 yCTaHOBLUMKE apxMBaToOpa VU peAakTopoB Mo ycrnexy

BbI30Ba, a HE MO KOAY, OCTaBLIeEMYCA OT Yero yroaHo 40 HEro.

CkayaHHoOe npoBepsAeTcs A0 3anycka. [IpoBepKoin cka4aHHOro MHCTPYMeHTa Hbis1 ero 3anyck — npwu
TOM, YTO Nporpamma paboTtaeT ¢ NpaBamMn agMUHNCTPaTopa. Tenepb A0 NepBOro 3anycka CBepseTcs,
Yb€ OHO: y KAneHTa TyHHens — noanuck Cloudflare, y Windows Terminal n Microsoft Edit — nognuce
Microsoft; y  rclone , micro n PeaZip, KOTOpbIX U34aTenn He NOANMUCLIBarOT, — cymMma SHA-256 n3
darina, KOTopbIN N3aaTenb KNaAET PAAOM C BbiNMyckoM. MoAMVCb NAN CYyMMa He COLUINCE — He
CTaBUTCA, MPEXHAA KONus octaércs. ann cymMm He ckayanca UM HY>KHOW CTPOKM B HEM HeT — 06
3TOM CKa3aHO B XXypHaJse, 1 yCTaHOBKa NAET Aanblue: CyMMa 6epexxéT OT apxvBa, MOBPEXAEHHOIO B
nyTn. Bepcmm npu 3tom no-npexHemy ceexue: 4to nokasbiBaet SETTINGS v uto ctasut OBHOBUTD |,

HEé M3MEHWIOCb.

KOMWMPOBATD y >xypHana 6epé€T 1o, uto B naHenn. PAJoM ¢ naHenbto Benacb BTopas Konusa
XKypHasa, KOTOPYH HWKTO He obpe3an: OHa pocaa BCE BpeMs, MOKa OKHO OTKpbITO. B Bydep nayt

CTPOKWM NaHenn — nocnegHune Tpn TblCaYun; BCE C Hayasa AHA NeXUT B q)aﬁne logs L



AyauT 3TUX npaBok, 8 okTaAbpsa. [TpaBkM NPoOBEPWA APYroi YaT — MO UTOTOBOMY KOAY M OMbITaMu C
HacToawmM rclone . BoceMb Haxoz0K 1 OAHO HabtoAeHME 3a NpeAesaMn NpPaBok; NsaTb ab3aues

HWXe — YTO UCNpaBAEHO, HOMEpP TOT >Ke.

JTa XXe MallMHa AaJIbHUM MapLUPYTOM — TO XKe oAHO MecTo. CBOIO MaLLNHY NOA APYTMM MMEHEM
OKHO y3HaBaJio Mo afpecy W TONbKO Ha NpsAMoM MapuipyTe. Ho kHonka paga ROUTE ctaBut ganbHui
MapLUpyT 1 TON MalLMHe, Ha KOTOPOW 3anyLleHa NporpamMma, a HoyTbyk BHE AoMa NPUXOANT K cebe
yepe3s ceon REVERSE SSH TUN — v 3epkano nanku B €€ poauTtens cHoBa CTMpano cocegein. Tenepb
MaLUMHY Ha TOM KOHLIe CMpPaLLMBAtOT, He 3Ta JIM OHA: OKHO YmMTaeT Yepes Heé cobCTBEHHbIN danin-
MeTKY, 1 TONbKO KOrja Nyt Ha 06omx KOHL,ax COBMajatoT ANCK B AMUCK. MallvHa He oTBeTMAa —

onepayna He Ha4YMHaeTCA.

F2 nepenpoBepseT umsa nepepa, 3anyckom, a nanky — nocne. Vims, ceobogHoe npu Haxatum F2,
MOT/IN 3aHATb, MOKa 3ajaHune Xano B ouepean 3a AONron nepegaveit. Nanka untaeTcs ewé pas nepes
CaMbIM 3aMycKOM, 1 Ha 3aHATOe MMS 3aaHre He HauMHaeTca. Y nanku, B oTanyme ot danna,
npeaoxpaHnTensa Ha OCTaBLUMACA MUT HeT: rclone MNEPEHOCUT B 3aHABLLYHO MMA Nanky TO, Yero B Hew
He 6b110, OAHOMMEHHOE OCTaB/AET N KOHYaeT «roToBO». [locne neperMeHoBaHWs Nankum oKHO
CMOTPWT, He OCTanacb M OHa Ha MecTe, U ToBOPUT 06 3TOM oLwmnbKoW. MNanky F2 XaET cTONbKO e,
CKOJIbKO MaHeNb, — MWUHYTY, @ He MOAMUHYTbI. Korga BTOPOW LWar CMeHbl PEFUCTPa He BbINMOJIHEH UK

OCTaHOBJIEH, >XXYPHa/l Ha3blBa€T BPEMEHHOE UMA, NOA KOTOPbIM OCTanca 0b6beKT.

MaHenb He AepPXXUT CTPOKM NpedXKHer nanku. [Anck 3Tol MallMHbI 4O NPUXo4a CNcKa HOBOW Mamnkum
nokasblBas CTPOKW npexHer, n F2, F8 n F5 B 3TOT Mur 6panu nMsa 13 CTaporo crnmcka v nyTb HOBOM
nanku. CTpoku ybuparotcs cpasy, Kak y MallvHbl Mo ssh. BAOXeHHOCTb Nanok OKHO crpalunBaet y

ANCKa HE Ha CBOEM MOTOKE: CETEBOM ANCK, ﬂepeCTaBUJMIZ oTBEYaTb, Ero bosblie He noaBeLlnBaeT.

MpeaynpexxaeHue rclone ckpbiTo B 0AHOM 3agaHuMN, a He BO BCEM XXypHane. Ctpoka npo ssh
noBepx agpeca oxungaema 1onbko y BISYNC n3ganeka, rae OKHO camo Tak Aenaet; B It060M gpyrom

3afaHnM oHa roBopuT 06 owmnbke B pabouem rclone.conf 1 cHoBa BUAHA.

CueHapuii CMOTPUT Ha OTKa3 NpPorpaMmMbi, OT KOTOPOW 3aBUCUT ero aoknaa. Pa3 kog cueHapwus
Tenepb ero cobcTBeHHbIN, 0TKa3  icacls wam git B okHe 6osblie He BcnbiBaeT caM. CueHapui
NPOBEPSAET ero TaM, rae nHave Aonoxun bel 06 ycnexe: npasa Ha kntoy B EXPORT KEYS (oTkas —
owwnbka cueHapus), B SSH-KEYGEN v npu yctaHoBke OpenSSH, npaBka | core.sshCommand B IMPORT
KEYS, yaaneHue 3anucu obnaka. Cymma PeaZip nuietcs no umeHwu, kotopoe Ganny fan nsgatenb, n

TOrza, Korga apxus NpULWEN 3anacHoOM JOPOrom.

MepBbIii 3anyck. Boinyck npuxoaunt 6e3 nHctpymeHToB. OKHO NMepBOro 3anycka crnpaluvMBaeT nanky

JlaHHbIX W CKauuMBaeT HegocTaroulee, okoso 100 Mb: | rclone |,  cloudflared , Windows Terminal,



PeaZip, peaaktopbl Microsoft Edit u micro. OHO BO3BpaLLLaeTcs Npu KaXkaoMm cTapTe, Noka MHCTPYMeHTa

He XBaTaerT.

Macku. KHonka co 3BE34,0UKON MeXAy NaHeNsMn OTMeYaeT CTPOKM akTUBHOW NaHenn: CBOU Macku
yepes 3anAaTyo, COXPaHEHHbIE HabopPbl, BPeMSA U3MEHEHWS 1 TPYNMbl PaclUMPEHUI C BKAKOYEHUEM U

NCKNHOYEHNEM.

Mowmck. Ctrl+F, Alt+F7 nav nyna mexxay naHensimMu: OT nanku akTMBHOM NaHenn Braybb, Ha AMCKe, Ha
maLuvHe no ssh, B R2 bucket n B obnake. Met no yactv umeHu, pacluMpeHunto, Macke, peryaspHoMy
BbIPa>KEHMIO, FpynnamM v BpemeHu. HariaeHHoe oTKpbIBaeTCA B MaHeNN NAOCKUM CMIUCKOM Anbo

nepexoaom K dauny.

KnaBuwmn. flo6asnenbl Tab, Alt+< 1 Alt+— (nctopua naHenm), Alt+F1 n Alt+F2 (cnncok NCTOUHNKOB),
F (6bicTpbii dunbTp), Ctrl+A n | *  (oTmeTkn), Shift+Npoben (TouHbi pasmep), Ctrl+R, Ctrl+U,
Ctrl+Enter (tepmuHan tam, rae ctout naHens), Ctrl+Shift+N u Ctrl+Shift+P (umeHa n agpeca B 6ydep),
SHIFT+DEL n SHIFT+F8 (yaannte Mmmo Kop3uHbl). Esc octaHaBanBaeT nayLLyto onepauuio — 13

naHenen; B none BBOJZa OH NMPUHaANEXUT NOJIHO.

F3, F4 v apxuBbl. F3 knagét B 6ydep nybanyHble cCbiikn Ha oTMedeHHoe B R2 bucket co ceoum
canToMm. F4 oTkpbiBaeT dpain B pegakTope, Shift+F4 co3paét HOBbIV; pesakTop BblbMpaeTcs B
SETTINGS. Alt+F5 n Alt+F9 ynakoBbIBatoT 1 pacnakoBbIBatOT apxmBbl Yepes PeaZip: ZIP, 7Z, SFX, TAR,
TAR.GZ, TAR.ZSTD, TAR.LZ4, c naponem n NnpoBepkon apxmBa. Pegaktop 1 apxmsbl paboTaroT Ha AMCKax

3TOM MaLLWHBbI.

MNupnkaTopbl 6e3 KpacHoro. Y KHOMok 063aBeseHns TpU 3HAYEHNSA: CePbI — 3TOrO HET, OPaH>KEBbI M
— €CTb, HO Ae/N0M He MOATBEPXKAEHO, 3eNEHbIA — MOATBEPXKAEHO UTeHneM naHenn. CoctoaHmne
oTpatoT  Get—SetupState.psl wn | Get-BeaconState.psl oaHown cTpokoi JSON; untaetcs oHo npwm
CTapTe, NOC/Ie OYepeamn 3aZaHunii, Nocae MacTepa 1 No kHomnke  COCTOSHUE . B xxypHane KpacHbIM
OCTaéTCA TONbKO TO, YTO CNIOMaNoCh. Kakou KNtou 34eWHUM, MHANKATOPbI Y3HAKOT MO nanke AaHHbIX U1
npoduIto, a He NO MMEHU, KOTOPOE MOMHUT OKHO: CBEXas KOMMA NPOorpaMmbl MOKa3biBaeT KAKOY Ha

MeCTe Cpa3y, KaK TONIbKO yKa3aHa nanka AaHHbIX.

Owwnbka B 06paboTumke OKHO He 3aKkpbiBaeT. OHa Leankom noxmtcs B Logs\gui-crash-
<Bpems>.log , B XXypHase OCTaéTca ofHa CTPOKa C MMeHeM darna, okHo paboTaet ganblue. [lBaguaTb
OLWMOBOK 338 MUHYTY — NMPOrpaMma 3akpbiBaeTcs, NocaeAHNA Gann rosoput noyemy. OwmnbKM GOHOBbIX

3a4,ay4, KOTOPbIX HUKTO He Xaan, nuwyTtca B Logs\gui-background-<pata>.log .

CBoaka cocToaHUA — oTAe/NbHbIM cueHapuem. COCTOAHUE | v cTapT OKHa NULLYT B XXypHa CBOAKY
M OTUET O TyHHenAX, Kak npexae; akTbl Tenepb oTAAET Get-StateSummary.psl . Nponaslnii

KANEHT TYHHEeNA BUAEH Ny ONYLWWEHHOIo TYHHENA! paHbLUe NpoBepKa La TONbKO Yy NOAHATOrO.



Ha6opbl macok 1 napbl BISYNC — B nanke paaHHbIx. Habopbl nexat B | config\mask-sets.json ,
napbl — B | config\bisync\pairs. json , a coctofHve rclone ANS KaXAOW napbl — pPAAOM, B
config\bisync\state . PaHblue cnncok nap Xun B HaCTPOWMKax OKHa, a COCTOfHWe — B ._runtime
nporpamMmsl: YACTKa YHOCWIIa COCTOAAHME 1 OCTaBasANa Cnucok, rclone oTkasbiBajs € «must run --
resync», ¥ CnpocuTb 3aHOBO OKHO He ymeno. Tenepb napa CYMTaeTCcA 3HaKOMOW, NMokKa eé CoCToAHMe Ha
mecTe. [Mapbl 13 MPEXHUX HAaCTPOEK HE MePEHOCATCA: NEPBbIV 3anyCck KaXA0W CNPOCUT 3aHOBO, U

>KypHas 06 3TOM roBopwT.

SETTINGS. HoBbivi pa3gen Ha MecTe nNaHeneun: nanka AaHHbIX, MTHCTPYMEHTbI U UX BEPCUN

( MPOBEPUTb BEPCUW Tonbko cripawmsaet, OBHOBUTb  BeaéT BCe LecTb), pegaktop F4, pasmep u
BbI6Op WpundToB, Npo3payHocTs Windows 11, pasmepsbl B 6anTax, HUXKHUI pag 6e3 nognucen. Tem
yetbipe: Audion Vault Dark, Audion Dark, Audion Code Dark, Audion Light.

Monoca mexay naHenamu. Tysa nepeexany KHoMka NUTaHUA TyHHens Ao poyTtepa BASE, mapLupyTbl
Mo MallVHaM ¥ 3aKpeneHune pasgena; pPAAoM — Macky, NOUCK, CMeHa NaHenein MecTaMu, UMeHa U

MoJIHble aspeca OTMeUYeHHOro B bydep.

LiBeTta cTpok. YuTtatotca n3 | config\colors\themes.json un config\mask-groups.json : rpynnbl
Macok, Noucka u uBeToB — oanH cnmncok. Cxembl Total Commander  config\colors\*.ini u

cueHapui | Update—AudionColors.psl W3 nporpamMmbl ybpaHbl.

Golden copy o6nakoB 6epérca U3 TOW Nanku AaHHbIX, C KOTOpoW paboTaeT okHO. [1ocie npaBku
obnaka Manage-Clouds.psl Bbirpy>xan Ha MAIN VPS KoHMT 13 Manky No ykasaTtento, Aaxke Koraa

eMy Ha3Banu Apyryro: —Root A0 BbIrPy3Ku HE JOXOANI.

MpoBepku. Vx 29, Bce nayt nog sctpoeHHbiM PowerShell uepes Tests\Run-Tests.psl ; nms, noa
KOTOpOe He NOoAOLLA HA OZHa NPOBEpPKa, Tenepb OWNbOKa, a UTOr Ha3bIBAET YNCIO NMPOLLIEALLNX.
HoBble: Test-NewWindow.psl , Test-ClientKeys.psl , Test-StateSummary.psl , Test-
DataFolder.psl , Test—-ScriptExit.psl , Test-ToolTrust.psl . Test-Cli.psl un Test-
Prompts.psl  uuTatoT HOBOe OKHO. | Test—Window.psl , | Test-Handlers.psl u | Test-
TransportRoutes.psl YLV BMECTE C MPeXHNM OKHOM: 10r1Ka, KOTOPYHO OHW MPOBepsAau, Tenepb
Ha C#. Eé noBeseHve npoBepsieT cTeHy Tests\Stand\Run-Stand.psl : cobpaHHOe OkHO 6e3 3kpaHa
n 6e3 Mblww, ¢ 3araywkamm Bmecto PowerShell n | rclone , BocemHagLaTb Npob — BOMNPOC OCTaETCA
6e3 oTBeTa, Nanka AaHHbIX MEHAETCA AW NaHeNb YXOAWUT B APYroe MecTo, 1 TONbKO MOTOM BOMPOC

nonyyaet oteeT. CteHay Hy>eH dotnet SDK, ngét oH 0Koao ABYX MUHYT M B OBLMIA NPOrOH HEe BXOAMT.

AByxok. PyHKLMW, Ha KOTOPBIX CTOAT cueHapuu, XuByT B | Engine\BackupEngine.psml — 6e3
okHa. [1aTb PyHKUWMI 6e3 BbI30BOB yAaneHbl. Homep Bepcun y okHa oauH, | config\version. json :

NnpoeKkT C60pKI/I UMTaeT ero oTryaa, CBOero B HEM HeT.



AoxymeHTtbl. README.md 1 oba pykoBoAcCTBa nepenncaHbl NoA HOBOE OKHO.

BXXnBYO HE MpOBEpPEHbI: Pa3roBop € HaCTOALLNM poyTepoM, yctaHoBka WireGuard, nogbeém v nutaHme

CBOEro TyHHens, Bxog B obnako yepes 6paysep, SSH-COPY-ID 1 OTO3BATb Ha HacToALWMX MaLLMHaX.

OKaHTOBKM KOHTPOJIOB THLUE, LiBETHbIe KHOMKM HMKHero paga 6e3 3anuskun, 10 oktabpa. Pamkum
KHOMOK, NepekatoyaTenen, 4ekbOKCOB 1 Noe — B NOKOE, NOA yKa3aTeNeM U Y BKIHOUEHHbIX —
coxpaHstoT 40% cuabl: MHOTO pamMok psaoM psabuan. PaMku naHenen, kKaptoyek, naaLlek u
pasgenntenn npexHue. Y F5, F8, F11 n F12 HuxxHero pasa cHATa uBeTHas 3aAMBKa: KHOMKa CTOUT Ha

¢doHe 0BbIYHOWN KHOMKK, O HEV FTOBOPUT LIBET OKAaHTOBKW. HOMep TOT >e.

1.19.2 — 26 ceHTA6pAa 2026

PasrapaHa kpacHasa konoHka SFTP B RESTORE MIRROR. lNepBbii ke MIRROR Ha BASE ¢ 1.19.1
Ha3Basn NpuunHy: Invalid value when setting --s3-no-check-bucket from environment
variable RCLONE_S3_NO_CHECK_BUCKET="" . [locne kaxgoro Bbi30Ba rclone nporpamma
BO3BpaLLla/ia NepeMeHHble OKPY>XeHUA Kak Obliv, 1 OTCyTCTBOBAaBLUME «BO3BpaLLana» nepejayen
$null B SetEnvironmentVariable . PowerShell npeBpaiyaet Takori $null B nycTyto CTPOKY, a
PowerShell 7, Ha KOTOPOM XXMBET OKHO, NMYCTYO CTPOKY He YAANAET, @ XPaHWUT NyCTON nepemMeHHOMN.
MNoatomy nocne nepBoro rclone B OKHe BCAKMI NpoLecc, 3anyLeHHbl 13 Hero, — RESTORE, BHewHme
OkHa, — nosay4an | RCLONE_S3_NO_CHECK_BUCKET="" | n  AWS_SHARED_CREDENTIALS_FILE="", u ero
rclone nagan Ha ctapte. OTAE/bHbIN 3aMyCK TeX XXe NPOBEPOK 3TUX NEePEMEHHbIX HE MOoayYan U
npoxoaun. Tenepb yaaneHne naet yepes  [NullString]::Value BO Bcex 17 mectax: BO3BpaT nocne
rclone, naposb o6nakos  RCLONE_CONFIG_PASS B okHe 1 B Manage-Clouds.psl , nepemeHHble
o6n1auHbIx 3anucen. Tem xxe 06bACHAETCA AaBHUM CyYal, KOrAa NaHeb nagana «Ha nycromMm Tune»
obnaka. HoBbIn TecT | Tests\Test-EnvRestore.psl NPOBEPAET U KOZ, 1 XNBOW BbI30B NOJ,

PowerShell 7.

1.19.1 — 26 ceHTAb6pa 2026

MpoBepka gopor Ha3biBaeT NpUUnHy. Tabanua SSH/SFTP B koHue RESTORE 6oablue He nuwieT
ronoe «FAILED / TIMEOUT»: nog Hel cTpokn «Why:» — Ans KaXA0ro otkasa NoCAeAHss CTpoKa
owmnbkm ssh nan rclone, kog Bbixoaa nam «Het oteeta 3a N ¢». bbiCTpo ynaBLlas nposepka
NOBTOPAETCA OAHA, Mpexae YeM AopOory Ha3BaTb MEPTBOW; MpOLLIa CO BTOpOro pasa — gopora OK, a
nepsas NpUYMHa ocTaéTca B cTpoke. lNoBogom ctana konoHka SFTP B MIRROR Ha LAPTOP 26.09.2026:
BCE MPOBEPKM Nasanu pa3oM, JOPOrM Mpu 3TOM BblIn XUBbI, @ NPUYKHY Tabanua BeibpacbiBana.
Invoke-AbkHostScanBatch nonyuun pexum  —Detailed (BbiBOA, OWwNbKK, KOA, TanmayT); SSH-

KEYSCAN 30BET ero no-npexxHemy.



OkHo He BUcUT Ha cloudflared. Mpo6a ceTtn cuntaet gopory yepes cloudflared xwuBoin, Tonbko ecan
OTKpbIT NOPT 443 | ssh.audion.dev 1 ectb Bxoa B Cloudflare Access ( cloudflared access token,
B GOHOBOM NOTOKe Npobbl, Npegen 5 c). HeT Bxoga — Aopora MOAYNUT, OKHO BepéT cneaytoLLyto, a B
XKYPHan yxoamuT ofHa CcTpoka: kak Bontu. PaHblue cloudflared oTkpbiBan 6pay3ep u >xxaan Bxoaa 6e3

npeaena BpeMeHN, ssh KAaan ero, U OKHO BCTaBaJio MOJ14a.

C6opka He oTKpbiBaeT TepMuHan. YcraHoka Windows Terminal npoBepsina cebs 3anyckom  wt.exe
6€e3 apryMeHTOB, a 3TO W eCTb «OTKPbITb OKHO»: MPW KaXka0n cbopke 1 KaxaoM 0OHOBAEHNN
WMHCTPYMEHTOB Ha 3KpaHe BcnabiBan nycrou PowerShell. Tenepb TepMunHan nposepsetca no danay un

€ro BepCcunmn, He 3anyckaachb.

1.19.0 — 26 ceHTAb6pa 2026

RESTORE — «Hauucro ns DATA (MIRROR)». lNMpexHuii RESTORE T0o/1bKO fOAMBaN: OA4NHAKOBbIE
K/IFOUM OCTaBaAMUCh, cyLlecTByrownin | ~/.ssh/config coxpaHAncs, yy>ue CTPOKM
administrators_authorized_keys >wunun ganbuie. 25.09.2026 BASE nocne takoro RESTORE
ocCTanacb Ha ctapoM npodwune n3 8 xoctos BMecTo 20, 1 NoNOBKHA Jopor rclone He OTKpbIBanach.
MIRROR genaet C: poBHO TakmMm, kKakiuM ero onuceiBaet DATA: | ~/.ssh cobupaeTtcs 3aHOBO LLeNKOM,
B Panne kntoyen agMnHUCTpaTtopoB octaércs posHO CLIENTS, xocT-katoum SSHD 6epytca 3
Tunnel\SSHD aaxxe NoBepx APYrux >XuBbIX, yonpatotca ctapbivi  rclone.conf BHe DATA, apabiku
REVERSE SSH TUN v 3agaua | Audion Backup Sync . Huuero He yaansercs Mmonya: BCE ybpaHHOe
noxuntca B | DATA\ . _runtime\mirror—-<epems>  C 3aKPbITbIMW NMPaBaMu, TaM Xe XKypHai
restore.log . Ecnv umnopt copBancs, npexxHun ~/.ssh Bo3BpalLaeTca. YenoBeueckme wwaru xayTt
6e3 TanmayToB: oTkN0HEHHBIM UAC cnpalumBaetcs cHoBa, Bxog B Cloudflare Access nposepseTtcs u
NOBTOPAETCA, NapO/b PoyTepa COXPAHAETCA TOIbKO Nocne HacToALlero Bxoaa. OAnH 1 naponb y BCex
poyTepoB — BbIOOP BAasenbLa: OH CnpallnBaeTcs oaMH pas n nexxut B DATA ( targets.json ,
_routers.sharedPassword ). be3 Hero naposb 04HOro poyTepa Ha Apyrom He npobyetcs; ROUTER

PASS B OKHe ciesyeTt TOMy e Bblbopy.

MpoBepka SFTP B RESTORE He nepenucbkiBaet rclone.conf . Pa3oBbin remote | :sftp:
onpeaensn 060N0uUKy TOM CTOPOHbI U COXPaHAN KOHPUT; ceMb NPOBEPOK napananensHo Ha Windows
mewann apyr apyry, n 26.09.2026 Bce SFTP-cTpoku Tabanupl ynaam npu XuBbIx goporax. Tenepb tmn

000/104KM 33/aH SBHO.

SSH-KEYSCAN cobupaeT Bc€, 6e3 uero uncrbii npodpunb He Bxoaut. MAIN VPS nuwetca ewwé n
nog  audion-vps — 3TUM MMeHeM 0ba ero mapLupyTa cBepatoT KoY ( HostKeyAlias ). Poytep
BASE Tenepb B niaHe ckaHnpoBaHus: FILES ROUTER 6e3 ero kitoya He OTKpbIBaaAcA. 3anacHoOn nyTb

yepes ssh cBepseT KU NoJ OCHOBHbIM MMeHeM Lean: Windows | ssh—keyscan | 9.5 He npoxoguT KEX



sntrup761 y MAIN VPS. -T ckaHepa kopoue oxungaHus naketa: Windows-ckaHep gep>kan
coeavHeHve fo -T , n LAPTOP c poytepom rmban BmecTe ¢ nosyyeHHbiMU kKatodamn. DSA 6onblue He

NPUHUMaETCA — 13-3a Hero NpPAMoe ckaHupoBaHue NoXHO kpuyano «HOST KEY CHANGED».

Appec poytepa — 13 aaHHbIX. Check-Router , New-RouterPeer v ROUTER WEB 6panu 3awmTbin
192.168.1.1 , a ;oM gaBHO B 192.168.10.x . Tenepb agpec 6epérca 13 3anncu poytepa B

targets.json .

ROUTER PASS c apBymsa poyTepamu. Cncok poyTepoB NpUXoaun B BbiI6Op BAOXEHHBIM MacCUBOM: C
OZlHNM POYTEPOM 3TO He NPOABAANOCh, CO BTOPbIM BbIOOP He MNoKasbiBa/Ca, @ COXpaHeHve nagano Ha

—Router . OkHO Npw 3TOM NKCano «Naposb COXPaHEH», XOTs darna He Bblno.

1.18.1 — 24 ceHTA6pa 2026

C6opka uepes opkectpatop Haxoant PowerShell. OpkectpaTop Bbipe3aeT war n3
builder_main.cmd u BbinonHsAeT ero 6e3 wanku darina, a PowerShell nckana tonbko wanka.
24.09.2026 Bce Tpw wWwara yctaHoBKM — | install_rclone , install_terminal ,
install_cloudflared — Haneyatann | No PowerShell found , n nporpamma octanacbh 6e3 rclone,

TepMuHana u KaneHTa TyHHens. Tenepb 3Tv warn n | tests unwyt PowerShell camun, B ToM e nopagake,

yTO Wanka. M3 meHro cbopmk paboTtan n npexae.

1.18.0 — 24 ceHTA6psa 2026

F11 COPY cnpawmBaet nepep, paboton. MNoareepxaeHuns 3aecb He 6b110: COPY Huuero He yaanser,
1 BOMNpOC Kazanca amwHum. Ho F11 ctout pagom ¢ F12 n Haxunmaetca mmmo — 24.09.2026 Tak yexano
16 754 dawina, 4,6 Tb, 3a 25 cekyHa, Monya. [lnanor Ha3biBaeT obe CTOPOHbI ChoBamMu, cocTaB obnactm
(BCA manka uav TONbKO OTMEYEHHOE) 1 NALKOW — CKOAbKO noeaeT: darabl 1 06bEM. Yncno cuntaet
CyxOV NporoH rclone Temu xe kao4amu 1 GuabTpamu, YTO U caMa nepesava, MO3TOMY OTBEYaeT Ha
3a/laHHbIV BOMPOC, @ He Ha NOXOXui. Koraa NpuEMHMK y>ke CBeXUI, Maallika Tak U TOBOPWUT:

KonmpoBaTb Heuero. Ecam cuét He yaancs, manor octaérca C BONPOCOM, HO 6e3 umncna.

1.17.0 — 20 ceHTAb6pa 2026

MepeycraHoBka Windows 6e3 o6be3aa mawmH. SETUP — SSHD coxpaHsieT XocT-katoum cnyx6bl B
Tunnel\SSHD BbibpaHHOW DATA BMmecTe ¢ MaHndecTom, a SETUP — RESTORE Bo3BpaLuaeT ux 40

yCTaHOBKMW 1 NnepBoro 3anycka sshd. Y mMalinHbl 0cTaéTcs NpexHAs NAEHTUYHOCTb, U COCeaaM He
HY>XHO J0BepsiTh et 3aHoBO. RESTORE Takke MMNOPTMPYET KAOUN, UNHWUT NyTW, BO3BPALLAET APJIbIK

BkAtoUEHHoro REVERSE SSH TUN un neuataet tabavuy SSH/SFTP. XKnBow kntoy, OTAMYHBIV OT



COXPAHEHHOrO, HE Mepe3anunCcbiBaeTCs; NOBPEXAEHHAA KONUA He npuMeHsaeTca. KoHCcoNbHbIN | ssh  n
ProxyJump nonyuatot  UserKnownHostsFile ¢ ¢panniom n3 DATA. Mopagok — Docs\RESTORE.md |,

KoHcosbHas aABepb — Tunnel\RemoteDesktop\restore-machine.cmd .

PRIVATE BACKUP He BbiTecHsieT 601€e No/IHbIN CHUMOK. [lepes yaaneHnem npexHero CHUMKa
CBEpPAETCA ero coCTaB: CHMMOK, B KOTOPOM €CTb MPOEKT, OTCYTCTBYHOLMIN B HOBOM, OCTa&TcsA, U
nporpaMma Ha3blBaeT, KakOW MPOEKT ero Aep>XUT. YaaneHvne naét no obbvektam, 6e3 3anpoca
BEPCUOHMPOBaAHNA KOP3MHbI. | —Keep | mpuHMMaeT 3HayeHusa ot 1, —ProjectName noHMMaeT CMMCOK
yepes 3anatyto. 3epkano MAIN VPS ybupaet n3  Snapshots TONbKO CBOW MPEXHME CHUMKM MO

VIMEHW, @ He BCE, B YEM HET CEeroJHsLIHEeN aaThbl.

IMPORT KEYS. ®awin, coBnagarowmin ¢ golden copy, nponyckaeTcs; 0Tkas no OA4HOMY Katouy

coobuiaeTca cTpokon failed: | 1 He OCTaHaBAMBAET OCTajbHbIE.

-NoPause y BpannepoB. Bpannepbl B Runs\ v Tunnel\ nponyckatoT CBOO nay3y, Koraa Karou
nepesaH: 3aKoOHYEeHHbIV GOHOBbLIV 3anyck 6osblue He XAET knaBuwwmn. be3 kntoua naysa ocTaérca —

OKHO, OTKpbITOE ABOI\/’IHbIM L EeNYKOM, He 3aKpbliBaeTCA BMECTE C TEKCTOM oLmnbKu.

C6opouHas napa. cleanup_project.cmd BoO3BpalLaeT nanky NporpaMmMbl K COCTOSHUIO
NCXOAHWKOB: youpaet ckayaHHble  Tools\rclone , | Tools\terminal , Tunnel\Bin , xypHansbl,
._runtime W COCTOsAHME MalWHbl — | config\profile.json W config\gui-settings.json .
Start.exe , octasbHOW config W Nanky AaHHbIX PAAOM OH He TPOraeT; Noc/e YNCTKN OKHO 3aHOBO
cnpawwnaet DATA FOLDER.  builder_main.cmd BO3Bpallaet MHCTPYMEHTbI Waramm
install_rclone , | install_terminal , | install_cloudflared — TeMm Xe CLeHapunem, 4Yto U
kHonkn UPDATE, — n HecéT tests , verify , clean_cache . KnneHT TyHHens ctaButcsa 6e3

Install-TunnelClient.psl : cbopka TONbKO cKaumBaeT u ssh-npodunb He NpaBuT.

Hactpoikn TepmuHana us  config\terminal . [Tocne yctaHOBKM Man 0OBHOBAEHWA TEPMUHaNA
HepocTarowme dannbl n3 | config\terminal — mapkep  .portable u settings\settings.json
— knagyTca B Tools\terminal . Haxuntble HaCTPOWKM He 3aTUPAtOTCH; Wwar AET 1 Torga, Koraa

BepCnA TEPMUHAaNA Y>KE CBEXKas.

1.16.0 — 20 ceHTAb6pa 2026

Cetn BASE nocne nepee3sga Ha 192.168.10.0/24 . MNpexHas | 192.168.1.0/24  ybpaHa u3
AOBepeHHbIx ceTel npaBuna Audion Remote Files (SSH 22) - w B SSHD, 1 B 3anacHon ycTaHOBKe
OpenSSH: oba cueHapus CTaBAT OAHO MPaBMUIO U TENEPb OAHUM CMIMCKOM. YMONUaHWe ceTelrt MacTepa

WG BASE-ROUTER | npw nycTtoM | routes.txt - 192.168.10.0/24 , B OKHe 1 BO Bpannepe setup-



base-vpn.cmd . Ha mawwnHax npaBruno obHOBASETCA CaeayroLnM 3anyckom | setup-ssh-

server.cmd .

PRIVATE BACKUP knagér cHumok B audion-backup/Projects . [yTb B R2 no ymonuaHuto

cMmeHwunca ¢ builders Ha Projects ; kitou —Remote no-npexHemy 3agaér cBOW.

1.15.3 — 15 ceHTA6pa 2026

REVERSE SSH TUN nocne 3aKkpbiTus ycTaHOBOUYHOM KOHcoau. GUI BoccTaHaB/IMBaeT HaCTPOEHHbIM
npoLecc HanpsMyto 1 NOBTOPAET 3aMyCck Noc/ie ero HeOXNAaHHOTO 3aBepLueHus ¢ nay3oun 30 cekyHa,.
Pernctpauma kntoua He nostopsaetca. STOP n yganeHue yumtbiBatoTcs; ctapble TyHHeaun LAPTOP He
3anyckatotca. 3akpbiTre GUI 3aBepLuaeT ero npouecc 1 goyepHue SSH, He octaBassa cmpot. Ownbkm
3anycka 1 xog OpenSSH coxpaHArOTCA B XXypHaiax; 3eN€HbI MHAMKATOP TpebyeT noaTBEpPKAEHUA

npobpoca cepBepoM. YctaHoBAeHMe SSH orpaHnyeHo 15 cekyHAamMu Ha MOMbITKY.

1.15.2 — 15 ceHTa6pa 2026

SSH-KEYSCAN He 6510kmpyet okHO. CkaH/pOBaHWe nepeHeceHo B OTAENbHbIN CLieHapuin, obwmni
ana GUI n | Runs\ssh-keyscan.cmd . XocTbl npoBepatoTcs NapannenbHo: 0 NATW CEKyHZ Ha NPAMON
06X04 1 eLwé A0 NATU Ha JOCTYN Yepe3 HacTpoeHHbIn SSH. STOP 3aBepluaet paboumii npoLecc BMecTe
C ero NoToMkamMu. HegoCTynHble XOCTbl COXPAHAOT MPEXHUE KAHUN; N3MEHMBLUMECA MPUHUMALOTCA

TONbKO ABHO, Yepe3 Ctrl unmn  —Force .

MpaBa npuBaTHbIX SSH-kAOUe nocne nepeHoca. IMPORT KEYS ncnpaenset Hacnegyemble v
ABHbIE NINLLIHME Pa3peLLleHns, B TOM Yncae Yy yxe cyllecTByrowmx dannos. HenonHeii Export Keys
AOMONHAETCA cepBepHbIMM Napamu 13 | Tunnel\SSH\servers ; npMBaTHblE KNHOUM COCEAHNX MALLVH
n3 CLIENTS aBToMaTtnuyeckmn He gobasnstorcs. Mpu yctaHoske REVERSE SSH TUN owwnbka | bad
permissions 3anyckaet ucnpasneHune ACL BbibpaHHoro IdentityFile B gaHHbIX nan npodwune n
NOBTOPHbIN BXOA. Cofep>XnMOe KNtoUa COXPaHAETCS; peXXnMbl NpoBepkn 1 cHATUA ACL He MeHSIoT.
YcraHoBKa knveHTa noay4vaet nanky DATA n3 GUI ABHO 1 npoBepseT npaBa NCNOAb3yeMbIX CEPBEPHbIX

KJHOYen.

1.15.1 — 15 ceHTa6pa 2026

MepBbi BXog Ha VPS npu ycraHoBke REVERSE SSH TUN. Mycton known_hosts 6onblue He
OCTaBAAeT yCTaHOBKY 6e3 cnocoba noareepAnTb otneyatok: OpenSSH npeanaraet ceeputb ero B
OTAENbHOM OKHe, 3aTeM yCTaHOBKa NMOBTOPAET BXOJ B CTPOrom pexxmme 6e3 avanora. I3MeHEHHbIN

oTneyatok He npuHumaetca. OCMOTP, YAANIEHWE v 3anyck ¢ nepeHanpasB/iieHHbIM BBOAOM He



cnpaLwmBatoT noaTeepxaeHve. OWwmbKM BCEX MapLLPYTOB COXPaHAOTCA B OTAENbHOM XypHase
yctaHoBkY; owmnbka MAIN VPS 6onblue He ckpbiBaeT otkaz SECOND VPS. SSH-KEYSCAN Bkatouaet
SECOND VPS c ero SSH-noptom. [lobaBneHbl NpoBepKX NEPBOro 3amnycka U OTKa3oB Ha

CUHTETMYeCKMX AaHHbix ans PowerShell 5.1 n 7.

1.11.18 — 13 ceHTab6psa 2026

Maponb poyTepa XpaHUTCA NEPEHOCMMO, NO UMEHU poyTepa. PaHblie oH wudpposanca DPAPI —
NPWBA3KOW K YY4ETHOM 3aMMCK 1 MaLlnHe, KOoTopas caeTana npu kaxzoun nepeycraHoke Windows n He
nepeesxasna ¢ Habopom: 3 Bcero Habopa TO/ILKO Napo/ib POyTePa He NepexmnBan BOCCTAHOBEHNE, a
Ha MOpPTaTMBHOM AnCKe Bbln MEPTBLIM rpy30M. Tenepb OH N0XKUTCA base64 B darin No umeHn poytepa
( router-base.secret , router—home.secret ) — nepexwmBaeT nepeycTaHOBKY W MepeesdaeT, KaK
KAtOUM 1 naponb obnako.. Vima no poyTtepy, a He No agpecy: y AOMAaLLHErO 1 JepeBEHCKOro poyTepoB
OAVH agpec 192.168.1.1 , n dannbl No agpecy 3atmpanu bbl Apyr Apyra; Tenepb pa3Hble poyTepbl —
pa3Hble daisibl, 1 Mapoan y HUX MOTyT pasandatbca. Cam dann becnoneseH 6e3 goctyna Kk poytepy —
3aMOK B MpaBax nanku v wmnpposaHum Hocutens. Ckpuntel poytepa ( new-router-peer , check-
router , check-routes ) nonyunnm kaou  —Router . MNpexHuii  router_<appec>.secret ot DPAPI

OCUPOTEET — MapoJib BHOCAT OANH pa3 kHomnko ROUTER PASS.

1.11.17 — 12 ceHTab6psa 2026

JXypHan He KpuuuT 06 oxxuaaemom. HegoctynHas MalumnHa (naHesnb xoanT Ha BASE m3 apyron cetu)
60/blLEe He POHSET B XXypHan aBaputo | [c6oin] ... ErrorActionPreference Stop : Invoke-
AbkRcloneCommand ' rayLIMT UCKAKOYEHME W OTAAET KO BO3BPATa, Kak 1 obellaeT — OKHO XMBET Moy,
Stop , @ B PowerShell 7.4+ HeHyneBow Bbixog rclone nHave BcnabiBan B 06Wmin nepexsatymk. Tenepb
HeA0CTYNHOCTb — OAHa NOHATHas cTpoka («BASE: He oTBeuaeT»), U He yalle pa3a B 15 MUHYT, a He
NPOCTbIHA OT rclone. Y6paHa noBTopAOLLIAACa 3amMeTKa «MAET JOAbLUE MNATU CeKYHA, Xay». [nsa
ycTapeBLuero TpaHcnopTa (B | rclone.conf uyxasa bykBa Ancka, He HaxoaMTca  known_hosts ) —

NMOHATHOE «TpaHCNOPT He cobpaH, HaxxmnuTe RCLONE.CONF».

1.11.16 — 11 ceHTa6psa 2026

MpoBepka cTPOK Ananoros CHoBa JIOBUT HenepeBeAE&HHoe. B npolwnoi Bepcumn camor npoBepke
AocCTanach Knaccuuyeckas owmbka PowerShell: | $matches[1] -match nepesanuceiBan
aBTOMaTMyeckyto | $matches , M OCTaTOK CTPOKM «MeTKa: 3HaUeHne» TepANCca - TecT nepecraBan
3aMeyaTb HenepeBeAEHHYHO NMONOBUHY M MOYa 3acUmMTbiBan e€. [pynnbl Tenepb COXPaHAITCA B

nepemMeHHble JO Caeaytoliero nouncka. JobasneHa caMonpoBepka: Ha CUHTETUYECKON «MeTKa:



0CTaTOK» C ABYMS 3aBeZlOMO HerepeBeAEHHbIMW NOAOBMHaMM NpoBepKka 0bs3aHa BepHyTb obe. Halina

nepenposepka 1.11.15 (P3 B Tecte, npuaoxeHne He 3aTPOHYTO).

1.11.15 — 11 ceHTabpa 2026

Awnanorn, cobpaHHble A0 NepeBoAa, A0UNTAHbI NO-aHIIMACKN. 3aroN0BOK «YAanunTb ...7»
NOACTaBAAN MMA B LWAbNOH paHbLue NepeBoa, M rotoBas cTpoka 6e3 {0} napbl He HaxoAWAa; TeNo
npeaynpexaeHns o NpepbiBaHNM Nepesaun cobmpanocb MHTEPNONALMNEN U HE NEPEBOANNOCH BOBCE.
Oba Tenepb NepeBoAATCA WABAOHOM C MOACTAHOBKOW MOCAe, a He f0. [lobaBneHa napa ANs KHOMKM
MPOAOJIKNTD - oHa Toxe ocTtaBanack pycckoi. Test-Window Tenepb npoBepset n -CancelText ,
NOBUT UHTEPMONALMIO C KUPUAULLEN N PYCCKUIA WabnoH | —f , He 3aBEpHYTbIN B NepeBos,. Hawna

nepenpoBepka peBbto (ocTaTok P3). Y6paH 3aaBoeHHbIN 3aronoBok 1.11.13 B XypHane.

1.11.14 — 11 ceHTabpa 2026

CHATMe KNtoUa TYHHenA 6onblue He MoXKeT 06HyInTb painn n otTuntaTbea ycnexom. CueHapun
CHATUA WENn 6e3 set —e , v nocne cbos ntobon Gannosor onepaynmn - GuabTpa, NOLMEHbI, MPaB - OH
BCE paBHO neyatan removed : nycton authorized_keys c knrouamum gpyrux MaluvH BbIrAaAen Kak
yAa4yHOe CHATUE, a Jep>KaTeNb HaBepXy CTUpPan COCTOAHME. Tenepb CHATME YCTPOEHO KaK perncrpaums:
Konwua A0 NpaBKK, CBepKa YMcaa CTPOK A0 MOAMEHbI, a Ntobon cbon obpbiBaeT cLieHapuin 0 OoTBeTa -
dann uen, coctoaHe OCTaéTca AN NOBTOPHOW NonbITKN. COHOMN UTEHMA 1 «KAroYa HeT» Tenepb pasHble

oTBeTbl. Hawno pesbro 17967bb (P1); cueHapuii sobasneH B Test-Beacon.

Avanorn okHa goumnTaHbl NO-aHIMMACKN. 3aroNI0BKW, KHOMKM U cTpoku Tesa  Show-AbkDialog
OKHO NepeBoAunT y cebs, 1 ABa AecaTka Kyckos (MeTku CEMYAC, AN, MPUEMHIK, PABHSAEM u
Apyrue, KHOMKW, 3aronoBkKn) He umenn napsbl - English-okHo nokasbiBano mx no-pycckun. OctaTtok
CTPOKW «MeTKa: 3HaueHne» Tenepb TOXe NEPEBOANTCSH, HegocTatowme napbl gobasneHbl. Test-Window

npoBepseT CTPOKM BCEX ANANOTOB, a He TONbKO Bbi30Bbl  Get—-AbkText .

1.11.13 — 11 ceHTa6psa 2026

PykoBogcTBa pacckasbiBaloT NPo YUETHYIO 3anucb TyHHens. po | tunnel 3Hanm Toabko SKILL.md
N XXypHan n3mMeHeHun, a kHorka ¢ 1.11.12 ymeeT 0TBETUTb, UTO Ha cepBepe eé HeT. Tenepb B 060mx
PYKOBOACTBaX CKa3aHo, YTO 3TO 3a YUETHas 3amnncCb, MOYEMY KIHOY TYHHENSN XXMBET UMEHHO B HEW U rae

B3ATb €€ OrpaHn4yeHus.



1.11.12 — 11 ceHTa6psa 2026

Knrou REVERSE SSH TUN >xu1BET B cBOeW y4&THOM 3anucu. PaHblue OH nponuceiBanca pabouyemy
nonb3osatento Ha MAIN VPS n SECOND VPS. Kntou TyHHens nexuT Ha MallnHe B Yy>KOW ceTu, 1
YKpajeHHbI AoCTaBan A0 BCErO, YTO AOCTYNMHO 3TOMY MO/b30BaTento: Ganios, rpynm, Cay>ebHbix
cokeToB. Tenepb y TYHHena cBoA y4éTHasa 3anuncb  tunnel - 6e3 060104kK, C 3a610KMPOBaHHBIM
naposiemM 1 NycTbiM 4OMOM, FA€e NIEXUT TONbKO dann kntouen. YTo en paspeLleHo Ha CTOPOHE cepBepa,
efeT obpasuom  Tunnel\RemoteDesktop\config\sshd-tunnel.sample.conf : 06paTHbIN Npobpoc

Ha MNeT/Ie U HUYEro 6oblie.

YuéTHas 3anucb 3aBOAMTCA Ha CepBepe pykaMu, OAnH pas. [Toka eé€ HeT, NOABEM TYHHeNS HUYEro He

NOPTUT N TOBOPUT CZIOBAMU, HETO HE XBaTaeT.

1.11.11 — 11 ceHTa6pa 2026

AHrniickoe OKHO: CTPOKM Koaa. 24 CTpoku (25 BbI3OBOB), KOTOPblE OKHO MEPEBOAMUT BbI3OBOM | Get—
AbkText npsamo B Koae, He umenn napbl 1 B EN nokasbiBasmcb NO-pyccknt: 06 bACHEHUS
noakntoveHns obnaka, npegynpexaeHma SSH-KEYSCAN o cmeHe kntoua XocTa, CTPOKM O TyHHese A0
poytepa BASE, uncno notokos. lNapbl 3aBefeHbl, a  Tests\Test-Window.psl Ternepb NpoBepseT u

Takue autepanbl. Haxoaka N6 pesbto 2035941.

MHaukaTopbl 063aBegeHna B pyKOBOACTBaX. TabnuLbl rOBOPUAN «3e€HbIW, Korga dann Ha mecTte»,
a OKHO KpacuT XEnTbiM, MOKa Aeno He noatTsep>aeHo: R2 CREDS - noka R2 bucket He npounTtancs B
naHenn, SSH-KEYGEN n IMPORT KEYS - noka He npounTtanacb naHenb MawmuHbl nan VPS, SSH-
KEYSCAN n RCLONE.CONF - noka He npountanach yaanéHHasa naHens, AAPECA - noka maluvHa He
oTBeTuNa Ha Npoby. B Tabanuax Tenepb ABa cTtonbua: Korga MHAMKATOP rOPUT 1 NOC/E Yero OH

3e/1€HbIN. Haxoaka N7.

Test-Prompts Ha uncton konun. NpomnTbl Ha3biBalOT | Start.exe , a ero cobmpatoT U3 NCXOAHNKOB
n B git He KnaayT, NO3TOMY Ha YMCTOW KOMWUW TecT nagan. Tenepb ana Start.exe AOCTaTOYHO

cbopwmka  Engine\Launcher\Build-StartExe.psl . Haxoaka N8.

1.11.10 — 11 ceHTa6psa 2026

Maponb poyTepa - B TOM Nanke gaHHbIX, ¢ KOTOpoW pabortatoT okHO 1 Bpannep. | Check-
Router.psl un New-RouterPeer.psl npuHumanu -Root c 1.11.4, HO dyHKUMM MOAyNA
RouterNdm.psml K/aro4Ya He Noayyanun: Napob COXPAHAICA U YATANCA B Marnke 13 ykasartens

config\profile. json waun cocegHen, gaxke Koraa OkHO Bbibpano gpyryto. Tenepb  —Root



npoxoaut yepes  Save-RouterSecret , Get-RouterSecret w nepeHoc npexHero darvna - ns aTmx
cueHapwues, n3 Check-Routes.psl 1 u3 okHa (ROUTER PASS, uteHune nupos poytepa). Haxoaka N3
peBbro 2035941.

MNuaukatop SETUP — TOOLS — ROUTER PASS BMAUT coXpaHEéHHbIN naposib. OKHO 3Baso
BHYTPEHHIOI QYHKLIMIO MOZAYNA, KOTOPYHO TOT Hapy>Ky He OTAAET: BbI30B Nagan, NycTon  catch

OCTaB/IAN UHAMKATOP cepbiM. Ternepb Moayb OTAaéT | Test—RouterSecretStored . Haxoaka N4.

Tectbl. | Tests\Test-Cli.psl : KaXabli BbI30B QYHKLMK, KOTOPas ULLET Nanky AaHHbIX, Nepesaér  —
Root | - B cLLeHapusX, OO BbABMBLLMX 3TOT NapameTp, U B OKHE A1 GYHKLMIA Napoas poyTepa;

CUHTETMYECKNA Mapob IOXNUTCA B Nanky U3 —Root u BUAEH MHAMKATOPY.

1.11.9 — 11 ceHTA6pa 2026

REVERSE SSH TUN 60/bLue He CHUMaeT K/Ilou cocepa. Pervctpaums v yaaneHne Karoda TyHHens Ha
MAIN VPS n SECOND VPS nckanu metky | audion—beacon—<ums> noACTPOKOW: K/IOY MalmvHbl  lab
yHOCWUA € cobon katou | lab2 , a npoBepka YMc/ia CTPOK 3TOro He 3aMevana. Tenepb CTpOKa y3Haércs

no KOMMeHTapuio karouda uenmkoM. Haxoaka N1 pesbro 2035941 (P1, owmnbka cTapLue 3TOro peBbio).

Kntou TyHHens orpaHnueH ceomm noprtom. Ha VPS katou nucancs kak | restrict, port-
forwarding,command="/bin/false" , n port-forwarding pa3pewan -L Kk nt0bbiM agpecam,
BuaAMMbIM € VPS, n | —R | Ha nto6bix nopTtax. Tenepb B cTpoke cToAT  permitlisten n permitopen
nopTa 3TOro TyHHeNA. Y>Ke NponncaHHble KNKYM NoayvaT OrpaHNYeHns npu cnegyrolemM nogbeéme:
TUNNEL — LOCAL — REVERSE SSH TUN — MOAHATb. MNpobpoc unix-COKETOB KNHOUYOM He 3aKpbITb -

370 AllowStreamLocalForwarding B sshd camoro VPS. Haxogka N5 (P2).

NMpoBepka napons karoua He BUCHeT. | Test—AbkKeyOpens | 3Basn | ssh—keygen -y | ¢ 3aKpbITbIM
BBOZOM, a Napob ssh-keygen cnpalumBaeT y KOHCOAN: Ha KArOYE C NapoaeM NPOBeEpPKa XAana, noka
npoLecc He CHUMYT, - Tak Bucen Test-Beacon. Tenepb nycror naponb nepesaércsa asHo (—P "" ),

YUNTbIBAETCA KOJ, BbIXOAA, @ Ha NpoBepKy oTBedeHO 15 cekyHa. Haxogka N2 (P2).

Tectbl. Tests\Test-Beacon.psl : Nnapa c naponem pacno3Haérca bbictpee 10 cekyHs, HacTosLLme
CUEeHapun perucTpauumn n CHATUA Karoya roHsatotca B Git Bash Ha cuHTeTMueckom davine ¢ katouamm

lab 1| lab2 ; ctpoka kirOo4a orpaHMyeHa CBOVM MOPTOM.

1.11.8 — 11 ceHTA6pAa 2026

MocnepHwe npexxHme nmeHa. Setup-BaseVpn.psl Ha3biBan Mactep TyHHena Ao poytepa BASE

«ROUTER-BASE WG» B cripaBke, B LLaMNKe 1 B COBETE «TyHHEeb NMOAHMMAETCA KHOMKOW...» - Tenepb



WG BASE-ROUTER u nytb TUNNEL — LOCAL — WG BASE-ROUTER. 3aronosok xypHana y R2 CREDS -
«R2 CREDS» BmecTo «KJ/TKOUYU R2». MNoaTeBep>aeHne F12 SYNC - ¥ 3aronoBOK €ro NporoHa 3Banu

KHoNKy npexxHuM «3EPKAJIO» - Tenepb «SYNC».

1.11.7 — 11 ceHTab6pa 2026

Bropoit npoxoa no cnoBam: gokymeHTbl. README, SKILL, USER_GUIDE RU 1 EN, PROMPT RU u EN,
CLAUDE n AGENTS, README poctyna K MaluvHamM roBopAat TeEMU XKe TepMUHaMM, YTO OKHO Y
cueHapwuun: golden copy, Export Keys, CLIENTS, ny6anuHbii u npmBaTHbIA katod, R2 bucket, jump host

ProxyJump, nHgukatop, rclone.conf, REVERSE SSH TUN.

A okymeHTbI gorHanm okHo. Tabivua ob63aBeseHNA ONUCbIBAET HbIHELLHWE KHOMKK pasgenos SETUP
n SSH KEYS v 1O, KOrga roput MHAMKaTOP KaXkaown; KHOMOK | KIMIYN R2 v CKMAL , rpynnbl
WHCTPYMEHTbI | 1 wara «SETUP — 3AJAHWA: panblue 3epkano camo, KaXkayro HOUb» B OKHe JaBHO HeT.
MpomnTbl 1 SKILL Ha3biBatOT y Kaxaoro wara pasgen. MawvHbl onucarbl B pasgene REMOTE, kHorka

npobbl - PORT 22 TCP PING , MacTep TyHHensd - WG BASE-ROUTER .

McnpaBrieHHble HETOUHOCTU. AHT/IMACKOE PYKOBOACTBO YTBEPXKAA/O, UTO OKHO HE NPOCUT Npas
aAMWHNCTPATOPA, - OHO NPOCUT UX oauH pas. SKILL obellan, uTo Nnapoab 061aKoB NpuesxaeT ¢
import-keys.cmd, a pykosogctsa - uto | rclone.conf egeT B Habope katoyen. SKILL umncamn
500/udp 3a masukamum Ha SECOND VPS, y6paHHbiMm 09.09.2026. B PROMPT_EN war 5 nostopsacs
06pbIBKOM, @ ab3aL, 0 Masuke onucbiBan npexHuin WG-TyHHenb. PykoBoACTBa roBOpMAK, UTO B

clients | n1exaT TONbKO I'Iy6J'II/Il-IHbIe KJIKO4W, - TaM JieXXaT rnapbl.

Mopckaska SETUP — TOOLS — OBHOBWUTD obelana 3enéHbIN MHAMKATOP, «KOrAa BCe TpW Ha

MecCTe», a OKHO NMPOBEPAET K/IMEHT TYHHENA N rclone ; Tenepb CKa3aHO TakK.

1.11.6 — 11 ceHTa6pa 2026

Bropoi npoxopa, no csioBam: cLLleHapuK, UX cnpaBka, Bpannepbl U Tectbl. CoobLeHma cueHapues,
cnpaBka Get-Help , CTPOKWM rem  BO Bparnmnepax ¥ 3aroJI0BKM TECTOB rOBOPAT TEMW XXe TepMUHaMW,
yTo okHoO: Export Keys, golden copy, CLIENTS, ny6anuHbin n npuBaTtHbIN Karoy, R2 bucket, xocT,

Endpoint, SSHD. BHyTpeHHVE KOMMEHTapun Koga 3TOT NPOX0Z, He TPoraii.

Maponb obnakos.. Sync-CloudKeys 1| clouds—pull.cmd COBETOBaNM Ha HOBOW MalLMHe «CrnepBa
import-keys.cmd», Ho EXPORT KEYS 1 IMPORT KEYS | Tunnel\clouds.key He nepeHocsT. Tenepb
CKa3aHOo Kak ecTb: Gais Ki1ajyT B nanky AaHHbIx pykamu. Cnpaska Manage-Clouds v wanka

Clouds.psl 6onblue He yTBepXAatoT, UTo  rclone.conf efeT B Habope kntouen.



Manage-Clouds 6e3 rclone otnpasasn k kHornke YCTAHOBWTb, kotopas ctaBut Tosibko cloudflared;
Tenepsb - kK SETUP — TOOLS — OBHOBWTb.

Crapoe nmsa nporpammbl. Export-AudionKeys, Import-AudionKeys, Sync-AudionBackup v Backup-
AudionArchives neuatanu B wanke «AUDION BUILD BACKUP»; tenepb «<AUDION SYNC TOOLS» n nms

KHOTKW.

)XXypHan okHa kpacuT BbiBog EXPORT KEYS 1 IMPORT KEYS no HoBbiM cnoBam: «not in Export Keys» n

«public key only» - npegynpexgaeHviem, meTky | export : - npuraywéHHo.

1.11.5 — 11 ceHTa6pa 2026

Bropo# npoxop, no csioBam oKHa. [1oAckasky, NOANMCK NCTOYHNKOB, ANAN0OrM N COOBLLLEHNA OKHa
roBopAT TeMu >ke DevOps-TepMUHAMK, UTO U KHOMKW: MyOANYHBIA 1 NpuBaTHbIA katod, CLIENTS,
golden copy, Export Keys, R2 bucket, jump host n ProxyJump, nigukatop, rclone.conf, nyéanunbie
ccbinkun. ictounnkm Hag naHenamm SSH KEYS 3oBytca GOLDEN COPY 1 EXPORT KEYS.

AHrnunckoe okHo 6osibLle He NOKa3biBaeT PyccKue nogckasku. Y 25 noackasok pasmMeTkm 'y
kHonku F3 CCbIJTIKA He 6bin0 aHrannckon napbl: Mapwpytbl, SSHD, DNS, obnaka, mactep TyHHens Ao
poyTtepa BASE, RDP, ROUTER WEB, SOCKS, otmeTka no macke. Mapbl 3aBesieHbl, Kak 1 y MOACKa30K
ncroyHnkos LAPTOP n SECOND VPS, y 3aronoska ananora R2 CREDS v y 3anyckos golden copy
obnakos. MNapsbl, pasoweatumrecs ¢ Tekctom (SSHD, BASE, mapwpyTbl), gorHaHbl; 40 nap co ctapbimMu

CNOBaMW, KOTOPbIE HUKTO y>Ke He 3BaJ, ybpaHbl U3 cioBaps.

Mopckaska SSHD rosopuTt, uto dann knrouer ceepsietca ¢ CLIENTS - tak oH paboTaet ¢ 1.10.8.
Mopckaska C MAIN VPS 6onblie He obelaeT, YTO Ha HOBOMW MalunHe xBaTuT import-keys.cmd:

naposb obnakos  Tunnel\clouds.key EXPORT KEYS He cobupaeT, ero nepeHocAT pykamu.

HoBbiii TecT. Tests\Test-Window.psl NpoBepseT, UTO y KaXA0N PyCcCKOW CTPOKM pa3MeTKM OKHa U

AWanora ecTtb rnapa B cJioBape.

1.11.4 — 11 ceHTab6pa 2026

SSHD, NDMS API, AMATHOCTUKA n ROUTER WG PEER cHoBa 3anyckatorca us okHa. OkHO
nepesaer KaXaoMy Bpanrepy narky gaHHbIX K1ro4oMm | —Root , a | Setup-SshServer.psl , Check-
Router.psl , | Check-Routes.psl ¥V | New—-RouterPeer.psl TakoOro napametpa He 3Haau v najganm
Ha npuesa3ske: «A parameter cannot be found that matches parameter name '‘Root'». Tenepb

npuHUMatoT; | SSHD  nepezaéT nanky v B OKHO C MpaBamMu agMuHucTpatopa, ROUTER WG PEER 6epér



13 Heé AaHHble. B | Setup-SshServer.psl nepemeHHas $Root HasbiBasa namnky cueHapuvs u

3aTépna 6bl napametp - SSHD wmckan 661 CLIENTS He Tam; oHa nepenMeHoBaHa B $Here .

TecT cooTBeTCTBMA OKHa N KOHcoN. Tests\Test—Cli.psl cobupaeT knroum y Kaxaoro Bbi30Ba
CLieHapvsa B OKHe - ABHble, U3 MepeMeHHbIX, 13 Bpannepos 1 —Root - 1 ceepset c | param()

CLueHapusa; 3a04HO NPoBepPSET, UTO | —Root | HE 3aTUPAETCA B Tese.

1.11.3 — 11 ceHTa6pa 2026

1.11.3 — 11 ceHTa6pa 2026

Paabi TUNNEL 1 REMOTE nomewiatorcs B cTpoky. [1ona kHonok no 6okam - 6 px BMecTo 8,
npomexxyTok Mexay rpynnamu - 10 px sBmecto 14. Mpwu wupurHe okHa 1520 (3kpaH 1920 npwu

maclwTabe 125%) oba psga BCTarOT B O4HY CTPOKY; CI0Ba Y MOAMUCK NPEXHMe.

1.11.2 — 11 ceHTa6pa 2026

NET n TOOLS. Mognucu rpynn CETb 1 MHCTPYMEHTbBI ctaan NET u TOOLS - B pagy TUNNEL n B
SETUP: psag TUNNEL He nomewuancs.

1.11.1 — 11 ceHTa6pa 2026

Mopnucn rpynn - oguum cnosom. OTA MALLUWHA ctana LOCAL : B pagax TUNNEL v SSH KEYS, Haa
darnoBbiMK NaHensiMu BMecTo «310T [MK» 1 B ananorax. YHEM OTKPbIBATb ctano  OTKPHITUE ,
OTKPbITb MATKY - MAMKA . B okHe wupunHon 1920 ANNHHbIE MOAMMCU POHAAN KHOMKW Ha BTOPYHD

CTPOKY.

Paa REMOTE nepeHocut rpynnbi yeaukom, kak TUNNEL n SSH KEYS: SOCKS 6onbLue He ye3xaet

OAVH NOZ POyTepbl.

1.11.0 — 11 ceHTA6psa 2026

KHonku 30ByTca DevOps-TepmuHamu, noa, KHonKamu noagnucu. VimeHa KHOMoOK - MMeHa
nporpaMm, KoMaHz v ¢annos, KoTopble 3a HUMK cToAT: | SSH-KEYGEN ,  SSH-COPY-ID , SSH-
KEYSCAN , IMPORT KEYS ,| EXPORT KEYS , R2 CREDS ,| CLOUDFLARED , RCLONE.CONF , PORT 22
TCP PING , ROUTER PASS , NDMS API , ROUTER WG PEER , RDP , ROUTER WEB , SOCKS , SYNC
ALL , SYNC SELECTED , DRY RUN , RELEASE , PRIVATE BACKUP , F11 COPY -, F12 SYNC >,



BISYNC < . [pynnbl - AUTHORIZED_KEYS , EXTERNAL |, | MAPUPVYT ; pa3gen  TRANSPORT  ctan

REMOTE . oz kHONKamu - NOANUCh B ABe-TPW CNOBa Ha fA3blKe OKHA, C HanpaB/JeHNeM: «KAUn —
Tunnel\Export», «<R2 — wecTtb Nnanok». KHoMku ctanu Ha 6 px BbIle; Y KHOMOK MallnH Hag GpanioBbiMu
naHenamu noanucen Het. Pag TUNNEL nepeHocuT rpynnbl uenavkom, kak SSH KEYS: B y3kom okHe
CETb n MHCTPYMEHTbI nayt nepsoi ctpokoin, 3TA MALLNHA BTOpO - Npexae cepeavHa psga

CKnaabliBanacb B CTONBUK MO KHOMKE B CTpOKe.

REVERSE SSH TUN. BbiBwunit SSH BEACON. B nognucy kHonku - VPS, yepes KOTOpbIv KaHan
Aepxutca cenvac:  REVERSE SSH TUN - SECOND VPS wawn | - MAIN VPS . Bpannepbl Ha3BaHbl No
VPS: reverse-ssh-second-vps.cmd , reverse-ssh—-main-vps.cmd , reverse-ssh-check.cmd |

reverse—-ssh—remove.cmd .

REMOVE TASK - ogHa kHonka. Ctapoe 3asaHue NnaHnposLuka yaanaeT kHonka B SETUP, n BnaHa

OHa TONbKO Ha MallvHe, rae 3agaHue octanock. KHonka OTMEHNTD B STORAGE y6paHa.

TecT OkHa NPOBEPAET, UTO Y Ka)K,D,OI‘/’I noanmcun noa KHOMKOW eCTb nepeBoys,; TeCT TYHHeIA - UTO VPS B

noanncn onpeaendaeTtca no MMeHn XocTta.

1.10.8 — 11 ceHTA6pAa 2026

SSHD He paét ¢ainy karouen orcratb. ann
C:\ProgramData\ssh\administrators_authorized_Keys paHbLle TONbKO AOMUCbIBAACA: KIHOY
MaLUWHBbI, 3aMEHEHHbIV B CKNaje, OCTaBaaCsA NMPONMUCaHHbIM, @ HOBbIW He nonagan, noka KHOMKY He
HaxxvManu cHoBa. Tenepb | setup-ssh-server.cmd 3ameHseT CTPOKY MalUNHbI 13
Tunnel\SSH\clients , ecan B Hel Apyron KaroY, AONUCbIBAET HEAOCTAKOLLME NOJIOBUHbI U
cxnonbiBaeT NoBTopbl. CTPOKM MaLUWH, KOTOPbIX B CK/IaZe HET, OCTatOTCA M Ha3bIBAOTCA MO MOAMMUCY:
nX NpUHOCKT | PA3[IATb KJIYM c coceaHux malumH. Mycton cknag danin He Tporaet. ®ann untaetcs n

nuwertcsa kak UTF-8 6e3 BOM. lNMpoBepka — HOBbIN | Tests\Test-SshServerKeys.psl .

1.10.7 — 11 ceHTabpsa 2026

Maponb poytepa — B nanke gaHHbIX. Pabounin pann router_*.secret nexur B
Tunnel\RemoteDesktop\config nanku faHHbIX, @ HE PAAOM CO CLEHAPUAMM B MPOrpamMMe: 3To
CeKpeT 3TOM MalUWHBbI, @ Manka NpPorpaMmbl ye3xaeT KOnuen Ha coceHue MalmvHbl. KHonku | NDMS |,

POYTEP , KOHOWUI wn check-routes.cmd 6epyT ero ortyga. ®an n3 nanku nporpammei
nepeHoOCUTCA NP NepBoM obpaLLeHnm, eCin B AaHHbIX €ro eLué HeT. B pasnnumna mawmnHbl naponb

60/blle He BXOAMUT.



1.10.6 — 11 ceHTa6psa 2026

Fae Windows xpaHuT karoum mawmH. Mogckaska kHonky | SSHD |, pykoBoacTto, SKILL.md v npomnTbl
Ha3sbiBatoT dan: C:\ProgramData\ssh\administrators_authorized_keys .Y yuétHol 3anuncu n3
rpynnel agMuHuctpatopos sshd Ha Windows untaeT kntoum Tobko OTTYAa, a

.ssh\authorized_keys He cmoTpuT. [[porpamma v paHblue nncana TyAa; TEKCTbl TOBOPUAN TONbKO

«authorized_keys».

1.10.5 — 11 ceHTa6pa 2026

Pe3epB 3abupaer mawmHa. lNoackaska kHonky  CHATb PACMUCAHUE | un SKILL.md roBopuau, uto
MAIN VPS cam npuxoauT 3a AaHHbIMKW. OTO He Tak: HouHou pe3epB MAIN VPS knagét B R2, a kaxgas
MallvHa 3abvpaeT ero cama — KHornkow  OBHOBUTb BCE uaw sync-backup.cmd , kak HOyTEyK. K

mawrHam MAIN VPS He xoanTt, n BASE 3aeck He nckntouyeHume.

1.10.4 — 11 ceHTab6pa 2026

Mankwu 3epkana 6e3 UMEH npoBagepoB. FOHWTbI, ckpunTbl K JokyMeHTbl MAIN VPS nexart B | MAIN
VPS Backup , nneun SECOND VPS — B | SECOND VPS Tunnel Config : Tak ux Ha3biBalOT obpa3seL,
config\mirror.sample.json u pykoBOACTBO. VIMA NnpoBanjepa B Ha3BaHWW Nankun yctapeBaeT npu
nepBOM Xe nepeesze. Ha MalivHe ¢ NpPeXXHUM NaaHOM 3epKasa nanky NnepenMeHOBbIBatOTCA BMecTe C
3anucamu | folder B config\mirror.json , MHaye cnegytoliee O6HOBIEHME HAYHET MX 3aHOBO

PAAOM CO CTapbIiMW.

1.10.3 — 10 ceHTA6pAa 2026

Tonbko MAIN VPS n SECOND VPS. Ha Bcex fi3bikax 1 BO BCEX TEKCTaX: B OKHe, C/loBape, NoAckaskax,
cueHapwmsax, obpasuax n gokymeHTtaumm. OnucatenbHble Ha3BaHWA 3aMeHeHbl MMeHaMn. KHonku v
noanucu: mappyTbl | SSH MAIN VPS v SSH MAIN VPS CF , UCTOYHMK MAIN VPS , nognucy naHeneu
BASE - MAIN VPS (n|BASE - MAIN VPS CF |, B pa3gene CLOUDS —  YEPE3 MAIN VPS |, HA MAIN
VPS wn C MAIN VPS |

MapuwpyTbl. Bbibop nyTu K MalLvHe Be3ae Ha3blBaeTCs MapLUPyTOM: MOAMMCK, MOACKA3KW, XYpPHan

OKHa, | check-routes.cmd v fokymeHTauus.

Y poytepoB — WG-cepBep 1 WG-KAUEHT. [lpyrumu cioBaMy poyTepbl B TEKCTaX HE OMUCHIBAOTCA.



Masauok Besge SSH BEACON. Octatkv NpexxHero MMeHn B onvcaHum Bpannepos | ssh—-beacon—-* u

B KOMMEHTapMAX 3aMEHEHbI.

TepMUHbI 3aMeHeHbl B 59 darinax nporpaMmbl U AoKyMeHTaumu. CTapble 3anmncy XypHana He

nepenncaHbl: 3TO NCTOPUA.

1.10.2 — 10 ceHTA6pa 2026

TyHHensa «\WG SECOND VPS» Het u B Tekctax. WG-TyHHe/Ib MalLVHbI O BTOPOro cepBepa ybpaH n3
nporpaMmbl 09.09.2026, HO XBOCTbI OT HEFO OCTaNUCh, a 06e3nnUmMBaHNe Aano UM HoBoe M — «WG
SECOND VPS». Tenepb yLan: ynoMMHaHWe 3TOro TYHHENs B NoAcka3ke KHOMKKW yctaHoBku WireGuard,
noackaska naHenn WORK o6 agpece B TyHHene, nogckaskm «ao LAPTOP — Tonbko Touka cbopa» (K
nanTony nsganeka He xoaaT), 30 nepeBoAOB yAaNEHHOrO MacTepa v CTapbiX MOACKa30K,
HencnoJsib3yemMas NpoBepkKa >XXMBOCTW 3TOrO TYHHens, oTceB agpecos  10.13.* B MacTepe TyHHens 40

poyTepa 1 NOSICHEHME «TYHHENb W eCTb JOPOra» B 3aroTOBKE TpaHCMnopTa.

MpaBuno 6paHamayspa 6e3 noraweHHOW nogceTn. | setup-ssh-server.cmd 60sbLIe He NyckaeT K
nopty 22 noacetb 10.13.0.0/24 . MpaBnao nepeco3naérca Npu KaxkaoM 3anycke, N03TOMY Ha

MaLUMHe OHO OBHOBUTCA NPU CAeAYHOLLEN HAaCcTPoMKe npréma dhannos.

check-routes.cmd npoBepseT eAMHCTBEHHbIA TYHHe/b MallUMHbI. Pasgen TyHHenen nckan
cny>x6bl  home u | laptop , n Tonbko y WireGuard. Tenepb 310 oanH TyHHenb — WG BASE-ROUTER —
nog ntobbim 13 ero nméH ( router-base-wg , base ,  home ), y WireGuard n y AmneziaWG, a
pykonoxaTue CnpalLMBaeTCA y TOro KAMEHTa, KOTOPbI OTBETUT. [Moacka3ka KHOMKM | AIMAFHOCTUKA w

SKILL.md roBopAT o Tom Xe.

1.10.1 — 10 ceHTA6pa 2026

MNMosTopHasa nposepka 1.10.0 noaTBEpANNa NCNPaBAEHNE YETbIPEX PErPECCUn K HallNa eLLé NATb MeCT;

BC€ NoAaTBEPAUNNNCE N NCMNPAaBJIEHDbI.

Kntou SSH BEACON — 6e3 napons n nog PowerShell 7. CueHapuii masiuka co3zaBan ko4 CBOUM
Bbl30BOM | ssh—keygen -N '""'  a Bpannepbl NpeAnoynTaoT  pwsh : Tam JBe KaBblUYKW CTaHOBATCA
naponem. Kitou co3gaBanca ¢ KOAOM HOJb, U Aep>kaTenb ¢ | BatchMode | He mor ero oTkpbITh. Tenepb
napbl Karo4ven co3gaét ogHa GyHKuma —  New-AbkKeyPair B HOBOM  Engine\KeyPair.psl , eé
30BYT M OKHO, N MasyoK, — 1 Nnapa nposepseTca cpasy. Ecan Koy Masauka y>xxe 3aKpbIT naposem,

yCTaHOBKa roBopuTt 06 3TOM 1 OCTaHaB/MBAETCSA: KJHOUU NnpaBuUT Baajenew,.



CHATME M OCMOTp Masuka — Ha ero cepsepe. Oba wan Ha naeun no ymonuaHuto, Kk MAIN VPS.
Masuok, 3aBegéHHbIn Yepe3 SECOND VPS, cHuMancs «ycnewHo»: Tam ero katoda He 6b11o, cepBep
oTBeyan «ok», a knroy octaBanca Ha SECOND VPS. Tenepb nieun 6epyTcs U3 COCTOAHMA, COCTOAHME
MOMHWT, FA4e KN4 NPOMUCBIBANCA, KaXAoe Nieyo crpallnBaeTca OTAE/NbHO, U «Kto4Ya He 6bi10» ¢
APYroro cepsepa ycrexom He cuntaeTca. He OTBETU/I0 MECTO perncrpaLmm — CHATUE 3aBepLuUaeTca

OWNBKOM M OCTaBAAET COCTOSHME A4 NOBTOpPA.

Mopt SECOND VPS pgoxoaunt go noagkatoueHna. Macrep | ABPECA | 3anucbiBan NOpT, HO pe3oaBep
ero He oTAaBa: KAMEHT TyHHena nucan 6aok 6e3 Port , npoba okHa 1 check-routes | CTy4Yanucb Ha
22, dannbl 1 pabounii cton yepes BTopou cepBep wam 6e3 —p . Tenepb NOPT y BCEX, M NEPEHOC U3

~\.ssh\config 3abupaeT ero Toxe.

MmeHa BTOporo cepeepa — B mactepe | AIPECA . [og Tabanuen Tpu noas: MMa xocTa B

~\.ssh\config , nmsa nosepx cloudflared n nmsa karoua. VimeHa c npobenamm 1 3HaKaMu He MULLYTCA.

Include B ssh config. [poBepka MeHn nckana cTpoky | Host TONbKO B OCHOBHOM ¢aiine, n cbopka
KHOMKOW = TPAHCMOPT | 3aMeHsna pabounin pasgen BTOPOro cepBepa MeTKOW, eC/IN XOCT ONncaH BO
BKNHOUEHHOM daline. Tenepb pa3bop packpbiBaeT  Include , npoBepka cnpawmBaeT u cam ssh -G,
[iBa IMEHW MpOBepsAtOTCA OTAE/bHO, a MeTKa, KOTOPOW HEYEM 3aMoJIHUTLCS, He 3aTupaeT pabouyto

CTPOKY: CTPOKa BePETCA N3 NPEXHEro TPAHCMOPTa, U OKHO FOBOPUT, UTO OCTaBJIEHO.

Touka SSH BEACON — T1os1bKO cBOM KaHaAn. VIHavkaTop 3acumntbiBan Atob6oi ssh ¢ Tem ke Homepom
nopta. Tenepb KaHan — 3TO Sssh, 3anyLLeHHbIV gepXXaTesieM 3TOWN MaLUWUHbI, C €€ KIHOUYOM U €€ MOPTOM,

NPOXWBLUMA JOAbLUE ABAALATM CEKYHJ, MONOXE — «MOAHUMAETCA».

MpoBepku: HOBLIN | Test-Beacon — napa 6e3 naposis  pacno3HaBaHWe 3anaposieHHOM, OCTaHOBKa
KaHana, BbIOOP Mjeuy, peLleHre O CHATUK, CBOW UHAMKaTop;  Test-Targets — Include, nopt, nmeHa;

Test-Transport — paboune CTPOKM NepexxnBatoT nepecbopKy.

1.10.0 — 10 ceHTA6pAa 2026

BtopoW cepBep nepeHocuTca caM. MaluvHa, HacTpOeHHas J0 3anucK | second , A€P>XKUT BTOPOW
cepBep Tonbko B | ~\.ssh\config — Tak ero nponucbiBan KAMeHT TyHHens. 1.9.0 Takyto MallnHy He
y3HaBan: oTAaBas obpa3LoBble MMeHA, 1 NepBas e cbopka KHonkow | TPAHCIMOPT | yBoauna naHenb
BTOPOro cepBepa Ha XOCT | second—vps , KOTOPOro HeT HUrAe, C OTYETOM «CcobpaH». Tenepb OKHO Mpu
3anycke HaxoAUT BTOPOW cepBep B 610Ke KNNEHTA TYHHENS — XOCT, KOTOPbIV He FNaBHbIN, U ero
BapuaHT nosepx cloudflared psgom — v nepeHocnT 3anuck B | targets. json . MawwnHe 6e3 BTOporo

cepBepa 3aBOAUTCA NycTas 3anucb 13 obpasua. Mactep | TPAHCNOPT  noacTaBaseT MMa BTOPOro



cepBepa, TO/IbKO ecan OHO onucaHo B | ~\.ssh\config , a MHaue ocTaBaseT MeTKy He3anoJHEHHOW U

rOBOPUT, UTO Caenathb.

Aapec BToporo cepBepa — kHonkoi A[IPECA . Ctpoka | SECOND VPS ctouT B Tabanue psgom c
MawmnHamu 1 nuwert B | targets.json none | host . [Nocne 3anmcn oKHO cBepaeTcd C
~\.ssh\config : UMeHW HeT — 30BET | YCTAHOBUTb B pa3gene TUNNEL , azpec Apyrov — roBopwrT,

rae ero nonpaBnTb.

KHonka  SSH BEACON . O6paTHbI npobpoc ssh — ocHOBHOWM cnocob no3BaTb MaLUWHY CHapy>Xu —
XKW TONbKO B KOHCOAW. KHOMKa B pady «3Ta MalnHa» pasgena  TUNNEL | MOAHWMMaEeT ero yepes
SECOND VPS nau Tonbko yepe3 MAIN VPS, ocmaTpmBaeT 1 CHUMAET; KaXA0e AeNCTBUE — MPEXHUN
Bpannep ssh-beacon-*.cmd . Touka ropuT 3en€HbIM, NOKa ssh aep>nT Npobpoc. B TekcTax cueHapwms
npobpoc cHoBa 30BETCsA  SSH BEACON , kKak KHOMKa v Bpannepbl:  SSH SERVER  OCTanoCb MMEHEM

AOporu.

CHATue Mmasuka 6onblue He octaBasert ssh. B PowerShell 5.1 eanHcTBEHHBIN fep>kaTenb kaHana
npuxoama n3 GyHKUUN OAMHOYHOM 3anucbto 6e3 Count , M MpoBepka npornyckana Nouck ero ssh:
Aep>KkaTenb ocTaHaBAMBaACA, ssh Npogokan gepkaTb MOPT Ha CEPBEpPE, a CLLEHAPUIN OTUNTbIBACA
«KaHan onyuieH». Tenepb CNMCOK Aep>KaTesiei BCerga MacCuB, CHATUE XAET yXo4a U fepKaTenem, u nx
ssh, a oTka3 octaHOBUTb ssh genaeT cHATME OWMOKOW. YCTaHOBKA He NMOAHMMAET BTOPOro Aep>KaTens

PAAOM C HE OCTaHOBUBLLUMMCA MPEXHUM.

MpoBepku roBopAaT npaeay. Test-Cli cpaBHMBaA NOAHbLIN NyTb Bpannepa ¢ mackon  *\Tools\* ,
a NpPoekT ieXknT B | E: \TOOLS : OTCENBaNMCb BCe BPanrepsbl, N CTPOKa «Yy KaXXAOro Bpanrepa ectb
KHOMKa» ropesia 3e/1€HbIM, He NPOBEPWB HW OAHOrO. [1yTb Tenepb OTHOCUTENbHBIN, YUNCIO
NPOBEPEHHbIX NeyaTaeTcs, a CBepKa 3HaeT, YTO OKHO 30BET CLeHapun 1 Hanpamyro. Test-Targets
6pan pabounin targets.json , KOTOPOrO B MCXOAHMKAX HET, N Ha YNCTOW KOMWUW Majan nepsBown
CTPOKOW; Tenepb OH CTPOUTCA 13 obpasLia 1 NPoBepAeT NepeHOC BTOPOro cepBepa Ha CUHTETUYECKOM

ssh config.

AoxkymeHTbl. README onucbiBaeT npodumab MallnHbl Kak OH €CTb — 3TO caMa nanka AaHHbIX — U
6osbLie He 30BET k wary | SCHEDULE : 3agaHuin nporpamma He 3aBoauT. SKILL.md vn pykoBogacTBa
b6osblue He onncbiBatoT WG-Masnuok 1 ero kKatou, a nogckaska KHornku | OTMEHUTb | He ccblniaeTcs Ha

MCYE3HYBLLYO KHOMKY.

1.9.0 — 10 ceHTA6pA 2026

Btopow cepBep — 13  targets.json . Agpec Touku cbopa, nmeHa eé xoctoB B ~\.ssh\config |,

K04 M YYETHasA 3anucb 6osblue He 3awnTbl B koge. OKHO, KAMEHT TyHHeNs, pabouni cton, Gannsl,



npoBepka AOPOr, Mask N UMNOPT Katoven 6epyT nx u3 3anucn  second B targets.json — uepes
obwuii  Engine\Targets.psl . B obpasue cTOAT HelnTpanbHble  second-vps , second-vps—cf ¥
second_vps_ed25519 , agpeca HeT: 6e3 Hero Touka He NpPobyeTcs, a KAMEHT TYHHENs OCTaBaseT

NPeXHIor 3anmcb BToporo cepsepa B ~\.ssh\config kak 6blna n roBoput 06 3ToM.

Paspenbl TpaHcnoprta second M second—cf . B 3arotoBke OHV CMEHUAN NPEXHME NMEHA, a UMeHa
XOCTOB nogcTaBaseT Mactep  TPAHCMOPT . Ha mMaluviHe, rae TpaHCNopT cObpaH NpexHen Bepcunen,

naHesb BTOPOro cepBepa OXMBET Nocae NOBTOPHOM cOopkm KHomnkou | TPAHCMOPT .

Cepsepbl B Tekctax — MAIN VPS n SECOND VPS. MNognucn, noackasku 1 JOKYMeHTbl 6onblue He
Ha3bIBalOT MPOBaNAEPOB, FOPOJ 1N CTPaHy BTOPOro cepsepa. /13 noAckasKku KAMeHTa TyHHeNs yLén

naeHtndukatop tyHHens Cloudflare.

MnaH 3epkana y KaXkaoro cBoW. config\mirror.json Bbiwen 13 Uctopuun, B COOpKy eget
config\mirror.sample. json : 3epkano 6epét obpaseL, noka cBoero cnucka HeT. Cam naaH cran
pa3/iMymMemM MallMHbl — OH CK/1aZblBAeTCs B ManKy AaHHbIX Y BO3BPALLAETCA OTTYAa B CBEXYH

pacnakoBky.

Mecrta n aapeca — TOXKe U3 AaHHbIX. TeKCTbl 30BYT MecTa No MawmnHam — BASE n HOME, a He
6bITOBbIMU cnoBamu. [pamble 06€pTkn pabouero ctosna  connect—*-lan.cmd , npoBepka AOPOr U
MacTep TyHHensa 40 poyTepa bepyT agpeca cTauMoHapa 1 poytepa 13 | targets.json , a He 13 KOAg;
yMoOJ/luaHue ceTen TyHHena — oAHa 192.168.1.0/24 , ceon xmBYyT B routes.txt . MNoackasku ans
MallWH rnapka nepeexany U3 nporpamMmsbl B narky AaHHbix. install-wireguard.cmd cHoBa
paboTaeT: OH 3Bas CLeHapuii, KOTOPOro yxke He 6bi10. README yaanéHHoOro foctyna onucbiBaeT To,

YTO eCTb Cenvac, n NPAMO roBOPUT, YTo paboumii cton no RDP elwé He npoBepsacs.

MNpoBepku: Test-Targets — BTOpoOW cepBep B 0bpa3Lie 3aBeséH 6e3 agpeca 1 C HENTPaNbHbIMU
UMeHamy; Test-Transport — pasgensl second v second-cf cobupatorcs; Test-Machine —

pa3nw-||/|l7| MallNHbI LWeCTb.

1.8.0 — 10 ceHTA6pA 2026

HactpoWkun okHa — cHOBa yacTb nporpammbl.  config\gui-settings.json — tema, A3bIK,
TepPMUHaN, KOpeHb apxmBa, Napbl  CUHXPO , BbIGpaHHbIE JOPOrN — YUCANACA CPEAMU PaA3NNYNIA
MaLLUMHbI: OKHO MOC/ae KaXA0W 3anncy KONMMPOBaao ero B narnky AaHHbIX 1 BO3BPaLLano oTTysa B
CBEXYHO pacnakoBky. Tenepb Gain XMBET TONbKO B Nanke nporpammbl. CO0pka, pacnakoBaHHas 6e3

Hero, BCTA&T C HaCTPOMKaMM MO YMONYAHUIO.

MyTb K Nanke AaHHbIX B HacTpoiikax 6osble He nuwertcs. Mone  DataRoot | NOBTOPA/NO yKasaTenb

config\profile. json , n OKHO €ro TONbKO 3annCbiBaNO: NyTb K AaHHbIM BepETca 13 yKkasatensa uim



13 nomncka pagoM ¢ nporpammoit. Konmsa yctapesana npy NepBOM e NepeHoce — B KOMMIeKTe
HOyTOyka oHa nokasbiBana E:\TOOLS\Audion Backup , KOrAa nanka AasHoO 3Banacb Audion

Backup Laptop .Y nyTv K AaHHbIM TeMnepb OANH XO35UH.

Tests\Test-Machine.psl npoBepseT 06e CTOPOHbLI: Pa3ANUMI MaLLVHbI NATb, HACTPOWKM OKHa B
AaHHblE He YXOAAT, @ KOMWA OT MPEeXXHUX BEPCUA, OCTaBLLAACA B A@HHbIX, B MPOrpamMmmy He

BO3BpallaeTca.

1.7.0 — 8 ceHTAbpa 2026

Mporpamma nepenmeHoBaHa: Audion Sync Tools . [1pexHee nMMs ONUCbIBaNO TO, YEM OHa
HauymHanacb, — cHUMOK Build-cteka. Cenyac 310 AByXNaHeNbHbI AMCMEeTYEP BCETO XO3AMCTBa:
MaLUWHBbI, POyTepbl, cCepBepbl, KOP3MHbI R2, obnaka, TepMUHanbl, TYHHeNW, Npobpockl, 3epkana; 63kan
— OZiHa M3 aecaTn ero pabot. ima BcTaért B cembto  Disk Tools , DevOps Tools , Get Tools , u

ob6a cn10Ba NOHATHbI 6e3 NnepeBoja.

MNanka Tenepb | E:\TOOLS\Audion Sync Tools , 3HaK — «S» M3 ABYX BCTPEUHbIX CTPEIOK
( Assets\SyncTools.ico , wectb pa3mepos oT 16 go 256). BHyTpu nma 3aMeHeHO Be3je, BKto4Yasn

nyTX TPaHCMOpPTa; NPOBEPEHO Ae/IOM — MOC/Ee Nepeessa YNTAOTCA U MaLLMHbI, 1 0ba1ako.

CBoW K/1lOU NpUNoXKeHUA ana obnaka — cBomm genctBueM.  clouds-key.cmd MeHseT
client_id u client_secret y 3aBeaéHHOro obnaka, He Tporas HW UMEHU, HXN NPOYMX HACTPOEK, a
clouds-reconnect.cmd ob6HOBASET MPOMNYCK — TOT, MO KOTOPOMY rclone xoanT BMeCTo yenoseka.

Mepeco3zaBath 061aKO paan CMeHbI Katoua 60JbLe He HY>XKHO; B OKHe 3TO KHOMKK | BOUTU 3AHOBO 1

neHta CLOUDS |

XBocT client_id npoBepsieTca cpa3y: oH 0653aH KOHYaTbCA Ha | .apps.googleusercontent.com .
Ob6pe3aHHbIV NP BCTaBKe KJOY BbIFAANUT Kak paboumnii, Ho Google oTBeYaeT Ha HEro «KJINEHT He

Haﬁﬂ,eH», 7 pa36v1paTeanTBo 3aHMMaEeT YaC — Ternepb cu,eHale7l roBoput 06 3TOM A0 3arnncu.

KonupoBaHue n nepeHoc cnpawmsaloTt nepeg agesnom. Ha cBoém ancke 3to popManbHOCTb, a 34echb
Ha APYrom KOHLLe yy>as MallnHa, cepep nam 061ako: Npomax no KaaBumile CTOUT 4OPOro, a OTMEHUTb
HeueM. Tenepb F5 n F6 noka3biBatoT, 4UTo HepyT, OTKyAa M KyAa, CKONbKO OOBEKTOB 1 NepBble MMEHA;
ANA nepeHoca f06aBAAKOT, UTO B UCTOYHUKE X HE OCTAHETCS; eCNn B MPUEMHMKE eCTb COBMajaroLLmne
MMeHa — Ha3bIBaloT UX N MpeaynpexAatoT O nepesanncy; a korga oba KoHua — ogHO obnako,

roBOPAT, YUTO dal/bl MEPENOXUT CaM NpoBanaep, MUHYA 3Ty MaLLUUHY.

CnpalwmBaroT 1 ocTajibHble AeACTBUA, KOTopble NULYT HapyXXy. CHMMOK Build-cTeka B kop3nHy —
C HaNOMWHaHMEM, YTO CTapble CHYMKM BbITECHATCS, U NMOACKa3Kon Npo KHOMKy | MAAH . O6HoBneHne

BCEX 3epKai — C HaMOMMHaHMEM, YTO MeCTHas KOMusA paBHAETCA NO cepBepy. YAaneHve, 3epkano un



CNHXPOHM3aUNMA CripallnBain U paHblle; NnepenMmeHoOBaHNE N CO34aHMe Nankn cnpawnBakoT MMA, Yero

[lOCTaTOYUHO.

Knroun obnakoB nepexkuarot nepeycraHoBky Windows. DPAP| 3aneyatbiBaeT Ha 3TOro
nosib30BaTeNs 1 3Ty cuctemy: nepectasmam Windows — 1 3aHOBO NpOXoAmn BXoA BO Bce obnaka.
TokeHbl MpY 3TOM HW NPU YEM, OHM K MaLUMHE He NpYBA3aHbl — NPMUBA3aH TONbKO 3amMoK. [Toatomy
3Ta/IoH KOHbWra Tenepb KNagerca TyAa, rae HUYero He nepeycraHaBamBaroT: | clouds—push.cmd
oTnpasnsfeT ero Ha cepsep B | ~/.audion/clouds.conf c npaBamu 600, a clouds—pull.cmd
3abupaet Ha N1tobyro MaLmnHy. Maponb OT KOHGWra Ha cepBep He ye3XKaeT: OH IOXKUTCA B CKNAZA
KAtOYer, B Manky AaHHbIX, U nepeesxaeT KomniektoMm (| export-keys.cmd / import-keys.cmd ).
CepBep f4ep>XUT 3aMOK, CKaag — KAKY OT HEro; NOPO3Hb HWN TO, HU ApYyroe He oTKpbiBaeTcs. [Mopsasok

419 HOBOW MaLUMHbI: UMMNOPT Katouer, NnotoM | clouds—pull.cmd — M HX O4HOTO MOBTOPHOrO BXOAa.

Konuna mexxay ABymsA akkayHTaMu ogHoro obnaka uaér BHyTpu npoBaiaepa. Korga ob6e CTOpOHbI
— oAuH 1 TOT Xe TN (aBa Google Drive, agBa Dropbox), okHO gobaBnser —-—server-side-across-

configs , U AaHHble BOObLLE He MPOXOAAT Yepe3 MallMHy: MpoBanjep nepeknagbisaeT danbl y cebs.
Mexay pa3HbiMu obaakaMu Takoro NPOTOKO/a HeT, MO3TOMyY daar CTaBUTCA TOIbKO Ha COBMaZatoLLuiA

TN — KOMaHA4a A0JI>)KHa YeCTHO OrnuncbiBaTb TO, YTO l'lpOI/I30|7IAéT.

MeperoH mexxay pasHbiMn 06/1akaMy MOXKHO NOPYyUYUTb cepBepy. YEPE3 CEPBEP B pa3zene
CLOUDS (u clouds-send.cmd 13 KOHCONM) HEPET NeBytO MaHeNb Kak NCTOYHMK, MPaByo Kak
NPUEMHMK M 3anyckaeT rclone Ha cepBepe: y Hero KaHan faTa-LeHTpa, a He AomaluHui. Knoum yxoaat
TyZ,a NePeMEHHbIMN BHYTPU CLLeHapWs, KOTOPbIV BbINOAHAETCA Yepe3 | ssh .. bash -s , — Ha Anck
cepBepa He N0XNTCA HUYero, B CNrcKe NpoLLeccoB BuaeH Toabko | bash . [posepeHo aenom: nocne

nporoHa ~/.config/rclone Ha cepBepe OCTa€Tca MyCTbIM.

MpoBepka o6bnakoB cunTaeT MecTo U NoaBoAUT uTor. clouds—check.cmd | v kHonka | NPOBEPUTb
Tenepb No Kaxzaomy o61aky roBOpAT He TONbKO «OTBEYAET», HO U CKOJIbKO TaM CBOBOAHO, a B KOHLE

— CKOJIbKO cBOBOAHO Mo BCceM cpasy. [4e y obnaka KBOTblI HET Kak MOHATUA, MECTO He MULLIETCA.

Macrep cnpawmBaeT cBOM K04 nNpuaoXeHus. bes Hero rclone xoanT o6LWMM KNHOUOM — TEM XKe,
KakyMM XOAAT BCe ero nosb3oBaTe/v: KBOTa OZHa Ha BCEX, CKOPOCTb HWXE, B Yac Nuk oTka3sbl. CBOWM
karou npmHumaroT Google Drive, Dropbox, OneDrive, Anaekc.Aunck, pCloud n Box; MEGA u Proton
Drive Takoro He atoT BOBCE, Y HUX BXOJ, IOTUHOM W naponem. leno fo06poBoabHOE: NPOMNyCTUA

BOMNPOC — paboTaeT 1 Ha obLem.

O6naka paboratoT Bcemu KHOMKaMK, a He TO/IbKO KONMMPOBaHMUEM. rclone ymeeTt onuncbiBaTb
remote nepeMeHHbIMN OKPY>KEHWS, 1 3TO PeLUMIO 3aZady LLeNNKOM: KOHOUT y BCeX BbI3OBOB OCTa&TCH
O6bIYHbIA, MALUMHbI U KOP3WHbI Ha MecTe, a obnaka fo6aBaArOTCA NoBepx. [TO3TOMY UM AOCTYMHO BCE

TO Xe, YTo U MalwmnHaMm, — F5, F6, F8, F2, F7, F11 «06HOBUTb», F12 «3epkano», CMHXpOHM3aL s,



cBOBOAHOE MECTO NoA NaHesbo 1 OTMETKM Mo Macke. CaMmu onepaLmm npo obaaka HUYEro He 3HarT
M 3HaTb HEe AOXKHbI. Kntoum npu 3ToM He NonazaroT HU B KOMaHZHYO CTPOKY, HW BO BPEMEHHbIEe

baninbl: X BUAMT TONbKO rclone, 3anyLLeHHbIN oTcroaa.

MosaBunca pasgen CLOUDS. O6naka CTOAT MCTOYHMKaMM Haj NaHenammn pagoM ¢ MmawmHamu: Google
Drive, Dropbox, OneDrive, Angekc.unck, pCloud, Box, MEGA, Proton Drive — kakue 3aBegéte. ®aiin
NAET n3 obnaka B 061aK0 MAN Ha MaLLNHY OBbIYHBIM KOMMPOBaHMEM, TEMU Xe KHOMKaMK, YTO 1 BCE

OCTa/IbHOE; HMKAKOro 0coboro pPeXrnmMa nepeHoca HeT.

Knroumn obnakoB nexxar otaesibHO U 3alwmdppoBaHHbIMU. B 0b6uiem | rclone.conf | MM He MeCTO:

TOT dalin OTKPLIT U €34UT MeXAY MalluMHaMK B KoMMaekTe katouen. Obnaka KMBYT B CBOEM
config\rclone\clouds. conf , 3awmndpoBaHHOM camum rclone, a maposib OT Hero — B
clouds. key , 3aneyataHHOM cpegcTtBammn Windows Ha 3TOro nosib3oBaTesia U 3Ty MaLUUnHy:
nepeHecéHHbIn Gann He oTkpoeTcs. [aposib HUrAe He NOKa3blBaeTCA M B KOMaHAHYH CTPOKY He

nonagaet — rclone nony4yaeT ero nepemMeHHoOM OKPY>KEHUS Ha BPeMs Bbl30OBa.

Bxopa B 0651aKko aenaet uenoBek, a He nporpamma. KHonka | NOAKNINYUTD | OTKpbIBaET KOHCONb
rclone: rae y obnaka ectb OAuth — otkpoeTtcsa 6pay3ep, rae HeT — rclone CNPoOCUT IOTUH W NapPOb
caM. [porpamma B 3TOM pa3roBOpe He y4acTBYeT, el JOCTAETCA TONbKO BblAaHHbIV KAOY gocTyna. U3
KOHCOoAM TO e aenatoT Bpannepsbl: | clouds—add.cmd |, | clouds—remove.cmd , clouds—-check.cmd ,

clouds—-keys.cmd , a clouds.cmd noka3biBaeT CAUCOK.

OTmeTKM No macke. B Lwanke KaXxgon naHenn BcTana KHOMKa C BOPOHKOW: Macka Buaa | *.zip |,
2026-* , HECKONBbKO Yepes npobes, nycTas cTpoka CHUMaeT Bce OTMeTKM. KHOMKM wanku 3a04Ho

YMEHbLUEHbI Ha YEeTBEPTb — OHU cny>|<e6Hb|e.

Pap HaBepxy pa3aenéH Ha Tpu 6n1oka. MYTb , PERUMbI 1 NMOTOKKW cTOAT B CBOMX pamKax: Ha
o6LLeln NOANOXKE pa3aenbl YUNTANNCh KaK OBbIUHbIE yrpaBastoLLMe KHOMKK. Baok nyTu nepeHocut

KHOMKW BHYTpU cebs, a He obpe3aeT X Ha Y3KOM OKHe.

Knonka [I0M crtana LAN . OHa He TyHHe/Nb 1 He MallMHa, a cnocob AT NO MeCcTHOMY aapecy 6e3

NOCPesHNKOB — 1 CNOBO 06 3TOM FOBOPUT MPSAMO.

Docka popor pasnoxxeHa no cronbuam. Y kaxzaou JOpOrv CBOW CTONBELL: O4Ha U Ta XXe gopora
CTOWT Y BCEX MaLLMH Ha OAHOM MECTe, NycTas KJeTka 3HauWT, YTO TakoWh AOPOrn y MaLLVHbI HeT.

PaHblue cTpoka pocna cBO6OAHO, 1 NATas Aopora 3nTona obpesanacb KpaeM OKHa.

Mop, naHenblo BUAHO, CKOJIbLKO TaM OCTaZIoCb MecTa. Ha cepBepax 3TO r1aBHOE UMC/IO: BAE3ET /M TO,
yTo cobmpaeLlbcs knacTb. CUMTaETCA ANA OTKPBLITOW Nanku, a He AN MalWHbI LLEMKOM — Y MaLUWHbI C
AvckamMn C: W S: umcna pasHble, M OAHO Ha ABOWMX Bpano bbl. B KOpHe, rae CTOUT CNMCOK AMCKOB,

He NULIeTCs HMYero: y Kaxxaoro cBoé. OteeT no ssh AET cekyHAY-APYryro 1 notomy bepércs



OTZAE/IbHbIM MPOLLeCCOM 1 3aMOMMHAETCs Ha NATb MUHYT — OKHO He XAET. Y Kop3uH R2 mecTta He

rMoKa3blBaeM: TaM OHO HE KOHYaeTCs, TaM CUET 3a XpaHnMoe.

Toukwm goctyna ywam us ¢ainsioBbix NaHeNen. VICToUHKK, 4O KOTOPOro cenyac He AoCTaTb, BCEé
PaBHO BUAEH W OTKPbIBAETCSA MOMbITKOW — OHa U CKaXeT NpaBay BepHee Npobbl, CHATON MUHYTY

Ha3ag. ToukM OCTasnCh TaM, FA4e peLlatoT: y MallVH U pOyTepoB B PAAY TEPMUHANOB.

KHonku mawmH cobupatrorca us ¢panna uenei. Vix 66110 BoCceMb, MO KHOMKE B pa3MeTKe Ha KaXAyro
MaLUWHyY, 1 AeBsATas noTpeboBana Obl NpaBku B TPEX MecTax. Tenepb Habop 3asaéT  targets.json :
KJIFOY C MPUCTaBKOM  router— YXOAWT B rpynny pOyTEPOB, OCTajbHble — B FPynny MalluWH, NOPsALOK
kak B ¢anne. Noackaska HaZ KHOMKOW cobupaeTca oTTysa XXe — OnmncaHue Lenuv, COBET Ha Cayyan
MOJ14aHWA, OroBopKa Npo Bxo4 no napoato. Mactep | ABPECA | ToXe nepecTtan Aep>XaTb CNUCOK MaLUnH

B cebe.

SECOND VPS nosBw/ica B naHensax. Touka cbopa OTKpbIBAETCA Kak OObIUHbIA MCTOYHUK — PAAOM C
MallUMHaMK 1N KOp3MHaMu, — 1 dalin Knasétcs Ha Heé nepeTackuMBaHueM, Kak KyAa yrogHo ewwé. 3
AOMa fopora Ao Heé npsmas, 6e3 VPN; rae eé ssh pexyt, pabotaeT 3anacHas nosepx cloudflared.
YuéTHas 3anuncb 1 K1Y He nepenncaHbl B KOHOUT rclone: nms xocta second-vps  y>e onvcaHo B

~\.ssh\config , otTysa ssh nx n 6epér.

Y ssh-manuka Tenepb gBa nneuva Ha Bbl6op. ssh-beacon-fast.cmd  MOAHWMaET ero yepes
SECOND VPS — oHa oTBeyYaeT NpUMEPHO Ha COPOK MUAANCEKYHA BbiCTpee 1 U3 goMa JocTuxmnMa 6e3
VPN, HO cTonT BHYTpWM cTpaHbl.  ssh-beacon-private.cmd — uvepe3 MAIN VPS: gonble ctasurcs,
3aTO TPpaPuK He 3aXOAUT Ha y3es BHYTpW cTpaHbl. OCcMOTp 1 cHATUE — | ssh-beacon-check.cmd ©

ssh—beacon—-remove.cmd .

Uncno notokoB 3agaéTca B OKHe. rclone gennT oguH dain Ha NOTOKM TONbKO HaumHas ¢ 256 MB, a
Ha LUMPOKOM KaHaie BbIMTPbILW 3aMeTeH KyJa paHblue: Ha ABYX rurabantax Ao BASE oguH noTok gan
167 Mb/c, Bocemb — 180. MNopor onyLieH J0 WecTHaauatTn MmerabanT, a UNCIO NOTOKOB BblbMpaeTcs
CNWHHEPOM B paay pexumos — 1, 2, 4, 8, 16, 32, N0 yMONYaHWUIO BOCEMb. 3HaYeHMe 3anOMUNHaEeTCs

Mexay 3amnyckamu.

OKHO cTan0 HUXKe Ha 3TaXK. Pasbl pa3bexanncb No cmbicay. lopora n NOTOKM — HaCTPOWKK BCEro
OKHa, M OHW BCTaNu PAAOM C peXXMMaMu: CaeBa NyTb, CNpaBa NOTOKWU. TepMUHaNbl MaLLMH N POYTEPOB,
npobpockl paboyero ctona, BE6-MOpAbl M NPOKCKY, BbIGOP NpOrpamMmMbl TepMUHaNa — 3TO eXeAHeBHas
paborta, n oHa cobpanack B HoBoM pa3gene TRANSPORT. B TUNNEL octanock 1o, 4em CBA3b yCTpOEHa:
KJVIEHT TYHHENS, MasuokK, MapLUpPYTbl, KNKOUYM poyTepa — Tam €€ CTaBAT W YMHAT, B TPAHCMOPTE ero

MONb3YHOTCA.



SERVER MIRROR u R2 BACKUP cannmnce B STORAGE. O6a paszaena npo 04HO U TO XXe — rae aexart
Konuu. Tenepb B NaHensix pasoM BUAHbI U HOYHbIE CHUMKW, U Narnka JaHHbIX, N KOP3WHbI  audion—
backup , audion-releases , audion-share , n cam cepBep: Gaiin N3 KOP3nHbI Ha CepBep U

obpaTHO NAET 6e3 nepekntoueHns pasgena. KHonku 3anmBkun B R2 BCTanu B Ty XKe NEHTY, CnpaBa.

TyHHenn >KUBYT Ha TOM K/IMEHTe, KOTOPbI Ha MaluuHe yXke ecTb. Ha MawwnHax ctout Red Shield
VPN, a oH paboTaeT Ha AmneziaWG. [lpaiiBep B CUCTEME OAMH Ha BCEX, M 3aHABLUMIA NEPBbIM peLLaeT
3a OCTasbHbIX: Bepcns Amnezia ymeeT n 06¢dyckaumio, n obbluHbin WireGuard, 06bluHas — TONbKO
06bIuHbIN. OTCloga U Habatoganock, UTo VPN He coeanHANCs, NoKa HaLLW TYHHEM CTOS/IM Ha
KJlaCCMYECKOM KneHTe. Tenepb TYHHENb CTaBUTCSA Ha TOM, UTO y>Ke YCTaHOBJ/IEHO: HE MOTOMY, UTO OH
Nydle, a ytobbl He oTHMpaTh y Yenoseka ero VPN. CBOW KJIMEHT NporpaMma He CTaBUT U Uy>KOW He

Tporaer.

Mporpamma nepecrana nokasbiBaTb He6bIMLbI. COCTOSIHNE TYHHENA CNpaLInBaNoOCh y | Wg.exe |, a
TyHHenu ctoaT Ha AmneziaWG — 1 06blYHOMY KAMEHTY OHUM He OTBeYaroT BoBCe: | wg show
interfaces BO3Bpallan nNycrtoty npu paboTatowem TyHHene. Tenepb ONpaLiMBatoTCa BCE KANEHTI,

Kakne Ha MallnHe eCTb, 1 OTBETbl CKJ1a4blBakOTCA.

Yac, Ha KoTopbIii BCE 6b110 MepTBO. Bo3pacT pykonoxatusa cumtanca yepes  Get-Date -UFormat
%S , @ OH OTAAET MeCTHOEe BPeMS NOJ BUAOM BCEMUPHOTO. Pa3HMLa pOBHO Ha YaCOBOW MOAC: CBeXee

PYKOMO>XaTune NnokKasbliBaaoOCb LWLECTUYACOBbLIM, U >XNBOW TYHHENb BbIr1a4en MépTBbIM.

Appeca Ha3biBaeT TOT, KTO ux pa3aaér. OKkHO Masiuka NoKa3biBaao 3aHATbIe agpeca 1 npeanarano
cBOBOAHbIW, cuMTas Ux No CBOUM dparinaM — Mo Lensm 1 No KoHPuram pagom. Beixoamna Bblgymka: B
CMcKe 3HAYNNNCh afpeca, KOTOPbIX Ha cepBepe HeT BOBCE, @ CBOHOAHbIM Ha3blBaNCA JaBHO 3aHATbIN.
Tenepb OKHO cripaliMBaeT TOUKy cbopa, a MacTep BbIMUCKM NMpa — POyTep; MoaAYaT — Tak Y FOBOPUM,

BMECTO TOro Ytobbl NoACTaBUTL Aoraaky. None BBoAa agpeca yopaHO: ero Ha3HayaeT TOT, KTO pa3AaérT.

CBOW KOH(MUr ULLLeTCA paHblue BbiNMcaHHbIX. CLueHapuii, He Hanas csoero, bpan caMblii CBEXUI U3
BbIMMCaHHbIX MAaCcTEPOM — Yel Bbl OH HM Bbin. Tak Ha ZOMALLHIOK MaLUVHY nonan KoHGUr pabouen: ¢
eé K/IF0YOM U e€ aZipecoM, KOTOPbIN poyTep 3TOMY KAtoUy He paspeluaeT. [akeTsl oTbpacbiBaanch

MOJ14a, Ha Nobom KJINEeHTE, N BbITNAA4E/I0 3TO KaK «MoAHAN N TULLNHAa».

Manka gaHHbIX 30BETCA Mo MawmnHe. Audion Backup Laptop , |Audion Backup Work | — nms
BMAHO CHapy>XWu, N cnosi  Machines\<uma> BHyTpwu 6osblue HeT: nanka caMa cebe npodunab. Mpodunb
NPEXHMX CXeM NOAHMMAETCA B KOPeHb NPW NEPBOM e OTKPbITUW. [1py nepBOM 3amnycke nanky
yKa3blBaeT YeNoBeK — B HeW KJIouUn, agpeca 1 Napoib poyTepa, U CaanTbCA B HEE Mo gorajke

nporpamma He 6yzeT, faxke KorAa narnka psizoM ofHa.



Knonka MOAHATb BCEM[A . KaveHT 3aBoAMT Cy>KOy € pyYHbIM 3anyckoM, 1 A8 MaLlWHbI, KOTOpas
XOANUT MO YY>KMM CETSAM, 3TO BEPHO: BKIKOUMA KOMMbIOTEP Ha paboTe — TyHHeb He MeluaeT
TamowHeMy VPN, noka cam He NoHazo6uTca. Ho eCcTb MallvHbl, O KOTOPbIX PYKOW HE JOTAHYTbCA:
mMawmnHa HOME nepe3arpy3uiach, 1 CBS3U C HEN HET A0 caeayrowero npuesga. [ns Hux BTopoe
AencTBME NogbEMA NepeBOAUT Cy>KOy Ha aBTo3anyck. ObbiuHOe  MOAHATb BO3BpAaLLAET PyUHON —

PEXNM NepeKNOYaETCA TEM Xe Ha>kaTuewm, 6e3 cHATUSA TYHHENA.

Masuok 6epér nma y mawumHbl, a agpec y cepBepa. B napametpax crosano nmsa | laptop | v agpec
10.13.0.2 , a BTOPOW MalLMHe Noaaranock BNmMcaTb CBOE pykamu. [1po 310 3abbiBaiv: MaLLVHbI
BbIMUCbIBANNCh NOA OAHVUM VMEHEM 1 OTOUpanu Apyr y Apyra agpec, a nocae nepenmMeHoBaHmsa Ha
cepBepe ocTaBasiCs NP NOA NPeXHUM. Tenepb UM 6epPETCA Yy MaLlUMHbI, @ CBOW NUP Y3HAETCS NO
K/IIOYY N COXPAHSAET NpeXXHee MecTo — KJH0Y NepexXnBaeT U nepeycTtaHOBKY CUCTEMBbI, U

nepemMmeHoOBaHME.

CHATMe nupa y6bupaeTt ero weankom. V13 koHdura cepeepa Bblpesanacb 0AHa CTPOKa C K/H0YOM, a
[Peer] , uma n | AllowedIPs ocTaBanucb nexatb. [up 6e3 kntoua He paboTtaeT, HO agpec AepXKUT —
N cnesyrolas yctaHoBKa bpana agpec Aanblie. 3a napy «MoCTaBUA — CHAN» Masyok ye3xan ¢ | .2 Ha

.5, aHa cepBepe KOnMnancb Orpbi3kn, KOTOPbIX HET B pa60Ta+0|_u,eM TYHHENE.

KnueHT 6epéTtca cBoen paspagHocTn. Red Shield knagét pagom c6opkun nog amd64 n arm64, n
3anycK Yy>Kor — He Tuxas owmbka: Windows nokasbiBaeT MoAanbHOe OKHO «HecooTBeTCcTBME TUNA
KOMMbOTEPa», KOTOPOE He MoMMaTb HW | try , H1 | catch . A cocTosiHWMe onpalimMBaeTcs No TanMepy,

TaK YTO OKHO BCNblBasio CHOBa M CHOBa NMoBEPX pa6OTbI.

MHBeHTapb NMoKa3biBaeT MaTpuLy. KTto KyZa Xo4AnT — Ta6nv1u,e|?1: KJKO4YUX Mo CTpOKaM, MallnHbl No
CTOJ'I6LI,aM, B KJIETKE MNAKOC, TOYKa Ui BOMNPOC, eCqii MallHa HE OTBETWU/IA. CTpO‘-IKaMVI yepes 3andaTyro

6b110 BUAHO, KTO FA4e MPONMCaH, HO He BUAHO AbIp.

KHonku poyTepa cnpalwumvBatoT, € KaKUM roBoputb. Poytep 6yaeT He oamH: poyTtep BASE ectb,
HOME nossutca, WORK 3aBegértca nosxe. B cnncke nokasbiBaroTca TONbKO Te, Y KOro BAUCaH ajpec,

— MOKa poyTep O4MH, BOMPOCa HET.

CTaBUT K/IMEHT To/IbKO KHormnka WIREGUARD , u oHa cnepBa cMOTpuUT. CLueHapui Masuka, He Hanas
WireGuard, TaHyn ero yepes winget cam — v NocTtaBuA Ha MalUUHY, rae AaBHO ctosan AmneziaWG u
rfe ObbIUHbIV KIMEHT He HYXeH HU A Yero. Tenepb KHOMKa roBOPUT, KaKOW KAWEHT eCTb 1 MoYemMy

BTOPOro He HY>XHO, a CTaBUT, TONbKO €CNN HET HN O4HOTO.

Bpannepbl yexanau B Runs . KOpeHb nporpamMmmbl OUYNCTUACA: TaM OCTaNNCb AOKYMEHTbI, NMankun v

Start.exe .



Pap HacTpoiikm pa3sioXkeH no wupuHe. WATU | cnesa, WHCTPYMEHTH  nocepeaviHe,  3AOAHUA
cnpaBa — OAHOW CTPOKOW. [IByMsA MOAOCaMU PAJ, UNTANCA XYXKE: BEPXHASA XKafacb K 1EBOMY Kpato,
HUXKHAS KOMOM K MpaBoMYy, a cepeanHa nyctosana. ['pynna | MAPK onyctesna paHblle — eé KHOMKU

yeXaan B pasgen KAtouen — u y6paHa BMecCTe C l-Ie[Z)TOI‘/J'I, KOTOpad Ux pasaenana.

Moanucn kHonok 6o/blie He BbIrNAAAT 06pe3aHHbIMU. MHOroToune Ha KoHue — | TEPMUHAD... ,
AQPECA... , KOHOUI... — 03Hayano «OTKPOET OKHO BblbOpa», a UNTaNOCh KakK TEKCT, KOTOPOMY He

XBaTWNO MecTa. YUTo KHOMKa CMAPOCUT, CKa3aHO B NOACKa3Ke: TaM A4J14 3TOro eCTb CTPOKa LLeJIMKOM.

Moanucb TepMuHana nepeBoauTtca Leamkom. OHa cobupaeTcs B KOAE, Y Ha aHTIMIACKUIA YXOAUNO
TONbKO 3HaYeHMe Ha KOHLLe: Bbixoanna cMecb — | TEPMUHATT: own . Tenepb NnepeBOAUTCA BCA CTPOKA, U
npw CMeHe A3blka NOANNCh NepecoburpaeTca: 0bxos AepeBa CTaBU BMECTO HEEé UCXOAHOEe CNOBO U3

pa3MeTKu, Tepas BblIbpaHHYHO Nporpammy.

Pap, TyHHens Toxe B oaHy cTpoKy. | CETb cnesa,  UHCTPYMEHTbH nocepeauvHe, | 9TA MAWWHA  cnpasa.
NHCTpyMeHTbI CTOAAN BTOPbIM PYCOM WM YMTaANCh Kak OTAeNbHbIN pas. CepeanHa — NaHesb C
nepeHoOCoOM: NPW WKpUHe OkHa NpuMepHo oT 1400 Touek BCE CTOUT B CTPOKY, @ €C/IN Cy3UTb CUSIbHEE,

KHOMKW YXOAAT BHW3, @ HE CPe3atoTCs MO Kpato.

A3biK OKHa 6epéTca U3 HaCTpoeK € camoro Hauana. B koze cTosno XEcTkoe | en , 1 Npu Pycckom
OKHe MepeMeHHas fA3blka Tak ¥ OCTaBasacb aHMMCKON: pa3MeTKy BO3BpaLLan 06xos AepeBa, a BCE,
YTO COBMpPAETCs KOLOM — MOAMMUCK U CTPOKM XXYpHaia, — LU0 Yepes3 CI0Bapb W BbIXOAWIO MO-

aHIANNCKN. Ha KHomke 3To Bbirnsaeno kak | TERMINAL: own |

CHATMe MasiuKa He NPOCUT MpaB., Korga CHUMMaTb Heuero. Cnyx6bl yxxe HeT — ocTaéTcs ybpatb Nup
Ha Touke cbopa, a 310 pasroBop Mo ssh. MpaBa 34ecb He NPOCTO NMLLHWE: MOBbILEHHbIV NPOLIECC A0

cepBepa He AOLLEN, XOTA 13 0bbIYHOTO OKHa KoY pa60TaeT.

Orkas ssh Ha3biBaeT npnumnHy. CkasaHHOe B NOTOK OWNHOK BbIBpackiBasoCh, U OCTaBaNOCh
«npoBepb kntoy SECOND VPS» — ragai, npasa v Ha aine, Y4y>kol 1 KoY, MOAYUT N cepBep.
Tenepb NpuymHa neyartaerca ciosamu:  connect to host ... port 22: Connection timed out

— BUAHO, YTO A€e/10 B CETU, a HE B KJIKOYe.

®oH ¢annosBbix NaHenen nocserien — 26 33 38 BMeCTO NOYUTU YEPHOro. PaMku, neHTa, 610k

TepMUHaa 1 nogBas OCTaanCb NMNPeEXHNMN.

KHonka | DNS : KTO pa3peluaeT MMeHa U KOMY UX A0BepUTb. TaK BbIrAANT 06pbIB, KOTOPOro HeT:
aApeca NVHryTCA, MapLUPYT Ha MeCTe, a HU OAMH CalT He OTKpbiBaeTcs. Pasragka ob6bI4HO OfHa - Ha
aZiantepax NponuncaH JI0KaabHbIN pe3osBep, a TOT He paboTaeT: | ControlD , | YogaDNS , | AdGuard ,

dnscrypt cTaBAT cebA Ha 127.0.0.1 1 pa3peLluatoT MMeHa camu, WWMPPOBAHHBIM KaHaNOM.



KHonka cnepBa nokasbiBaeT: Kakue agpeca CToAT Ha ajantepax, Yto npegnaraet poytep no DHCP (sto
NeXUT B peecTpe psAAOM C 3ajlaHHbIM BPYUYHYHO M HUKYZAa He AeBaeTcs), KTO Aep>XXUT 53-11 nopT v KTo B
nTOre CnpallmMBaeT Hapy>XXy - MOCAeAHee 3BEHO HaxoanTca vepes cyxebHoe nmsa Google, a obpartHas

3aMnCb Ha3bIBaET XO3sKHa:  dns .google , | one.one.one.one , y3en nposaﬁp,epa.

MNMoToM faét BbibpaTh: OCTaBUTb KaK €CTb, BEPHYTbCA K pOoyTepy MAn Ha3BaTb nssectHoro - Cloudflare,
Google, Quad9, AHaekc, AdGuard. BeibpaHHOro cnepsa crnpaluvBatoT UMEHEM U NMPOMUCHIBAKOT, TOIbKO
€C/NN OH OTBETWA: MOJTHALLMIA pe30aBep OCTaBWA Obl MaNHY 6€3 MMEH, N YUNHUTb NPULLAOCH Obl
BCienyto. Jlexkauyto cnyx6y nokasbHOro pesosiBepa KHoMKa nogHUMaeT caMma. Agantepbl TYHHeNen He

Tporaer.

Ta e KHomnka cMoTpuT cay>kby NlaSvc - Ty, UTO peLlaeT, ecTb 1N BbIXOZ HapPY>XXy, U pUCYEeT 3HAUOK B
Tpee. Koraa oHa neXuT, BbIXOAUT «MHTEPHET Kak bbl eCTb, HO»: canTbl OTKpbIBatoTcs, a Windows
nokasbiBaeT rnobyc, npoduib cetn BUCUT Ha | LocalNetwork , n 6paHamayap 6epét npodunb Hayraa,.

KHonka Bo3Bpalyaet cnyxkbe aBTo3anyck - wratHoe ans Windows 3HaueHwue - 1 NogHUMAaET eé.

MpuBaTHBLIN KAKOY 3aKpbIT Be3ge, rae IeXXUT. 3alnianca Tonbko Gann | . key |, a TOT Xe KoY
CTOWUT CTPOKOW | PrivateKey BHyTpu .conf - 1 KOHOUIM NMCannUCb C NpaBaMu, yHac1eL0BaHHbIMU
oT MecTta. Ha | E:\TOOLS 3710 «lMonb3oBatenun» ¢ uteHnem u «fpoLuesline NpoBepKy» C MU3MEHEHNEM:
coceA Mo cMCTemMe MOT MPOYUTaTh KAKOY U MOAMEHUTb KOHOUT, a MogMeHa BCTynuaa 6bl B cuay npu

cnefyroweM nogbemMe TYHHe .

Tenepb NpaBa CTaBUT ofHa nNpoueaypa - Engine\Secrets.psl . OHa 3akpbiBaeT Gpain nam katanor
B0 TPéx cybbekToB (BRagenel, afMVHUCTPATOPbI, CUCTEMA) U MPOBepAeT pe3y/bTaT: Cka3aHHOe
«3aLLMLLLEHO» JOMKHO OblTb MPOBEPEHHbIM. YCTaHOBLLMK Masyka 3aKpblBaeT CK1aj, KIOYen LIeSIMKOM
npw KaXXAoMm 3arnycke - npaBa NpuesxaroT OT MecTa, U Noc/ie nepeessa nanku AaHHbIX CKAaj,
OTKpbIBaeTCsA 3aHOBO. MacTep TyHHens A0 poyTepa M BbiNMCKa NuUpa 3akpblBatoT CBOU KOHOUI cpasy

rnocjse 3anuncu.

Knrou | —AtBoot nepe)xuBaeT nogbEM npaB. B NoBbILLEHHbIV NpOLECC NepesaBanncb UMS, agpec u
CHATME, HO He aBTO3amnyckK: 3amnyck U3 obbIYHON KOHcoAn ¢  —AtBoot npoxoawnn UAC 1 nonagan B
BETKY Py4HOrO CTapTa. YesloBeK NPOCKA «MOAHUMANCA NPU 3arpy3ke», a MallHa Nocae nepesarpysku

MOJ14ana.

OcmoTp nepecran agsuratb dainbl. Kntou | -Check obellaer «ToNbKO MOCMOTPETb», a Ha jene
co34aBan KaTaaoru 1 NepeHoCU CTapbiii KOHOUT B NanKy AaHHbIX, MOMYTHO NpaBsa emy npasa. Ecan
cnyxba xzgana darin no npexHemy nyTu, CleAyroLmii eé 3anyck MOr He COCToNTbCA. Tenepb nepeess u

CO34aHMe KaTanoroB - TOJIbKO KOrga Mbl npasda CTaBUM.



DNS «cam poyTtep» - KaXKAOMY agantepy CBOW. [1epBbli HAVAEHHbIW LWIHO3 Ha3Ha4aICA BCEM
agantepam pa3soMm. MNMpu ogHoBpeMeHHbIx Ethernet n Wi-Fi n3 pa3Hbix ceTen oavH noayyan Wwnto3
YY>KOro CErMeHTa, a C OTK/IFOYEHMEM TOTO NOAKIOYUEHMSA OCTaBanca n 6e3 nMméH. Tenepb agpec
6epétca no nHTepdency, Kaxabli LWAO3 NPOBEPAETCA OTAENbHO, U aganTep 6e3 CBOero LWo3a He

TporaeTcd BoBCe.

MpoBepka KOAMPOBOK He CMOTPUT B | ._runtime . Tam pacnakoBaHHble MHCTPYMEHTbI, paboune

Konuu n matepuanbl pazbopos - TpeboBaTb OT HUX BOM n CRLF Heuero.

Masuok 6e3 TyHHens: o6paTHbIi NPo6poc Ha 3apyb6erXkHbI cepBep. [TpexXHNN MasvoK NogHMManN
B cucteme agantep u cayxo6y WireGuard - 3abupan mapupytsl, ctaBua csort DNS, cnopwun ¢
kynaeHHbIM VPN 3a o6wmii gpaviBep v nagan npu 3arpyske, noka ceTb He rotoBa. HoBbI He aenaet
HWYEro 13 3TOro: MallMHa cama Aep>XMUT OAHO UCXOAALLEE COeANHEHME U MPOCUT CEPBEP OTKPbITb Y
cebs nopr Ha localhost. Kto Bowén Ha cepBep - Yepe3 3TOT NOPT NonagaeTt Ha MalvHy. Hu aganTtepa,

HW MapLUpyTOB, HW ApariBepa.

3T0 BTOpas foOpora PSAOM C NPeXHeK, a He BMecTo Heé: oba Masfuka CTaBATCA M CHUMAKOTCS Mo
otaenbHocTu. WireGuard faét MalmnHy Leankom - 1rbon nopt, Gansbl, paboumnii cton; npobpoc faét
ABajLaTb BTOPOM MOPT M BCE, UTO yMeeT vepe3 Hero ssh. 3ato npobpoc - 31o TCP, n OH NpoxoauT n3-

nog uy>xoro VPN n mobunbHoro oneparopa, rae UDP He Bo3Bpalyaetcs BoBce.

Mneun nepebupatoTcs camu: cnepBa NPSMON agpec cepBepa, Npy 06pbIBE - TOT Xe CcepBep NOBepx
cloudflared. Beibop He cnpalwimnBaeTcs, MOTOMY UTO CETb MOJ HOraMW MEHSAETCA: TO, YTO He NMPOLLO
MWHYTY Ha3aZ, MOXeT oKa3aTbCA eANHCTBEHHbIM paboTarownm. | —Check ' mMokasbiBaeT MOPAAOK Naey u
Kakoe Aep>XXWUT KaHas cenyac, a ep>kaTenb nuweT xypHan B Logs\ssh—-beacon-<mawnHa>.log - oH

XUWBET B 3aja4e, 6e3 OKHa, N paHblle BCE CKazaHHOE YXOAMI0 B MyCTOTY.

Kntou masuka oTAesnbHbIA OT MalWMHHOIO, Ha CepBepe NPOnucaH C orpaHMYyeHreM  restrict, port-
forwarding,command="/bin/false" - o60on04Ky nm He nonyunTsb. MNpaBka authorized_keys waér

C konuen danna 1 CBEePKON YnCNa CTPOK: TaM XMBYT U KIOUM BlajenbLa.

Jopora MAGYOK B okHe. YeTBEpTas KHOMKa nytu, mexay CF (v SECOND VPS . OHa BefET Ha Ty Xe
MaLLUVHY, HO He 3aBWUCUT OT TOrO, AOCTAHET N A0 HE€ KTO-TO CHaPY>XWN: KaHan Aep>XUT oHa cama. [ns
MaLwmuHbl 3a Yy>kum NAT 370 eAMHCTBEHHas Aopora BOobLLe, MO3TOMYy aBTOMAT CTaBUT eé nepes

TOoukon cbopa.

CepBep nepecran aep>kaTb NOpPT 3a MEPTBOM ceccueid. sshd 3ameuaeTt 0b6pbIB He cpasy, U
NPOBPOLLEHHbIN MOPT OCTAETCA 3aHATbIM - HOBOE COeAMHEHME nosyyaeT  remote port forwarding

failed , Mas4oK He NOAHMMAETCS. BblneueHo ¢ AByX KOHLIOB: Ha CepBEpPe BK/IOYUEHbI



ClientAliveInterval 30 u ClientAliveCountMax 3 , a gep>kaTenb, yBUAEB 3aHATbIN NOPT, XAET

MUWHYTY BMECTO TOTO, UTO6bI 40NOUTBCA.

Masuok 60/ibLIe HEe YHOCUT C cepBepa YyXkoi nup. biok cHocuaca npu coBnageHun atoboro m3
TPEX NPU3HaKOB - KN4, UMEHM UK agpeca. Knrou - 3To IMYHOCTb NUpa, @ UMA U agpec MoryT
npuvHagaexaTb APYron MalivHe: ABHbIN —Address , COBNaBLUMI C YyXXMM MUPOM, MOYa YAaNAN ero C
cepBepa. Tenepb CBOW 60K MLLETCSA MO KAOUY, @ COBMNAaAEHNE UMEHN AN aZpeca MPU Yy>KOM Kroye -
KOHQAWNKT: yCTaHOBKa OCTaHaB/IMBAETCS U FOBOPUT, Ub€ MECTO 3aHATO. HacTOATb MOXHO KAHOUYOM | —

Force | - Torga nepebusarowmin 610K yXO0ANT OCO3HAHHO, a He YKPaAKOMW.

Apapec n 3anuch Nupa - oAHa TPaH3aKLMA Noj 3aMKoM cepBepa. [pexae 310 6bn ABa pasroBopa:
cnepBa «Kakown agpec CBO6OAEH», MOTOM «3anuLn MeHa». Mexay HUMK NoMeLLancs BTOPOn
YCTaHOBLUUK - 06a NoayYanu OAuH 1 TOT Xe agpec, U BTOPOU 3aTupan nepeoro. Tenepb BbI6Op 1
3anuncb NAyT oAHOM KoMmaHaon nog flock , a BpemeHHble dpaninbl yHUKanbHbL: oblwme | /tmp/wg2. new

n /tmp/wg2.strip TOXE CTaNKMBaAUCb NPU OL4HOBPEMEHHON paboTe.

Otkas cepBepa nepecran BbirnaaeTb ycnexom. KomaHabl 3akaHumBanncb 6e3ycnoBHbIM | echo oK |,
obonouka He NpepbiBasachb Ha OLIMOKe, @ B CUHXPOHM3aALIMW UTOTOBbIV KOZ NnepesanucbiBancs
ycrewHon ybopkou 3a cobon. YcTaHOBKa Lina Aasblue 1 NoAHMMana cayxoy Ha nup, KOTOPOro Ha
cepsepe HeT. Tenepb Kax/bIn LWar Noj  set —e , OTBET NpOBepAeTCAa BMeCTe C KOZO0M BO3BpaTa, a npu

OTKa3e JiOKaJibHasd cny>|<6a HE TporaeTcda BOBCe.

MpoBepeHo cTeHAOM, a He obewaHnem. HacToslme KyckM KOMaHZA Bblpe3aHbl U3 CLLeHapus U1
NporHaHbl Ha NOACTAaBHOM KOHdUre C Tpems NMpamu: 4y>Kon aZpec 1 Uy>Koe UMs AatoT KOHOIMKT 1
HWKOTO He TporatoT; ¢ —Force nepebuBaroLnin 610K YXOANUT 1 Aybnel agpeca He OCTaéTCs; CBOM

KAHOY NepenncbiBaeT CBOM Xe H610K; HE3HAaKOMbIM KNOY He TPOraeT HUKOrO.

®aiinoBbIA KNMEHT NepecTtan BepuTb tobomy, kto otBeTun. WinSCP nonyuan | —hostkey=+* - TO
€CTb NPMHUManN kA4 NH060ro y3na. B uy>xon cetn ¢ Tem e YacTHbIM agpecom ( 192.168.1.x
BCTpeyYaeTca Be3ze) Ha 22-1 NOPT OTBEYAET COCeACKan MalnHa, U darnbl yexann 6bl K HEW; TYHHeNb A0
cepBepa TyT He CracaeT, OH MPOBEPSET CepBep, a He MaLUMHY Ha TOM KOHUe. Tenepb oTneyaTok
H6epéTca 13 CBOero crmcka Kato4en XoCcToB 1 NepeAaéTcs KIMEHTY; 3arnncu HeT - MOAK/IOYEHMEe He
OTKPbIBAEeTCS BOBCE, C MOACKA3KOW CHATb KNKOUM KHOMKOW. LLTaTHbIN | sftp TOXe noayumn ceou
CMMCOK BMeCTO OAHOPa30BOro daina: accept-new B MycTton $han - 3TO «BepPO NEPBOMY, KTO

OTBETUI».

Knroumn xoctoB o6HOBAsAIOTCA No y3ay. Pavin nepenncbiBancs LeNMKOM TeM, YTO YAaNoChb CHATb
cenvac: otBeTuna ogHa BASE - 3anmcy ocTtanbHbIX MalwWH ncyesanu. Tenepb HeAOCTyNHaA MallvHa
COXpaHseT NpexHue knouu, a B o6xoa gobasneHsl HOME n WORK, koTopbix Tam He 6b110 BOBCE, U

YUYUTbIBAETCA NOPT.



CmeHa k/iroua Xocta 6onblue He npoxoauT MoJsiva. Tak BbIrNa4AUT N NepeyCcTaHOBKa CUCTEMDbI, N
nogMeHa y3aa - pa3Huua TOJIbKO B TOM, 3Ha€ET N 06 3ToM yenoBek. KHomnka octaBasdeT NPeXXHKH
3anncb 1 TOBOPUT, Y KakKMUX MalUUH KJIKOY He TOT, MPUHATb HOBbIN MOXXHO TEM >XX€ HaXaTMeM C 3a>KaTbIM

Ctrl |

HeoaHo3HauHasa nanka gaHHbIX OCTaHaB/AUBaeT paboTty. Paaom fexat KOMMAeKTbl BCEX MaLUWH, U
npw OTCYTCTBUW yKa3aTens bpanacb nepsas no andaBunTy - YCTAHOBLUMUK TYHHENs 6pan 13 Yy>xKoro
KOMMIEKTA K/AOUM U KOHOWIY, @ NPaBKM YXOAMUAN He Tyaa. Tenepb NOUCK NPeKpaLLaeTca ¢ BOMPOCOM,
a BbIbpaHHYy0 Nanky OKHO NepeAaéT CLeHapuaM KAOUYOM  —Root - 1 Yepe3 NoAbEM Mpas, U B 3ajavy

MaAuyKa.

Mpe>xHunii CHUMOK cepBepa YXOAMUT TOJIbKO Mocsie NpoBepku HoBoro. CoBnaBsLLas KOHTPObHasA
CyMMa roBOPWT, YTO CKayaHHble HaiTbl paBHbI MCXOAHbIM, - HO He YTO NcxoaHble roaatcs. Cepsep mMor
BbIrPY3uUTb 0OBpe3aHHbI apXx1MB BMECTe C ero NpaBWbHOW CYMMOW, @ MPeXHWI, pabounii, K aToMy
BpPeMeHM y>xke CTEpPT. Tenepb HOBbIN CHUMOK CriepBa OTKPbIBAOT M MEPEeUNCAAIOT - YMTasA, HUYEro He
pacnakoBbIBas, - 1 ML NOTOM YbupatoT cTapble. He OTKPbIACA - MPeXHUe OCTatTCA Ha MecTe, @ OKHO

roBopuT 06 3TOM.

Bbi6op npoekTa orpaHnumBaet u nepegavy. —ProjectName duabTpoBan CNUCOK Ha 3KpaHe, a
rclone sync MoJiydan nanky Lejnkom: Mpn HECKOJIbKUX MPOEKTaxX PAA0M Ye3dKaan U UYy>KNe apXunsbl.
Xy>e Toro, cBepka NoToM CpaBHMBasia NOAHbIV YAANEHHbIV KaTanor C BbI6paHHOW YacTbHO JI0KaIbHOTO
n obbABAANA OWNOKY - KOTAa NNLLIHEe yXe oTnpaBaeHo. Tenepb 1 NepeAaya, 1 CBepka Aep>katcs

oAHoW obnactu.

®dainoBbIi Bpannep poyTepa cHoBa pabotaer. OH 3Bas Lesb router , a B targets.json >wuByT
router-base , router—home un | router-work - BXxoA KOHYasCa «Lefb He onncaHa». ims
OCTaBNIEHO KaK MPUBbLIYHOE KOPOTKOE: OHO pa3BopaumBaetcsa B poyTep BASE, a cnncok gonyctmmeix

uenev NpuBeAEH K TOMY, UTO AENCTBUTENbHO eCTb.

Mpo6poc nopra: pabounii cton n Bc€ octanbHoe 6e3 TyHHena. Paisibl BO3UT OKHO, KOMaHZAbI
BbINOJ/IHAET TEPMUHAN, a pabouunii cton, Beb-mopaa poyTepa Uam cetTeBas nanka Tenepb NePeHoOCATCS
no y>xe nogHAToMy ssh. Aapec paspeLlaeTcs Ha TOM CTOPOHe, MO3TOMY Yepe3 OAHY MalUUHY BUAHO

BCE, UTO BUAWUT OHa - €€ camy, poyTep, NPUHTEP, COCEAHNIN KOMMbIOTEP.

B cucreme npn 3TOM HE MEHAETCA HUYEro: HW afanTepa, HXN MapLUpPyTOB, HXN CBOETO DNS, n Yy>KOMYy

VPN cnopuTb He ¢ YyeMm. 3aKpblan OKHO pabouero ctona - NpobpoC CHAT.

Moasuance cueHapwuii | Tunnel\RemoteDesktop\Open—Forward.psl , ueTbipe Bpannepa 1 rpynna
[OCTYN B paay TUNNEL :| PABOYWA CTON , BEB POYTEPA , MPOKCH . MocneaHuii oTKpbiBaeT

6pay3epy OMaLLHIO ceTb Lenkom Yyepe3 SOCKSS.



TyHHeJ'Ib OCTaétca HY>X€H POBHO N4 O4HOro cay4yas - Korga Ccetb Hy>XKHa BCA U Cpa3y, BKAKOYaa TO, Yero

3apaHee He Ha3Banu. [lns ogHOro nopta Npobpoc geluese.

TyHHenb He NOAHMMaETCA NOBEPX aApPecoB TOW ceTu, rae MawmnHa ctout. OH 3abupaet cebe BCE,
yto nepeuncneHo B ero | AllowedIPs ; ecnm Takow agpec y>ke NPpUHAANEXNT MECTHOW CeTH, OH ANA
MaLUMHbI NPOMNaAaeT - NakeTbl YXOAAT B TYHHE/b, @ He K coceay. Tak bbiBaeT B CeTw, rAe 3aHAT BeCb

192.168.0.0/16 : nytb A0 ceT BASE oTHAN 6bl y HEé agpeca pa3om.

Ho nepeceueHvie AnanasoHoB - elé He KOHPAWKT: OTHATb MOXHO TO/IbKO 3aHsAToe. Ecam B 6oabLion

CETU HY>Hble agpeca CBOH6OAHbI, TYHHeNb TaM paboTaer.

MNo3ToMy NpoBepKa NAET B ABa Llara: apudmMeTnka - nonajaert v afpec B MECTHYHO CETb, - U XKMBas
npoba, oTBeYaeT NN No HeMy KTO-HWUOYAb 3aeckb 1 cevac. KHomka nutaHna nepes nogbEMOM
Ha3bIBaeT TO/NbKO HACTOSALLME CTONKHOBEHUSA. [JoMa 3TO 3HAUMT «TYHHE/Nb He HYXEH, agpeca 1 Tak
PAZOM>», B UYy>KOI CETU - «<OH OTHMMET Y Heé 3Tu agpeca». MogHATb BOMPEKN MOXXHO HaxaTueM ¢

Ctrl . OnyckaHve He NpoBepAeTCA: CHUMaTb TyHHenb 6e3onacHo Bceraa.

Pa3bop ceTten BbiHeceH B | Engine\Routes.psl : OH uyMTaeT AllowedIPs w3 KOHOUra, 6epér xuBble

ajpeca MallnHbl C MaCkaMu 1 CHUTAET NnepeceyeHmne no MeHbLLEMY rlpeqwu(cy.

1.6.1 — 7 ceHTnbpa 2026

TyHHeNb HAXOANTCA U NOA, NMPEXXHUM UMeHeM. VIMs MeHanocb aBaxabl: | home |, base , Tenepb
router-base-wg . Mactep CHMMaeT NpexHNe Npu yCTaHOBKE, HO MOKa ero He 3anyckanu, cyxba
XXWMBET Noj cTapbiM 1 paboTaeT — a NporpaMMa Mckana ToNbkO HOBOE M NMoKa3blBasa «He 3aBeféH»

npv NOAHATOM TyHHeJIe: TOUKa cepasi, BbIKNHOUNTb HeueM. Tenepb cyxba nweTtcs no BceM TpéMm

MMEHaM, a MacCTep NoKa3blBaeT I'II'IaIJJKOI\/’I, noj KaknMm OHa Ha|7|p,eHa.

Otka3s B npaBax y3HaéTtca aenom, a He cnoBamu. Windows Ha NOMNbITKY OCTAaHOBUTb UY>KYHO Cyxby
otBeyaet Cannot open 'WireGuardTunnel$base' service on computer '.' — HU «MpaB», HY
«A0CTyna» B 3TON CTPOKE HET, M NPOBepKa MO CI0BaM MOJIYana: AManor C NpeANoXeHNEM BblAaTb
npaBo He MOSBASACA, OCTaBa/oCh CyXO€ «He BbILWIO». [TpM3HaK Tenepb Apyrow: cayxxba ecTb,

nepekatoyYeHne He NPOLLIO, TakMayTa He Hbl10 — 3HaUUT NpegaaraemM npasa.

1.6.0 — 7 ceHTA6pa 2026

TyHHenb BK/IlOUAETCA M BbIKJIlOUaeTcA KHONKoMn. Pagom ¢ | ROUTER-BASE WG v BEACON | ctouT

KHOMKa NnUTaHuA: | » nNogHATb, MW OonyCTUTb. MaCTep OCTa/iCca TeM, YeM Obln — CTaBUT TYHHENDb U



CHOCUT €ro HaCcoBCeM; KHOIMKa TOJIbKO NMOgHMUMAaET 1N OnyCKaeT CJ'Iy>K6y, KOH(I)VIF M KJIKOYM OCTakOTCA Ha

MecTe.

OTO HY>KHO MOTOMY, YTO NMOAHATbLIA TyHHeNb 3abupaeT cebe nepeuncaeHHble CeTU U MelLaeT 0bbIYHOM
ceteBoWn pabore: gpyromy VPN, pabouyen cetn, npuHTepam. BeikatouaTb ero npuxoamnTca 4acTo, a
paHblUe AN 3TOro Hago 6b110 OTKpbIBaTh NpuaoxeHne WireGuard nav nestb B ceTeBble HaCTPONKM

Windows.

Y106bI NepekntoyeHme 66110 MTHOBEHHBIM, @ He Yepe3 3anpocC NpaB Ha KaXoe HaxaTue, yCTaHOBKa
TYHHeNs cpa3sy BblAAET 3TON YUYETHOM 3annUCK NpaBO MyckaTb M OCTaHAB/AMBATb MMEHHO 3Ty CYXKOYy — U
HWYero 6osbLIe: HN YCTaHOBKW, HW YAaNeHWs, HU CMeHbl HacTpoek. Ha TyHHensx, 3aBeEHHbIX paHblLue,

npaBo BbIJAETCA MO NEPBOMY OTKa3y, C COracusa 1 OAWNH pas.

1.5.1 — 7 ceHTabpa 2026

Yka3zaHHasa Machines He nopoykaaert Machines\Machines . B Bbibope nanku nerko 3antu Ha war
rny6>ke: OKHO MokasbiBaeT AepeBo, M | Machines BbIrNAANUT He xyxe poauTens. [yTb Torga
CK/M1aZblBaNCa ABaxAbl, U NporpamMmma o6 3ToM Mosyana. Tenepb Ntobas 13 3TMx NanoK NPUBOANUTCA K
nanke gaHHbix — cama  Machines , npoduib BHYTPY HEE M YXKe CNOXMBLUASACA ABOWHAA BJAOXEHHOCTb;

B XXYpHa/e CcKa3aHo, YTO yKa3aHo W1 YTO B3ATO.

1.5.0 — 7 ceHTA6pa 2026

Mporpamma 60osbLue He XpaHUT cBoero. Y Heé ocTanca ognH ¢ainn — | config\profile.json ¢
ABYMs CTPOKaMW: rAe nanka AaHHbIX U Kak 30BETCA Npoduib 3TON MallnHbl. Bcé octanbHoe — agpeca,
KJIFOUM KOP3WHBI, OTMeYaTKy XOCTOB, Mapo/b POyTePa, HACTPOMKMN OKHa — XMBET B | Audion
Backup\Machines\<Wmsa> . [fporpamMmy MOXHO CHecTW, NepecobpaTb 1 pacrnakoBaTb 3aHOBO: OHa

npouYnTaeT ykasaTesb U HANAET CBOE.

Mpodgunb Ha3biBaeT yenosek. KHorka | IAHHBIE ' cnpawivBaeT nanky, cnefjom — npopuib: CrMCKOM
TOro, UTO yXe IeXUT B Machines , NJrOC noJie A8 HOBOrO MMeHW. VIMA He BbIBOAUTCA U3 UMEHN
KOMMbloTepa: Ha paboTe ero He nepegenathb, a Nanky AaHHbIX HOCAT MeXAy MallMHaMy —

«yrafilaHHoe» ums 3aBeno bbl Tam NyCcToM NPOPUIL BMECTO MPUHECEHHOTO.

Appeca BnucbiBaloTcA ogHoM Tabauueir. PaHblue MacTep crnipalivBan OAHY MalUMHY 3a HaxkaTue u
3aKpbIBaCs; NPO TO, YTO KHOMKY HaZlo HaXkaTb eLé YeTblipe pasa, He roBopuaock Hurae. OTcroga u
BbIXOAMW0: aZpec NOSBUACS Y OAHOW MaLUMHbI, TPAHCMOPT COBpancs ¢ BOCEMbHO HE3aMONHEHHbIMU
MeTKaMM, @ OKHO OTUMTanochb 06 ycnexe. Tenepb BCe MalUVHbI Cpa3y: aApec, y4éTHas 3anucb, MOpT, U

PAAOM CKa3aHO, YTO MOJIYNT N NMOYEMY 3TO HE oLwinbka 3anucu.



)XypHan okHa noxxutca ¢panom —  logs\gui-FrTTMMAA. log , cTpoka cO BpemeHeM. PaHbLue B
darin nonaganv TONbKO NaseHuns, 1 pa3bupatb Uy>Kyto MalMHY ObIIO HeYeM: NaHesIb MOKa3blBaeT BCE,

a npucnartb OTTyAa He4yero.

Kapkac agpecoB npue3sxaer co cbopkoii. | targets.json — He TOJbKO AaHHbIE, B HEM 3aBe/EHbI
CamMW MalLUVHbI; 3aNncb agpeca NpaBuT TEKCT rOTOBOro daiina 1 Ha OTCYTCTBYHOLLIEM MOJlYa OTBeYana
«He yAanocb». Tenepb psagoMm eseT targets.sample.json , n nporpamMmma pasBopayunBaeT ero npu

nepBOM 3anycke.

1.4.0 — 7 ceHTabpa 2026

Pa3nnuma mawuHbl XKUBYT B AaHHbIX. PAgom ¢ nporpammon, B Audion Backup\Machine , nexwut
€€ C/I0N: HaCTPOWMKM OKHa, TPaHCMOPT rclone, KNtOUM KOP3KMHbI, OTNEeYaTKM XOCTOB, aZpeca MaLuuH U
naponb poytepa. [pu 3anycke nporpaMmma 6epeTt oTTyAa TO, Yero y Heé HeT; NP KaXaomn 3anucu
cknaaplBaeT TyAa cBexee. PacnakoBka HOBOW CHOPKM MOBEPX YAaNEHHOW CTapou 6osbLue HUYEero He

YHOCUT — paHbLLEe YHOCWUAA BCE NepeyncieHHoe, 1 BO3BpaLLaTh NPYXoauaoCh pykamu.

Bo3Bpat 6ep€T To/IbKO OTCYTCTBYHOLLEE: TO, C YEM YeNoBeK paboTaeT cenyac, BaxkHee COXPaHEHHOrO.
Bepcusa c6opkn, TeMbl 1 LWabAoH KOHOUra B CIOM HE NAYT — OHU Y BCEX OANHAKOBbIE Y MPUE3XKAtOT C

nporpammoin. KHonka ' CMUCOK  noka3biBaeT CIOW LEeIMKOM: UTO FAe IEXXUT U YEro rae Her.

Appeca TyHHens Habupatotca okowkamu. B mactepe  ROUTER-BASE WG | Ha KaxkAbl/i agpec cBos
CTPOKa: YeTbipe OKOLUKa MOJ, Yncaa C NepexoAomM Mo TOUKe U NOo TpeTben undpe, pasmep cetm —
KHoMKamwu cnosamu ( OOUH AOPEC , 254 AQPECA , 65 ThiCAY , 16 MJH ), EWE AQPEC pobaBnset
CTPOKY, KpecTuk ybupaert. Mitorosas 3anncb cobnpaeTcsa niallkon CBepxy No Mepe BBOAA, PAAOM

rnokasaHa CeTb CaMoli MallVHbl — BWUAHO, 3a€BAET JIN CMINCOK €é.

CnANT-TYHHE/IMHT HacTpanBaeTca TaM Xe. TyHHe b 1 paHblue BEN B ceba TONIbKO NepeuncieHHble
CeTW, HO CMMCOK OblN 3alINT B KOAE: Lienas NoACeTb Nepecekanacb C MECTHOM CETbHO 1 3abupana
npuHTepsbl. Tenepb cnucok nexut B | Audion Backup\Tunnel\WG\routes.txt wn npaBuTCA KHOMKOW;
y3Kue agpeca NULyTcA Kak 192.168.1.10/32 . [Tepes nogbEMOM CLEeHapU NpeaynpexaaeT, ecau

agpec CaMOW MalLLVHbI nonajaeT B 3aBOpayMBaeMyHto CETb.

TyHHe N cHMMaroTCA KHOMKOMW. Y MactepoB | ROUTER-BASE WG v | BEACON Ttpw senctsumsa:  MOAHATD ,
MPOBEPUTbL , CHATb . CocTosiHMe nokasaHo naawkamMu — cayxba, agpec B TyHHeNe, HalAeHHbIN

KOHUT.

McnpaBneHo. [Niawkn COCTOAHNSA POHAAN AWANOr: CBOS MePeMeHHas CoBMnaia C UMEHEM napameTpa,
06BABNIEHHOTO C MPOBEPKON 3HaueHUn. ObpaboTumKkn, co3gaHHble yepe3 GetNewClosure , He 3HaAU

bYHKLUMM OKHa 1 Naganu npu HaxaTtnn. KHonka OTMEHA ocTaBasacb pycCKOW NPV aHFNACKOM A3bIKe.



Ob6e owmnbkn Tenepb noBuT | Test-Handlers no gepesy pa3bopa, ciov npoBepseT  Test-Machine

Ha MecoyHuLe.

1.3.0 — 6 ceHTAbpa 2026

LiBeta 6epytca us rembl Total Commander yenankom. LiBeta nMEH, NOpAAOK NpaBma N Macku TUMOB
yuTatotca n3  config\colors ; cBOero cnmcka paclmMpeHnin B nporpamme 6osbLue Het. TéMHas
cTopoHa 6epéT napHble 3HayeHns  ColorFilterNColorDark , cBetnas — ob6bluHble. Bo3pacTt

cuMTaeTca KaneHAapHbIMU cyTkamu, kak B TC.

ABe Tembl — TéMHas 1 CBeT/as, KHOMKA B Wwanke. Beibop 3anoMuHaeTcs; XypHan, CTpoka npobbl 1

naHenun nepekpaLlvBaroTCs BMeCTe C TEMOMA.

COpTVIpOBKa MO KOJIOHKaM — LLe/I4OK Mo 3aroJioBKy, HOBTOprII;lI nepesopayvymBaceT NopAaO0K. Mankn

CBepXy, Kypcop Aep>XNTCA 3a NMS.
KonoHka «M3meHEH» — eanHbIv BUA  AA.MM.rrrr Y4:Mm  Aansa BCcex CTPOK.

Menoum. /13 cnncka anckos ybpaH cayxebHbln  Temp: camoro PowerShell. LLlenyok no 6ykee gncka
B OPOXKE NyTW BEAET B KOPEHb, a He B Manky nporpammsl. Cnpaska rclone 6onblue He nonagaet B

XypHan.

JleHTa pa3genoB B ABa Apyca. HaBepxy Mo LeHTpy — caMun pasgebl No4 NoANUChIO | PERUMDI |, Huxe
oTaenbHbIM 6n10koM —  I0CTYN ¢ MawmnHamu cnesa n | MYTb | ¢ goporamu cnpasa. [pynnbl KHOMOK
noanuncaHbl B Kaxgom pasgene: | CETb , | 3TA MAWWHA | v | NUHCTPYMEHTDI | B TyHHene, | UCTOYHUK  1n
3ANNBKA B R2 B KOp3uHe, PACKNALOKA KMWOYEW v OTKPHITb MAMKY B katoyax, 3EPKANO CEPBEPA ,
MIAHWPOBLUMWK 1| OBbEKTbHl 3EPKANA | B 3epkane.

3apaHuve N1IaHUPOBLLMKA CHAMAaeTCcs KHONKOW. Psgom ¢ | PACMUCAHUE  BcTtana | OTMEHUTD :
eXeHeBHOE 3a/jaHue YXOAUT, 3epKaio OCTaéTca Ha mecTe. Ecim 3agaHmns He Bblo, OKHO Tak U

roBOPMUT.

OtmeTku B naHenw. KHonku | BCE 1 HU OOHOIO 6epyT CTPOKW akTUBHOWM NMaHeNN 1 NULLYT B XXypHan,

CKONbKO CTPOK OTMEYEHO N B Kakow naHenu.

®oHoB cTano aga. [og dannamu, XXypHaioM 1 TEPMUHANOM — OAMH TOH, Y CaMUX BJOKOB — OH >Ke,
a NoJAJioXKKa OKHa cBeT/iee: 6/10KM BUAHO Kak 6/10KM, @ He MO OAHMM OKaHToBKaM. | PEXUMbl ctanmu

TakvM e 610KOM BO BCHO WNpPUHY. CTPOKY 3arofoBka 3TO He 3aTPOHYO.

Kypcop TémHo-Mmopckon. CTpoka noj Kypcopom kpacuTca  #00U4360 , TekCT Ha Heln cBeT/bIn. V13

Tembl Total Commander uget kypcopa He 6epétca: Tam OH ronybou 1 Bo3BpaLLancs 6bl Mpu Kaxkaou



CMeHe TeMbl.

OTmeTKM AoxoaaT Ao 3kpaHa. CTPOKM NaHenn Npoxoauan Yepes COpTUPOBKY, a Sort—Object
3aBOpaumBaet kaxayto B | PSObject — WPF Tepan B HeM NCTOUYHWUK YBEAOMIEHWUIA, N ranouKa,
nocTaB/seHHasa npobenom nan kHonkow | BCE , nosBasiack TONAbKO Npu cieayroLiein nepecbopke
cnucka. Tenepb 06EPTKM pa3BopayMBatoTCa, U OTMeTKa BUAHa cpasy. Npoben, Kpome TOro, cTaBuT

raJlouky TON CTPOKe, UTO MOACBEYEHa, a He TOW, rAe Kypcop ocTaBuia kKaaBumaTtypa.

Touka AOCTYNHOCTU Y UCTOUHUKOB. Y KaXA0W KHOMKM UCTOYHMKA — 3e€Has Touka, eciv Tyaa
ceriyac MOXHO MOMNacTb: y MaLUMH 3TO NOCAEAHAN Npoba Uan XuBas 06xoAHas AOpPOra, y Nanok — ux
Ha/inuue, y KOP3MH — KJIKOUM 1 Jopora Hapyxy. HegocTmxkunmoe racHeT Ao Tpetu apkocTtu. MNoka
nNpobbl He BbI10, BCE NOKa3aHO XWUBbIM. YTO He Bi€3aeT Mo LWMPUHE, YXOAUT BTOPOWN CTPOKON — BOHOK

psg 6onblie He NPOKPYYMBAETCA.

ABa asbika. KHoMKa B warnke nepekstoyaeT pycckui U aHIIMNCKUIA; MO YMOAYAHWUIO aHTIMACKUIA.
MNepeBoaATCcA NOANWCY, NOACKA3KKM, COOBLLEHNS XypHana, ANanorn n cTpoka Npobbl — OKHO MpY 3TOM
He nepeco3gaétca. CnoBapb nexXuT Napamu B Engine\Lang.psdl : kntoum xawa PowerShell He
pa3anyatot pernctp, a «4OM» Ha KHOMKe N «40M» B CTPOKe NPObbl — pasHble C0Ba C Pa3HbIM
nepesogoM. CKpuMTbI ABW>KKa NepeBeAeHbl Ha aHTIMNCKUIA LieIMKOM, 6e3 nepekntoyeHuns: nx BbiBOJ U

TaK YNTaAKOT B XYpHane.

Macrepa Bmecto 6n10kHOTa. Pasgen SETUP Tenepb ymeeT 3aBOAWUTbL TO, UYTO paHbLUe NpaBuIu

pyKamu:

e | ADDRESSES... crpaluvBaeT ajpec, NopT 1 yYETHYHO 3arnncb 1 BNNCbIBaeT UX B | targets.json ,
COXpaHsAA MNOPAAOK KNHOUEN N MOACHEHWS; cpa3y Noc/e 3anucuy CTyumnTca B NopT. Haxkatne Ha

cepyro KHOMKY MalLUWHbl BEET TyAa XKe.

e | TRANSPORT cobupaeT rclone.conf u33arotoBku config\rclone.sample.conf :ajpeca,
YUYETHbIE 3aMnCK 1 KAKUM NOACTaBAAOTCA U3 targets.json v cknaga, cCnpalivBaeTcs TObKO
naeHtTnoukatop yuétHown 3anmcum Cloudflare. Yto He noacTaBuaoCh — OcCTaétcsa B daline MeTkowu

{{..}} , ¥ OKHO Ha3bIBaeT eé BC/yX.

e NEW KEY 3aBOAMT NepByto Napy KJKOUeK, eCin eé HeT: 3aKpbiTas MONOBMHA NOXUTCSA B MPOPUIb U1
B CK/1ag4, OTKpbITas NokasbiBaeTca n konupyetca B 6ydbep. Ecim napa yxe ectb, HOBas He fenaercs

— CTapas nepectana bbl NyckaTb Ha MaLUVHbI.

e DATA FOLDER BbiGMpaeT nanky AaHHbIX, CO34a€T B HEW CKeNeT 1 3aMoMUHaET NMyTb; kKAtoY | —Root

npw 3anycke No-npexHemMy CuibHee 3anOMHEHHOrO.

Eweé aBa Tecta. Tests\Test-Targets.psl C/eAuT, YTO NpaBKa ajpeca MeHAET OAHY LieNb N He

TporaeT coceaHne, nosicHeHns n BOM.  Tests\Test-Transport.psl cobupaeT TpaHCNOPT 13



3aroToBKM BO BPEMEHHYHO Narnky 1 npoBepAaeT noaCTaHOBKY, COCTaB CeKLl,I/Il‘/’I M TO, UTO He3alNnoJIHEHHbIE

MeTKN YeCTHO Ha3BaHbl.

Macrep o63aBegeHus — pasgen SETUP . Yetbipe cekumm ¢ pasgenmtenamu:  KIHOYNW , | MALKHbI |,
WHCTPYMEHTbI , [IAHHBIE . Y KaXkaoM KHOMKM TOUKa: 3e/€Has, Korga Aeno cAenaHo, cepas — Korga Ao
Hero eLé He gown. KHONKM 30BYT Y>Ke HannCaHHOE; CBOE B pa3jesie — TONbKO | AIPECA... |,

OTKpbIBaroLWas | targets. json .

Knroum k kop3uHe Beogatca nonamu. KHonka | KIMYKW R2..  cnpawwvBaet napy «MaeHTUduKaTop v
cekpeT» 1 KNajeT eé pannom  r2.credentials TyAa, rae eé uiwet rclone, nocne vero cpasy
CnpaLIMBaeT y KOP3MHbI CMUCOK B6akeToB. 3HaUeHMA B XXypHaa He nonagaroT. [Ananor Hayumnca

HECKOJIbKMM MOJIAM Cpasy.

Awnanorm >xmByT B Teme okHa. CBOA Konua naauTpbl B | Dialog.xaml OCTanacb 3aBOACKOW, a XXMBOeE
OKHO nepej Noka3oM KNagéT Tysa CBOW KUCTW; 3aroJI0BOK Auanora TEMHbIV POBHO TOrAa, Koraa

TEMHOE OKHO.

SERVER cpeayn MawmH. 3apybexHbiin cepep CToMT B pagy | IOCTVI 1 B NaHensax pasgenos
TUNNEL w R2 BACKUP : daninbl BO3ATCA MeXAy KOP3VMHOW 1 cepBepoM Hanpsamyto, 6e3 scp n be3
koHconn. [lopora — pogHoi sftp camoro rclone no kntouy | audion_vps_root_ed25519 ; 3anacHas,
nosepx cloudflared, octanack Ha BHelwHeMm ssh. Y Lenn nosBuaoch none sshHost :y cepBepa HeT

ZAOMaLLHero agpeca, 1 OKHO 30BET roToBbIN XOCT 13 | ~\.ssh\config .

CBoi1 cnucok karuen xocrtoB. config\rclone\known_hosts 3HaeT BASE, LAPTOP n SERVER; Bce
naHenn CBepArTCA C HUM, NyTen B Npoduab nonb3osaTtens 6onble HeT. KHonka | KNIYKM XOCTOB
CHMMaEeT KJIK0UM 3aHOBO: JOMAaLLHME MaLlNHbI OTBEYaloT Ha | ssh—Keyscan , y cepBepa OH MOAYNT —
TaMm OKHO CMpaLLMBaeT cam XOCT MO y>ke NOAHATOMY coeanHeHuto. Pann | ~\.ssh\known_hosts He

TporaeTcs: UM Noab3yroTcs | ssh | 1 Tabby.

MepBbin TecT.  Tests\Test-Window.psl npoBepseT OKHO, He 3anyckas ero: pa3bop pasmMeTku
MOAY/ifA, MONHOTY CNUCKa 3arpy3ku, pajbl U NepekaroyaTesiv pa3fenos, 3HaHe TeM O KucTax. HanvcaH

nocne Toro, kak pasgen SETUP He OTKPbIICA MU3-3a MMEHW, 3abbITOro B CMCKe 3arpysku.

Knroum R2 30ByTCA r2.credentials . Touka BMeCTO NOAYEPKMBaAHNSA — Tak 3TOT $alin Ha3bliBaeTCs
B camou akocucteme AWS, B ckage katouen n 'y nybamkatopa. Ctaporo MMeHn He OCTanoCb HU B

nporpamMme, HU B AlaHHbIX, HA Ha cepBepax.

MawwuHbl nepeexanu B neHty. KHonkn | BASE ,  LAPTOP , | HOME , WORK , ROUTER-BASE , | ROUTER-
HOME | 1 ROUTER-WORK ' CTOAT NOoCepeAnHe NIeHTbl Pa3aenoB U BUAHbI U3 1t0H60ro paszena: KOHCOb

Hy>xHa He Tonbko B TUNNEL. Pag kHonok pasgena pa3rpy3maca v pasoLwwénca no WmnpuHe okHa Tpems



rpynnamu. Tpu HOBble TOUKM 3aBeAeHbl 3apaHee C NyCTbIMU agpecaMu — KPY>XKOK CepbIi, HaxkaTne

rOBOPWT, YTO BMNMCaTb aApec HYy>KHO B | targets.json .

OpHa KHOMKa Ha TPy UHCTpyMmeHTa. OBHOBUTb BeaéT KAneHT TyHHend, rclone v MOPTaTUMBHBIN
TepMuHas; kHornka  MHCTPYMEHTDI | ybpaHa kak AnwHAs. Bepcun cnpaluvBaroTcs A0 3aKayku, Mo3TOMy
CBEXee He TAHEeTCA MOBTOPHO, a —Force nepekaynBaeT NPUHYAUTENbHO. Y 3aKauky BUAEH BeC,
CKOPOCTb M OCTaTOK; LWarv nNoAnucaHbl. HacToAwmMi BbiNyck TepMMHaNa NuWeTcs pagoMm B .version

B caMoM | wt.exe Microsoft octaBnsieT Homep 6a30BOM BETKM.

I1p06a NnokKa3biBaeT BpemMs. BmecTo ranouek — MUNNNCEKYHAbI Ka)KAOIZ A4OpPOrKn, a pAAOM 3a4ep>XKKa
CaMOro OokHa: BUA4HO, KTO TOPMO3UT, CETb LK NMpOorpamMma. 3a|v|ep BblHEeCeH N3 NOTOKa OKHa, MHa4ye

MepAanacb ovepeab agncnetTyepa n BCce 40POrn Bbixognam oAMHaKOBbIMWN.

Manenn. lobaBneHbl NCTOYHMKN  R2 MEDIA w R2 VAULT . LLlanka naHean HayMHaeTcs C KHOMOK
XOAa, NCTOYHWKM CefoM. VicnpaBaeHbl YeTbipe NageHns: CNMCoK U3 04HOro obbekTa, MycTas KOp3uHa,

CTOPOXX UCKIHOYUYEHWI N CTaTyC, KOTOPbIV HaBCEerAa OCTaBaCA «UYUTAtO...».

TyHHenn. Touka NokasbIBaeT XXMBOCTb KaHana, a He Tonbko cnyxkby Windows. Masuok nsntona

UMHWACA: B CKpUNTe ocTaBasca nopt 8444, Toraa kak cepsep caywaet 500.

CBOE MM#A Ha NaHeNu 3a4au — OKHO boJiblie He BbirnaamT kak PowerShell.
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CuHXxpoHu3auuA nanok. Mpaeee $pannoBbix onepaLmin TpPU KHOMKW:

e F11 OBHOBUTb » — A0AWTb B MPOTUBOMOOXHYO NaHeNb HejocCTarolee 1 06HOBUTb
ycTapeBLllee; HAYEro He yAanderT;

e | F12 3EPKAJIO > — npuBecT” NPUEMHMK K TOUHOMY BUAY UCTOYHWKA; JNLLIHEE yaanaeTcs,
NMO3TOMY CrnpallMBaeTCa NOATBEPXKAEHNE C HarnpaBJeHNEM W COCTaBOM, a NpesoxpaHuTeNb

OTMEHSET onepaunto, eCan Noa yaaneHve yxoamt 6onbe 200 dpannos;

e CUHXPO 2 — ABYCTOPOHHAA: N3MEHEHUNA NeTAT B 06e CTOPOHBbI.

HanpaBneHwne 3a1aéT akTMBHasA NaHeNb: UCTOYHWK — Ta, rae Kypcop. PaboTatoT 3T KHOMKM He ¢
MMeHaMM Nanok, a C TeM, YTO OTKPbITO: CPaBHMBAIOTCA ABa KaTanora U3 ZopoKeK MyTu, CO BCEM

BJIOXXEHHbIM Ha Nto6yHo rnybuHy.

O6nactb 3apalo0T raouku. Huyero He OTMeEUEHO — pPaBHAETCA OTKPbITasA nanka Leankom. OTMeyeHo
— TO/IbKO OTMEUYEHHbIe BETKMN: OHM yXoAAT B duabTpbl ——include , a rclone npumeHseT GUALTPLI U

K yAaNeHWN0, MO3TOMY COCefHMe Nankn NPUEMHMKa OCTatoTCs HETPOHYTbIMU. MNpoBepeHo Ha



necoYHuLe: 3epkano no AByM BeTKaM 13 YeTbIpEéX OOHOBUIO TO/IbKO VX, ABE APYrue He TPOHY/O.
MogacseTka CTPOKK, B OTMume OT F5, obnacTbio He cumTaeTca: 3epkano yaanseT, 1 BbiIbop AOMKeH ObiTb
HamepeHHbIM. | CUHXPO | oTMeTKM He MPUHUMAaET U TOBOPUT 06 3TOM — OH MOMHWUT COCTOAHME Napbl

nanok, u cMeHa obnactn notpeboBana 66l HOBOro pa3bopa ¢ Hys.

Knonka JOPOI'N v Bpannep check-routes.cmd . [fpoxoanT Bce veTbipe goporu Ao BASE
rOBOPWT, Kakume XMBYT: KTO OTBETWJ, 3@ CKOJIbKO 1 YTO CKa3asa Ta CTOPOHa, NJIK0C YATaeT KaTanor rno
Kaxxgou xuBou. C kntouom | —Speed | 3a04HO MepsieT ckopocTb. OTUET noxunTca B | Logs outes—
<paTta>.log : ero MOXHO MnokasaTtb Mo3>e, Korja CBA3b BEPHETCA. HN4ero He MeHAET — TOJIbKO

UYMTaET, N MOTOMY roAnTCA KakK NepBoOe, YTO 3anycCkKaellb B HE3HaKOMOW CeTw.

[opory mo>xHo Bbi6bpaTb pykamun. CnpaBa B JieHTe pa3jenos, 3a pasgenutenem: NYTb | — | ABTO ,
[10M , CEPBEP , CF , SECOND VPS . ABTO cnaywaet npoby, ocTanbHble gepxKaT BbibpaHHOe, Aaxe
ecnv npoba NPOTMB: YesoBeK 3HaeT NPo ceTb HoAblUe, YeM CTYK B NopT. [epekatoyeHne cpasy

nepeynTbliBaeT nNaHeAN MallnH.

Crpoka npo6bl roBOPUT C/IOBaMMU 1 Nepeexana B CEPEAMHY LIanku — OHa NPO BCHO MPOrpamMmy, a He
npo pa3szen. bbino «otBeyYatoT 3 13 6», ctano «gom X - cepsep v - cloudflare v - SECOND VPS V - nyTb:
CEPBEP (no npo6e)» — BUAHO, UTO MUMEHHO JOCTYMHO U KakoW JOPOron nonaért okHo. OroBopka:
rajoyka o3HaudaeT, YTo MOPT OTKPbIT, @ He UTo npoTtokon nponaét: SECOND VPS pByT y>xe nocne

YyCTaHOBNE€HUA COeANHEHUA, N npo6a Takoro He snaunT.

Aopora BugHa Ha KHonKe. [1oAnVCb NCTOYHMKA Ha3blBaeT U MaLUWHY, 1 MyTb K Hel: | BASE  —
HanpsMyr 13 joMa, BASE - CF — uepe3 3apybexHsbili cepep nosepx cloudflared, BASE
CEPBEP — TOT e cepBep No nmeHu, BASE - SECOND VPS — yepe3 Touky cbopa. NHaue

HEMOHATHO, NO4YeMY OAHO M TO >XEe MMA OTBEYUAET TO MTHOBEHHO, TO YEPE3 MUHYTY.

YeTbipe goporu K AOMalIHUM MawuHaM. MNaHenn nayT nepBoi AOCTYNHOW: AOMa HanpsMyto, 13
YY>KOW CETN — MPbIXKKOM Yepes 3apybexkHbl CEPBEP MO MMEHM, 3aTEM Yepe3 HEro >Ke NoBepx
cloudflared, n nocnegHeli octaérca SECOND VPS. CkopocTb nepesauv y fanbHUX JOPOT OfMHaKoBa
(3amep gan 1,65 Mub/c n Tam, 1 Tam), HO ceccus No NPSIMOMY MMEHM BCTaET BABOe bbicTpee — 1,7
cekyHAbl npoTuB 2,8. Pucka B 3TOM HeT: Npoba LynaeT cam agpec, U Koraa ero 3ab10KMpyroT, OKHO
ynaéT Ha cloudflared, rae 6aokmpoBaTh Heuero. Boibop genaet npoba: oHa LynaeT AoMallHWe ajapeca
N cepBep, a pe3yabTaT BUAEH B EHTE PeXMMOB — TaM e, r4e NepeksoyaroTca pasgensl. PaHblue

CTpOKa Npobbl CTOsNA B PAAY KHOMOK M Hae3xXana Ha KpauHue.

Knonkun POYTEP n KOH®WUI. PazroBop ¢ AoOMalHUM poyTepom no ero cobcreeHHomMy APl Tenepsb
€CTb 1 B OKHe:  POYTEP | NOKa3biBaeT MOJe/b, MPOLUMBKY 1 MUPOB C pyKOnoxXatnamu, | KOHOUT ...
BbINMCbIBAET 3TOM MawunHe koHdur WireGuard — cnpaluvBaeT MMs CBOMM OKHOM W CHadvana

MoKa3bIBaeT KOMaH/bl, KOTOPbIe YAYT B poyTep.



MycTble nanku Tenepb nepeHocatca. [11a | rclone | CywecTByrOT TOIbKO danbl: KaTanor 6e3
eAnHoro darina oH He CO34aéT B MPUEMHMKE N MOJIYa OCTaBAAET Kak €CTb — 3epKasio 3akaH4MBanoCh
3a cekyHay ¢ 0 B / © B, a B npuéMHMKe HeaoCTaBaso nanok. Bce nepesaun, Bkatovas ouepesb
F5/F6, nayt ¢ ——create-empty-src-dirs . [ycTble dalinbl, CKpbITblE M CUCTEMHbIE NEPEHOCUNCH U
paHbLLle — HO aTPUOYTbl «CKPbITHIN» U «CUCTEMHbIN» HE COXPaHAIOTCH, B MPUEMHMKe dalin CTaHOBUTCA

OBObIYHbIM.

BpemeHa daiinoB nepeHocatca. Ko Bcem nepesavam gobasneH —-metadata : Konvs NOMHWT, Koraa
davin co3gaH, U3MEHEH 1 Korga ero oTkpbiBaau. bes Hero coxpaHsaoChb TObKO BPEMS M3MEHEHUS, a
«CO3AaH» Yy KOMWM 3Ha4YMNOCh CErOAHAWHNM YmncaoM. OroBopka kacaetca MalinH no ssh: 63akeHs sftp y
rclone MeTajaHHbIX HE yMeeT BOBCE — Ty/a A0Ee3XaeT NMMLb Bpems n3MeHeHUs. MNMoNHOCTbIo

BPEMEHA COXPaHARTCA MeXAYy ANCKaMK, I'IOAK}'II-O‘-IéHHbIMI/I K 3TON MalluHe.

Bpems kaTtanoroB Ha MawwunHbl No ssh 6osblie He ctaBuTca.  rclone 06HOBASET BPEMS Nanku
nocne konnposaHusa, a OpenSSH noa Windows oTBeyaeTt Ha 3TO 0TKa30M — MOXOXe, NokKa B Nanky
ewé nuwytca dannbl. Ana | rclone 370 owmbka BBOAA-BbIBOAA, U JaNblle OH OTKa3bIBAETCA yAaNATh
NNLWIHee: 3epKano AOHOCUAO dalbl, HO OCTaBaNOCh HeAOAENAHHbBIM U 3aKaHYMBaAOCh KOAOM 1.
Tenepsb, Koraa oAHa 13 CTOPOH — MallmHa no ssh, gobaensercs | ——no-update-dir-modtime .
BpemMeHa palinoB nepeHOCATCA Kak NpexJae; BpeMs nanku Ha TOM CTOPOHEe BCE paBHO NMOCTaBUTb

He4yeM.

MoBTopbl € Nay3oi. rclone MNOBTOPAET HEYAAYHYHO OMNepaLMto TPMXAbI, HO BCE TPW MOMbITKK
yKnafblBaeT B O4HY CEKYHAY — a TUNUYHasa NpuYMHa OTkasa Kak pa3 BpeMeHHas:
CBeXeCcKonupoBaHHble dalibl eLweé 4epXXUT MHAEKCATOP AN aHTUBUPYC, Y TOIbKO YTO OMycTeBLUas
nanka He yganaetcs ¢ «permission denied». MexXgay nonbiTkamu Tenepb NATb CEKYHJ, a yAaNeHue Ha

MalluHe no ssh npo6yeT wectb pas3 — BMeCTe 3TO ,D,aéT narike noJIMUHYTbI, yTObBI OCBO6OAI/ITbCFI.

KoHdwur BbinucbiBaetca cam. PaHblie kaveHTta WireGuard 3aBoamau pykamu B Beb-uHTepdeice
poyTepa, a ero Gpann Hecan c cobon. Tenepb 3TO AgenaeT new-router-peer.cmd : KArOYeBas napa
POXAaeTCA Ha MallMHe (poyTep BUAUT TONbKO OTKPbLITYHO MOJOBUHY), B POyTEPE 3aBOAUTCA MNP CO
cBOHOAHbBIM aApPeCOM 13 ero noacety, 06paTHO 3abMpParoTCsa OTKPbLITLIV KNKOY cepBepa, NOPT U
JOMEHHOE MMs — U U3 BCEro 3TOro cobupaetcs rotoBbii | . conf . ToT Xe Bpannep ¢ —Remove

CHVMMaeT nupa, ¢ -WhatIf nokasbiBaeT KOMaHZAbl He OTMPaBAAS.

PasroBop c poytepom BegéT | RouterNdm.psml : NDMS 3z0poBaetcs oTkazom c realm u challenge,
napo/b Mo NPOBOAY He UAET — CBePAETCA OTneyaTokK. MNapoib MOXHO COXPaHUTb KNHOUOM | —
Remember : OH n0oXuUTCA 3awmdpoBaHHbIM cpeactBamu Windows, nog 3Ty YYETHYHO 3anucb U 3Ty

MallnHy, N Aasiblle He CrnpallnBaeTCA.



Knonka WIREGUARD. CraBuT Ha 3Ty mawmnHy cam WireGuard — nporpammy, 6e3 KoTopon He
NOAHATb HX NYTb AOMOW, HX Masyok. PaHbLue OH CTaBu/iCA NOBOYHO, BHYTPY NEPBOro 3amnycka nyTu
AOMOW; Tenepb 3TO OTAENbHOE AeNCTBME CO CBOMM BpannepoM  install-wireguard.cmd w cBoew
TOUKOMW: 3e/1€Hasn — Nporpamma Ha mecrte, KpacHas — HeT. MNopTtaTteHbIM WireGuard He 6biBaeT:
TYHHesb AepXuT cayxxba Windows, a ceTeBon agantep — ApanBep, NO3TOMY YCTaHOBLUMK U NpaBa

aAMVHMCTpaTopa.

Pap KHONMOK CTOMT Ha pa3jenuTtene naHesnen. PaHblue OH Aep>Kanca LeHTpa OKHa 1 CTpoka
COCTOAHWUA Hane3asia Ha KHOMKW: BO BpeMsa nepegaum nosepx F11 n F12 wan npoueHTbl 1 CKOpOCTb.
Tenepb cepeanHa paga coBnagaeT ¢ pasgenntenem GannoBbix NaHeNeN U NEPECUNTLIBAETCA, KOTAa
pa3zenvTesb TallaT MbILbLO, @ COCTOSIHME XMBET B CBOEM KOJIOHKE CrpaBa 1 Npu HeXBaTke MecTa

o6pe3aeTc;| MHOroTo4mem.

BupaHo, kakas naHesib akTUBHA. HanpaBieHue 3a4aéT Ta NaHenNb, r4e CTOUT Kypcop, a MOHATb 3TO
6b110 HeOTKyAa. Tenepb €€ pamka NojcBeYeHa MOPCKMM, M aKTUBHOW MaHeNb CTaHOBUTCS OT itoboro

KaCaHuA: Wenyka no Crnmcky, no KHOMKe MCToOYHUKa, no A0pPO>KKe Nyt Uan no nyctomMy MecTty.

Awnanorn crann ceoumun. CnuctemHsbli | MessageBox pucyet Windows, n TEMHbIM OH He ObiBaeT:
nocpeau TEMHOro OkHa BCMbixnBano benoe. [oaTBepPXKAEHWS N BBOJ UMEHWN TEMEPb UAYT B CBOEM
OKHe B LiBeTax Nporpammbl — 3a04HO ywén InputBox u3 VisualBasic, koTopbii Bbirasgen Bosce
YY>KMM. 3aroI0OBOK CaMOro OKHa TOXe MOTEMHEN: ero PUCYeT He NMPUIOXKEHME, @ CUCTEMA, U NPOCUT 06

3TOM atpubyT DWM.

MaHenb He HGPECOGMpaETCH 3pA. ABTOOOHOB/IEHME pa3 B AB€ CEKYHAbI 3aMEHANO CMNNCOK LENNKOM:
cnetanmn rajoyvkn, Kypcop 1 npokKpyTKa, a KonmnpoBaHue nocjie 3Toro >KajoBasoCb «HET obbekToB anAa
KOnnpoBaHUA». Tenepb NaHeNb CBEPAET COCTaB C MPEXHUM N HE TPOraeT CrnMcokK, Moka HNYero He

M3MEHNNOCb, KOrga UaMeHUNO0Cb — NEPEHOCUT OTMETKN NO NMEHAM.

lNMecouHble yacbl OCTaNINCb TOBKO Yy y,ﬂ,a}'léHHbIX NCTOYHMKOB. YUTEHME NOKaNbHOTrO KaTanora 3aHMMaeT
40N MUNNTNCEKYHADI, @ KYPCOP OXUNAAHUA MUTal MPU Ka>Ka0M ABTOOOHOBAEHUMU 1 Bbirnaaen Kak

TAxEnas pabora.
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OKHO cTano d)aﬁnOBblM MeHea>KepomMm. ,D,Be naHenn BMAHbI BCEraa, a 1eHTa PeXXrnMoB CBEPXY MEHAET
TOJIbKO TO, YTO B HUX OTKPbLITO U Kakom PAA KHOMOK MNMoKasaH. Tak kHomMka nepeCTaéT ObITb
3aKJIMHaHNeM: Ha>XXnMasa «pasio>KNTb KJIHO4YMN», BUAHO C/1€BaA 3TaJIOH, CrpaBa I'IpO(l)VIJ'Ib, a nocne

NPOroHa — 410 TaM U3MEHUNNOCb.



OAMH TPaAHCMOPT Ha BCE. JIoKanbHbIM ANCK, MalwKnHa no ssh 1 kop3nHa R2 untatotcs ogHum | rclone |,
MO3TOMY KOMMPOBaTb MOXHO MeXAY Nt06bIMU ABYMS CTOPOHaMK. 3aMep Ha >uBoM: 2 b Ha
cTaumoHap ywam 3a 11,6 ¢ (176 Mb/c), obpatHo 3a 10,1 ¢ (203 Mb/c) — okono aByx Tpeten oT SMB,
3aTO C JOKaYKOW, NMOBTOPOM NMpu 0bpbiBe 1 cBepkon. KonnpoBaHue MAET Yepes Ty MalUVHY, rae

OTKPbITO OKHO; OMa 3TO AOMaluHAs ceTb Yepes poytep, SECOND VPS He yuactByerT.

Ouepepb. F5 1 F6 knagyt oTMeueHHoe B ouepesb, a He 3anycKkaroT ornepauuto cpasy. [pruémHmk
3aMOMWHAaeTCa B MOMEHT J06aBAEHNA — MOXHO HabpaTb O6BbEKTbI B Pa3HbIX Nankax v pasHbix
MCTOYHMKAX, N BCE yeAeT B OAHO MeCTO. 3afaun UayT No OAHOW: NapasiesbHble nepejayun Nogennan

Obl KaHan u nepemMeLlann BbIBOA.

KnaBuwmn kak B ¢paiizioBoM MeHegdkepe: npoben oTMeyaeT CTPOKY U BeAET Kypcop Huxe, Enter
BXOAWT B nanky, Backspace nogHumaet Ha ypoBeHsb, F2/F5/F6/F7/F8 — nepenmeHoOBaTb, KONMPOBaTh,

nepeHecTn, co3gatb nanky, yaaantb.

BupaHo, uto npoucxoaut. [1os0ca BbINOAHEHWS BHWU3Y, MPOLLEHTbI B 3aro/IOBKE OKHa 1 B MaHenu
3afja4, CKOPOCTb W OCTaBLUeecs BpeMs B CTPOKE COCTOAHMA, CTpoka rclone B TepMUHane pas B NATb
cekyHZ. MaHenn nepeynTbIBatOTCA CaMU: I0Ka/bHble pa3 B ABE CEKYHAbI, yAaNEHHble — nocse

onepaLu, KHOMKON 1 Npu BO3BpaTe B OKHO.

CupoTtbl 60osblue He XXUBYT AoJblue okHa. OcMpoTeBLLINIA | rclone | OT MPOLUOrO 3anycka
npoAo/Kan Ka4yaTb MosYa — yaanéHHas pykamMu narnka nosiBasnacb CHoBa. Ternepb NPOLecchl 3TOM
KOMMM NporpamMMbl CHUMAKOTCS NP 3aKpbITUK OKHa, Mo kHornke CTOIM, a npu cTapTe OKHO

npeaynpexaaeT, eCan Takon NPoLLecC y>Ke BUCHT.

Packpacka cTpok B3aTa 13 Tembl Total Commander: ueta unTaroTca ns
config\colors\AudionDark.ini (Tam oHu B gecaTuyHom BGR), paclumpeHuns pacnvcaHbl B
nporpaMme — B TEME UX HEeT, TaM CCbIKM Ha NounckoBble wabnoHbl TC. MNanku XeénTtble, Kak B

NPOBOAHMKE.

Menoun, KkoTopble YUMHUANCBL NO XoAy. KopeHb Ancka NUweTcs ¢ Kocor yepToi: «E» Windows
NMOHMMAaET KaK TeKYLLYyH Narnky Ha 3TOM AMCKe, N BXOA Ha AMCK YBOAWA B KaTanor nporpammel. Y ssh
KOPEHb «/» — He TO XK€, UTO MyCTOW NyTb: MePBbIN NOKa3bIBAET ANCKM MaLUWNHbI, BTOPOU —
AomMaluHtor nanky. Mporpecc | rclone nevataetcsd ToAbkKo ¢ | ——stats—log-level NOTICE , nHaue
€ro He BUAHO BOBCe. [1010Cbl NPOKPYTKM M NOI0CA BbINOAHEHWA HAPUCOBAHblI CBOWN — CUCTEMHbIE

CBET/Ibleé B TEMHOM OKHe BbIT1AAAT 3aniaTon.
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MNepBas cbopka. MpoekT cobpaH M3 TOro, YTO rOAOM pPaHbLLe PacroN3N0Ch MO ABYM Yy>KMM Nankam:
CueHapun 3epkana iexxanu BrnepemeLlKy ¢ CaMUMK 3epKanamMu, CHUIMOK NPUBATHbIX apXMBOB Aesian

ny6amKaTop, a KAto4mM K KOp3uHe 3epkasio 3aHUMao y cocesa.

Mporpamma otaeneHa ot gaHHbix. | Audion Sync Tools Aep>XWUT OKHO, CLieHapWK, KINEHT TyHHes,
AOCTYN K MalnHaMm, ceoi | rclone u cBom katoum K kop3mHe. CoceaHsas  Audion Backup octanacb
XPaHUANLLEM: CHUMKM, LECTb 3epKasl, CKNaj KAUelr, TOKEHbl — U HUM OAHOTo UCNoHAeMoro danna.
MyTb K A@HHbIM CYMTAETCA OT PACMONOXKEHMA NPOrpaMMbl 1 3a4a€Tcs KaroyoM  —Root ; BykBa auncka

He 3allnTa HUrae, Nno3ToOMy Ha MallnHe, rae NHCTPYMEHTbI XXKMBYT Ha APYrOM AWCKE, NMPaBUTb HEYETO.

CBoé, a He cocepckoe. PaHblie | Sync-AudionBackup.psl 6pan rclone.exe v Katoum R2y
nybavkatopa — «4TObbI HE Aep>KaTb BTOPYHO KOMMUIO TeX Xe Karoyern». LieHa skoHomMum: 6e3
nybankatopa psAOM 3epKano He NMOAHMMaNoCh BOBCE, @ MOAHMMATHCA OHO AOJKHO Ha MyCTOWM
MaLUMHe nepBbiM. Tenepb y NporpamMmmbl CBOW 6uHapHUK B Tools\rclone ¥ CBOW K/AOUU B
config\rclone , a Engine\BackupRclone.psml 3HaeT O HUX POBHO TPW BELLM: FA€ NCKaTb, YEM

HacCTpanBaTb, KakK 3BaThb.

CHumok Build-cTteka nepeexan us nyébaumkartopa. backup.cmd v | Backup—AudionArchives.psl
Tenepb 34eck; B nybavkatope (Bepcma 1.8.0) kHonka «B3KAl» ybpaHa. Ponn pa3seseHbl no
HanpaB/JIeHNIO AENCTBUSA: NY6ANKATOP 3aHMMAETCA TEM, UTO YXOAUT HapPY>Ky, a BCE, UTO KNAAET U

3a6|/|paeT Konumu, co6paHo B O4HOM MECTE. Cama onepauna He nSMeHWJ1aCb HXA Ha CTPOKY.

OkHo. Tpu TpeTn ¢ nepeTackMBaeMbIMUM MONOCAMU: CEBA Narnkn 3epkana U COCTOAHWE, NocepeanHe
MaLUWHBbI, CNpaBa TEPMUHAN BO BCHO BbICOTY. KHOMKM He AenatoT paboTy camu — Kaxkaas 30BET TOT Xe
CLEHaPW, UTO N YeSIOBEK N3 KOHCON, MO3TOMY OKHO U Bpannepbl He pacxoaaTtcs. Moanucu
aHrNMKCKMe, MOACKA3KN pycckume, 3agep>kka noackaskn 1500 mc — kak y opkecTpaTopa, y KOTOporo

B3AT KapKac; MexaHvKa AoYepHero npouecca B3saTa y nybavkaropa.

Toukmn coCTOAHMA. Y KHOMOK MaLUWH YeTbipe 3Ha4YEHWSA U HU OJHOTO «HaBepHOEe»: 3eNéHas —
NPOBEePEeHO 1 OTBEYaEeT, XENTasd — 3aBeleHO, HO He MOAHATO, KpacHas — NPOBEPEHO M MOTUUT, cepast
— npoBepsATb Heyero. Cay>K6bl YMTAKOTCA CamMy pa3 B TPUALLATb CEKYHA, CeTb NPOByeTCs KHOMKOMN U
OZVH pa3 npwv oTKPbITUN. MPOo6bI YXOAAT Pa3oM U XAYTCA TaMepPOM OKHa: LWeCTb MNOAKAHOUEHWI
noAps4 3aMopo3nan 6bl OKHO Ha Tpy CcekyHAbl. Aapeca bepyTcs n3 Toro xe targets.json , yto

YMTaOT Bpanmnepbl, — BTOPOro CNu1cka aApecoB B NPOrpaMmMe Her.

Beilig>kun B wanke nokasbiBatoT Nanky AaHHbIX U KOPeHb BbiMycka. Bropoin >xenteert, ecnv B
BbIOpaHHOW narnke HeT NpuBaTHbIX apx1BoB:  BACKUP  Ha TakoW OTKaXeTcs, U yBUAETb 3TO Jlyylle A0

Ha>kaTuA. ﬂ'J'II/IHHbIe nyTn pexxyTca C ro10Bbl — Pa3/InyaeT NX XBOCT.



Knroun. export-keys.cmd cobupaet kntoum mawnHbl B | Tunnel\Export , import-keys.cmd
packaagblBaeT Ux No TPéM MecTam, rae Ux UyT nporpammbl: npoduib,  config\rclone |
core.sshCommand 3epkan. Kntouom cumtaetca Gpann ¢ napHbiM | . pub | — Tak nepeHocaTcs Arobble
nmeHa. MprBaTHbIM KOMUAM Cpa3y CBOAATCA MpaBa: KoY, AOCTYMHbIN KOMY-TO KpOMe BiaZesbLa,
ssh MoJsiya OTBepraeT, 1 3TO camasi YacTas NpUUMHa TOro, YTO Ha HOBOWM MaLUMHE «HUYErO He
paboTaeT». [paBa UMHATCA U B UICTOUHMKE: MapLLPYTbl, HAMWCaHHbIE YCTAHOBLLMKOM TyHHenNs,

CCbl1akOTCA B CKJ1aA.

MyTn unHarca camun. Vimnopt nepenuncoiBaeT B | ~\.ssh\config TOJIbKO Te MyTW, KOTOPbIE HNKYAa He
BeAyT, N He TporaeT paboumne cTpokun. Ha nepeesse nporpaMMbl 370 cpaboTano Ha NepBOM e
nporoHe: ProxyCommand  nokasbiBas Ha npexHee mecto  cloudflared , n 6bin ncnpaeneH 6e3

€ANHOW NMpaBKN pyKamu.

3Hauok 1 3anyck. Start.exe cobupaercs komnuasTopom us coctasa Windows
( Engine\Launcher ), psagom nexuT Build-Icon.psl . Kaxablin Kagp 3Hauka pUCcyeTcs B CBOMX
NUKCENAX, @ He Y>KMMaeTCsA M3 BONbLIOrO: B LWECTHaALLATV TOUKaxX Opeo NpeBpaLLaeTcs B rpssb.

CBeyeHure OCTaéTca TONbKO Y KagpoB OT 64 1 BbiLLe.



