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Hardware / Driver Guard

70T pa3gen nepeHéc B DevOps Tools norunky aByx cTapbiX yTUANT:

e | Audion Windows Driver Update Blocker ;

e | Audion NVIDIA HDMI DP Audio Killer |
Crapble BHellHMe nanku 6osblue He HY>HbI ana paboTel GUI/CLI. Paboune ckpmnTbl Tenepb nexar

BHYTPMW NpoekTa:

system_core\windows_driver_guard

system_core\nvidia_audio

GUI BbI3biBaeT nx Yyepes obwwmii service layer, portable PowerShell n xypHan onepaunin DevOps Tools.
PyuHon CLI-gocTtyn BbiHeceH B clil\launcher_hardware.cmd ; rnaBHbin | launcher_project.cmd un

launcher_project_ru.cmd npocTo OTKpbIBalOT 3TOT MOAYAbHbIV launcher.

CLI-chov HamepeHHO KOPOTKMIA: 3TO He MOJIHOe BOoCnpomn3BeaeHne ctapbix TUIL, @ OCHOBHbIE KOMaHZAbI

13 NPOTOTMNOB Ha cyyair, ecam GUI He Hy>KeH AN HeJOCTYMEH.

Driver Update Blocker

lnaBHbIN cueHapui - 3anpetuTtb Windows Update silently noameHnsaTe paboune gpavisepsbi.
PekomMeHayembI MOPAAOK:

1. NpoBepuTb 3auuTy ApaiiBepos .
2. BbnokupoBaTb ppaiiBepbl Windows Update .
3. Reboot.

4. CHoBa MNpoBepuTb 3awyuTy APaNBEpoOB .
KomaHga block genaet backup policy-kntoueit n Bkaroyaert:

e HKLM\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\ExcludeWUDriversInQualityUpdate
=1



e policy/current settings ans otkntoueHus driver wizard search yepe3 Windows Update;

e policy ans 3anpeTa aBTomMaTM4yeckon 3arpy3ku device metadata.

OduunanbHas ocHoBa: Microsoft gokymeHTupyet  ExcludeWUDriversInQualityUpdate kak Update

Policy CSP, koTopbIi nckntouaet agparsepbl 3 Windows quality updates.

NVIDIA Driver Install Restrictions

310 6onee y3kuin cnoi: 3anpetnte Windows yctaHaBaMBaTb/06HOBAATL ApaniBep ansa Tekywnx NVIDIA

PCl yctponcts uepes Device Installation Restrictions.
OB6bIYHbIV NOPAAOK:

1. NMocTtaBnTb Bpy4Hyto Hy>HbIn NVIDIA-gpariBep.
2. MpoBepuTb 3auuTy ApPaniBepoB .

3. OctaBuTb | Retroactive block BbIKAHOYEHHbIM.
4.| bnokupoBatb NVIDIA driver installs |

5. Reboot.

Retroactive block onaceH: Windows MOXeT NpuMeHUTb 3amnpeT K y>ke yCTaHOBAeHHbIM matching

devices. OBbIYUHO OH He HY>KeH, eCN TEKYLLMI ApanBep yxxe pabouuni.

Include compatible IDs pacwmpsaeT matching; Bkarouats Tonbko ecan Hardware IDs

HeAO0CTaTO4YHO.

OdwumanbHasa ocHoBa: Device Installation Restrictions - gokymeHTMpoBaHHbIW policy-mexaHn3m
Windows.  DenyDeviceIDs 3anpeluaeTt ycTaHOBKY/OH6HOBEHWe yCTPOWUCTB, Ybk hardware ID nan

compatible ID ectb B cnncke.

[Ans 6bicTporo npumeHeHuns NVIDIA lock 6e3 GUI B kopHe npoekTa ecTb wrapper:

cli\Lock-NVIDIA-Driver-Installs.cmd

OH BbI3bIBaeT akTyaibHbI  Block-NVIDIA-Driver-Updates.psl , cam uwet present NVIDIA PCl
devices 1 no ymonyanuto nuwwet Tonbko NVIDIA Hardware IDs 6e3 retroactive removal. Ans
aBTo3arpy3ku uau Task Scheduler moxHo ncnonb3oBatb | cli\Lock-NVIDIA-Driver-Installs.cmd -

—-no—-pause . [lonosHuTenbHble expert-dpnarn: ——include—compatible v --retroactive .



Custom HWID Install Restrictions

70T cnori genaet 1o Xe, uto NVIDIA restrictions, Ho 6e3 npuBssku k vendor profile. B none

Hardware IDs MOXHO BBECTW OAUH Man Heckoabko HWID:

PCI\VEN_8086&DEV_LU6A8&SUBSYS_22E717AA
PCI\VEN_8086&DEV_L6A8&SUBSYS_22E717AA&REV_0OC

Ana tekywen Intel Iris Xe GUI noka3biBaeT oAnH NOHATHbIA HWID Ans 3awuThl :

PCI\VEN_8086&DEV_U6A8&SUBSYS_22E717AA

.. .&REV_OC | He HYy>XHO Aep>aTb B BUANMOM nosae obblyHoro blocker. OH ocTtaérca BHYyTpeHHUM alias:
status/unblock HaviayT v cTapyto | REV -3anuck 3a cyéT prefix match, ecav oHa yxe 6bina 3anucaHa

CTapbiM NPOTOTUIMOM.
B GUI 310 pasageneHo Tak:

e 0o6blYHasA HWID-3awmTa ApaniBepa YCTPOWCTBa MOKa3biBaeT TObKO NHPOPMaLMOHHBIN badge

Generic n ogHo none HWID gna 3awuTh
e aBapuiHbIKM rank repair aonosHMTENBHO MOKa3lbiBaeT warning badge OEM REV alias

.. .&REV_0C , MOTOMY 4TO 3TO Npu3Hak y>xe nommaHHoro OEM/REV-xBOCTa, KOTOPbIN HY>KHO

yumnTbiBaTb NpU peMoHTe/cleanup.

11 Intel Iris Xe 3HaueHMA N3 NCXOAHOrO NPOTOTUMA OCTaB/IEHbI Kak BCTPOEHHbIN protected cache: GUI
nokasblBaeT KHOMKY | Intel Iris Xe , nosne HWID gna 3auuThl 3anonHeHo recommended ID no
ymonuanwuto, a PowerShell-ckpuntbl ncnonb3ytot 31oT cache kak fallback, echiv HWID He nepegaH. 310
He nosb3oBaTeNbCKas CTOPUA U He runtime cache, KOTOPbLIM MOXHO C/ly4alHO OYUCTUTb Yepe3

cleanup.

CKpUNT NULLET TONbKO BblibpaHHble 3HaueHna B  DenyDeviceIDs , cCOXpaHSAET yXe CyLLecTBytOLMNe
yyxxme entries 1 npu unblock yaanset Tonbko coBnagatowme HWID. 310 6e3onacHee ctaporo

TOYEYHOro NPOTOTUMA, KOTOPbIM MOT CHeCTu Becb subtree  DenyDeviceIDs .
OO6bIYHbIV MOPAAOK AN OCO3HAHHOIO OOHOBAEHMA ApaliBepa:

1. NMpoeepuTb Terkyuuii lock .
2. 1. Pa36nokupoeaTb nepen O6HOBNEHUEM .

3. MocTaBuTb Hy>XHbIV manual/generic driver.



4. lMpoBepuTb, UTO Hy>XKHasA Bepcua cTtana active/best-ranked.

5./ 2. 3a6nokupoBaTb nocne YCTAHOBKMU .

6. Reboot.

Mo ymonuaHuto targeted block cHumaet global  ExcludeWUDriversInQualityUpdate , uto6bl He
Aep>kaTb BCHO CMCTEMY B pexkmMe NnosiHoro 3anpeta gpansepos Windows Update. Ecamn HyxeH cTapbil

rnobanbHbi guard, BkatounTb advanced option OctaButb global WU driver block .

[ns 6bicTporo npumeHeHus Tekyuero Intel Iris Xe lock 6e3 GUI B kopHe npoekTa ecTb wrapper:

cli\Lock-Intel-IrisXe—-HWID.cmd

OH He cofep>XXnT COBCTBEHHOW IOTMKW, a Bbi3blBaeT akTyanbHbIl | Set-HardwareId-
DriverInstallRestriction.psl ¢ HWID PCI\VEN_8086&DEV_U46A8&SUBSYS_22E717AA . Ans
aBTo3arpy3kun nam Task Scheduler moxxHo ncnonbsosatb | cli\Lock-Intel-IrisXe-HWID.cmd --no-

pause | UTOObI OKHO He KAas0 KnaBuLn nocne BbIMOJHEHUA.

Driver Rank Repair By HWID

DTO aBapuiHbIN cueHapuin ans live-cuctemel, rae yxxe aktmeuposancs naoxor OEM package n

nepebuBaet Hy>xHbI generic driver no rank/version.
Ckpwunr:

1. HaxoaunT present device no BBegéHHomy HWID nau ncnonb3yert BpyyHyto 3agaHHbin  Device

Instance ID .

2. Co3gaért preflight backup bundle B
backup\driver_guard\rank_repair\RankRepair_...\preflight_backup .

3. MNpoBepseT TekyLLy BEPCUIO ApaiBepa NpoTme Bad driver version .

4. Nwer target INF B Driver Store no | Target driver version w HWID; npu HeobxoammocTu

MOXHO 3a4aTb TOUHbIN  Target INF path .
5. 9kcnoptupyet ctapbiv INF package B | backup\driver_guard\rank_repair .
6. Yaanset old INF package uepes | pnputil /delete-driver ... /uninstall /force .
7. Craeut target INF yepe3  pnputil /add-driver ... /install .

8. lenaet rescan/restart yctporictea n npumenset targeted HWID block.



Preflight bundle coxpansert:

e policy REG backups: | DeviceInstall\Restrictions v WindowsUpdate ;

device REG backup: SYSTEM\CurrentControlSet\Enum\<DeviceInstanceId> ;

class/driver/service REG backups, ecim Windows otgaét | ClassGuid , driver key u service;

e device_snapshot.json c PnP properties, signed-driver data, HWID, class/service markers;

before_device_drivers.txt un before_class_drivers.txt ;

RESTORE_NOTES . txt  psgom c repair log, koraa repair goxoauT o Bbibopa old/target INF.

Ana PCI + Storage/System/ACPI/Bridge , USB controllers/root hubs n agpyrmnx kpacHbix 30H 3TOT
backup obs3ateneH ans pyuHoro aHanvsa. OH He npeBpaLuaet registry import B 6e3onacHyto KHOMKyY

oTKaTa, HO OCTaBAsIET TOUHbIN CHUMOK Toro, 4to Windows 3Hana o6 yctpoictee go destructive repair.

Ans Intel Iris Xe Tekywme defaults octaBaeHbl kak ya06HbIN preset:

r
Visible HWID:
PCI\VEN_8086&DEV_U6A8&SUBSYS_22E717AA

Internal cleanup alias:
PCI\VEN_8086&DEV_U6A8&SUBSYS_22E717AA&REV_0OC

Bad driver version: 32.0.101.7026
Target driver version: 32.0.101.7085

\

Rank repair - He 06bIUHbIV NYTb OB6HOBAEHUSA. N5 APYroro Xenesa 06s3aTeNbHO CHayana BbIMOJHUTb
MpoeepuTb rank target , y6eantbcs B BbIOpaHHOM YCTPOMCTBE M BEPCKAX, 3aTEM MpU

HeobxoanmocTu cy3uTb  Target INF pattern wauv ykaszatb Target INF path .

Mo yMon4YaHuto repair Tenepb octaHaBaMBaeTcs, ecam Hawén INF ¢ Hy>XHOW BEPCMER, HO He HaLLén
BHYTpW Hero ykasaHHbIi HWID. Expert fallback  Allow version-only INF fallback Hy>eH TOAbKO
nocne py4Hou nposepku koHkpeTHoro INF. Crapeiv primary INF package gomxeH ycnewHo

skcnopTtuposatbea A0 | pnputil /delete-driver ; nHaue destructive repair He npogoskaeTca.

Driver Store Backups

CoxpannTb Driver Store manifest coxpaHseT oTueTbl 6e3 akcnoprta driver packages B

backup\driver_guard\manifests :

e pnputil /enum-drivers ;



e | systeminfo ;

e | Get-WindowsDriver -Online .

JKcnopTUpoBaThb yCTaHOBMEHHble ApaiiBepbl coxpaHsaeT third-party INF-based packages un3 Driver

Store B backup\driver_guard\driver_store uepe3 Export-WindowsDriver wau DISM fallback.

BOoCCTAaHOBUTbL 3KCMOPTUMPOBAaHHbIE ApailiBepbl  3aMycKaerT:

pnputil /add-driver "<backup>\drivers\*.inf" /subdirs /install

B GUI restore He nHTepakTuBHBbIN: backup Bbibupaetcsa 13 dropdown. MycTon BbIGOP 03HaYaeT camblin
cBexxuit backup. PyuHoe nose Backup folder Bpy4YHyl MOXHO MCMO/b30BaTb A5 Nanku C

drivers\ wau INF-pavinamn.

Jlyywee npaBuio: BOCCTaHaBAMBaTb ApaviBepbl C TOW e MallWHbl UAN oveHb 6am3koro hardware

profile.

NVIDIA HDMI/DP Audio

70T 610K peLuaeT oTAeNbHYHO pasgpaxatowyro npobaemy: Windows/NVIDIA co3gatot

ayAnoyCcTporCTBa MOHMTOPOB M MPOEKTOPOB, KOTOPble MOTOM /1e3yT B cnmcok playback devices.
MSArknin pexxmm:

1. Cratyc NVIDIA audio .
2. 9kcnopTtupoBatb NVIDIA audio IDs .

3. Otknuntb NVIDIA HDMI/DP audio |
XKectknn pexxmm:

1. Policy-block NVIDIA HDMI/DP audio .

2. Reboot.

[ns 6bicTporo npumeHeHus 3toro policy 6e3 GUI B kopHe npoekTa ecTb wrapper:

cli\Lock-NVIDIA-HDMI-DP-Audio.cmd

OH BbI3biBaeT  Block-NvidiaHdmiDpAudioPolicy.psl , coxpaHseT backup tekywen Devicelnstall

policy, 6nokupyet Tonbko NVIDIA HDAUDIO IDs Buaa  HDAUDIO\FUNC_01&VEN_1@DE... wu oTkatouaer



y>e yctaHoBneHHble matching NVIDIA HDMI/DP audio devices. ins aBTto3arpy3ku uau Task Scheduler

MO>XHO MCMno/b30BaTth | cli\Lock-NVIDIA-HDMI-DP-Audio.cmd —--no-pause .

Backup policy nepeg nameneHunamm coxpansetca B backup\nvidia_audio , skcnopt ID - B

output\nvidia_audio , state ana oTkata - B | data\nvidia_audio |

Ckpwunt cneumansHo 6n10kupyet Tonbko NVIDIA HDAUDIO codec IDs Buga:

[ HDAUDIO\FUNC_01&VEN_16DE. ..

OH He 6n0knpyeT GPU PCl IDs Buga PCI\VEN_16DE... w» He Tporaet o6blYHble ayanonHTepdencsl
Bpoae Audient, Realtek nan Bluetooth Audio.

UTto He flenaer Pa3aen

e He ypansetr WebView/Edge/Photos/Media Player.

He ckauvBaeT gpaliBepbl U3 UHTEPHETA.

He 3ameHsier OEM updater-npunoxerusa Lenovo/NVIDIA/Intel.

e He rapaHTupyeT, UTO CTOPOHHASA YyTUAMUTA NPON3BOANTENS HE MOCTaBUT ApariBep cama.

10T pasgen ctaBut admin-policy npegoxpanutenn Bokpyr Windows Update u Device Installation, a He

npespalLlaeT cuctemy B immutable image.

NctouHnku Microsoft

¢ https://learn.microsoft.com/en-us/windows/client-management/mdm/policy-csp-

update#excludewudriversinqualityupdate

e https://learn.microsoft.com/en-us/windows/client-management/manage-device-installation-with-

group-policy/

e https://learn.microsoft.com/en-us/windows/client-management/mdm/policy-csp-deviceinstallation
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