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DNS-pgokTop

Runbook AN1A ABYX MOJIOMOK, KOTOPbI€ BbITNAAAT KaK O6prB CBA3KN, XOTA CBA3b Lesia: MMeHa Nnepectann

pa3peLwaTbCa, 1 Windows nokasbiBaeT «HeT MHTEPHETa», Koraa CanThI OTKPbIBAKOTCA.

MonHbin cnncok GUI-napameTtpos cmoTpu B COMMANDS_RU.md , pa3gen | DNS-pokTop .

paHuua pa3genos

Network Cleaner — repair/backup/restore ans coctosiHusa cetn Windows Lennkom: aganteps,

MapLUpyTbl, Npokcy, 6bpaHamayap, Winsock.

DNS—-pokTOp | — y3KMI7I C/IOV: KTO Ha 3TOM MalluHe pa3pelaeT UMeHa M KTO BeLaeT APAblK «eCTb
MHTEPHET». OH Hun4ero He C6paCbIBaeT N He BOCCTaHaB/IMBaAET U3 CHNUMKOB; OH CMOTPWUT, NOAHNMaET

nexkauyro cnyxby u, ecivm NonpocsT, NnepeAaéT paspeLLeHre NMEH ApYyromMy pe3onBepy.

Ecav ceTb cnomaHa cucTteMHO — HaumHai ¢ | Network Cleaner . Eciv agpeca NUHIYrOTCS, @ CaliTbl He

OTKPbIBAOTCSH, UM 3HAUOK B TPEE CMOPUT C AeNCTBUTENbHOCTbHO — WaM B DNS—paokTOp |

NMepBaa nosiomka: NMeHa He pa3peLualoTca

Mporpammbl Bpoge ControlD, YogaDNS, AdGuard n dnscrypt paboTatoT nokanbHbIM pe30o/IBEPOM:
NponucbIBatOT Gr3nyecknm agantepam agpec 127.0.0.1 v paspeluaroT UMeHa camu,
WindpoBaHHbIM KaHanoMm. [Moka nx cayxxba naér, Bcé xopolo. CTouT er ynacTb WAV He NOAHATLCA

nocse nepesarpyskm — Ha | 127.0.0.1 oTtBe4yaTb HEKOMY:

® ajpeca NUHIyrTCA, MapLlpyT Nno yMOJl4aHNKO Ha MeCTE;
® HW OANH CaWT He OTKpPbIBaETCA;

® B Tpee Npv 3TOM MOXeT ObITb 0ObIYHbIN 3HAYOK.

CHUMOK COCTOSHUSA | MOKa3blBaeT 3TO OAHOIZ KapTI/IHOI‘/JI: Kakhne agpeca CTOAT Ha aganTepax, uto

npeanaraet poytep no DHCP, kTo aep>xut 53-1 NOpT 1 paspeLuaeTca Am UMs.



MOYMHUTBL MMEHa M 3HAYOK MOAHMMAET CyXby pe3oaBepa, eC/IM OHA eCTb U NeXMUT. Ecin
pe3osiBepa B CMCTEME HET BOBCE — BO3BpaALLAeT aZanTepam ajpeca OT poyTepa: MallnHa 6e3 NMEH

Xy>Ke MalUnHbl 6e3 BbibpaHHOro pesonsepa.

B'ropaﬂ NOJIOMKa: «<MHTEPHEeT Kak 6bI €CTb, HO»

3HAYOK CETM PUCYET He ceTb, a cyxba NlaSve — «CBeseHuMs O pacnonoxeHun B cetv». OHa aenaet

ABa 3anpoca k Microsoft n peluaert, ectb v BbIXOA Hapy>Ky:

e nMA | dns.msftncsi.com AO/KHO OTBETUTHL agpecoM | 131.107.255.255 ;

e ctpaHuua http://www.msftconnecttest.com/connecttest.txt aposnxHa BepHyTb CTPOKY

Microsoft Connect Test |

Moka cnyxba nexxmT, Npoduab NOAKAHOUYEHMA BUCUT Ha | LocalNetwork , B Tpee rnobyc, Windows He
pa3/iMyaeT YacTHYHO CeTb M OBLLIECTBEHHYIO, a BpaHaMay3p 6epét npodunb Hayrag. Cantbl Npy 3TOM

OTKPbIBAKOTCA: NHTEPHET €CTb, CKa3aTb O HEM HEKOMY.

FacAT 370 06bIYHO «yckopuUTenn cny>kb»: nepeBoaaT NlaSvc B py4HOM 3amnyck, a MHOTAa U

BbIK/IFOYAIOT aKTUBHYHO Npoby karoyom  EnableActiveProbing .

MOYMHUTBL 3HAYOK CeTM BO3BpPALLAET BCE TPM BELLUM K TOMY, Kak X Aep>XuT cama Windows:
BKJIOUAET Npoby, CTaBUT cay>Kbe aBTo3anyck, NogHNMaeT eé. Ecam cnyxba paboTaeT, a Bbixoga «He
BUAMWT», — Mepe3anyCcKaeT: OLEeHKY OHa CYMTAET NPU U3MEHEHWSX CETH, @ HE MO KPYTY, U MOXEeT

Aep>KaTb yCTapeBLUYyHO.

Bbibop pesonBepa

Onepaunn Pesoneep: ... NpPOMNMUCLIBAIOT agpeca BceM GU3NYeckMm agantepam:
Onepauusa Appeca Hpas
Ot poytepa (DHCP) BbIAAET poyTep Kak 3alyMaHo B 3TOW CeTu
Cam poyTtep aApec Lwto3a CnpaLlnBaEeM LUIO3 HaMpPsAMYH
Cloudflare 1.1.1.1,1.0.0.1 ObICTPbIN, HAYEFO HE pexeT
Google 8.8.8.8, 8.8.4.4 CaMbll U3BECTHbIN

Quad9 9.9.9.9, 149.112.112.112 pexeT BpejOHOCHbIE MMEHa



Onepauusa Appeca Hpas
AHpexc 77.88.8.8 ,/77.88.8.1 611>Ke Mpounx, cBou GUaLTPb
AdGuard ou4.1460.14.14 , 94.140.15.15 pexeT pekaamy 1 CHETUUKMN

BbibpaHHOro cnepsa cnpawmBakoT UMEHEM U NMPOMUCHIBAOT, TOJbKO €CAN OH OTBETUA. Movalmi
pe3onBep ocTaBua Bbl MaWHY 6€3 MMEH, N YUNHUTBL NPULLAOCL bbl BCaenyro. Tak ke N0BUTCA Caydan,

Korga npoBanaep 3aBopaumaert vy>xxon DNS Ha cBown.

Uero MHCTpymeHT He aenaet

e He Tporaet agantepbl TyHHeneu ( WireGuard , AmneziaWG , TAP , OpenVPN ): Tam DNS ctaBut
CaM TYyHHeJb, U 3TO ero Aeso.

e He yaanseT n He HacTpanBaeT CTOPOHHMe pe3osBepbl. Cryxba NoAHUMAETCS, HO NpaBmaa u

npodunan ControlD nam YogaDNS HacTpamBatoTcs B X COBCTBEHHbIX MPOrpaMmax.

e He cHbpacbiBaeT Winsock, MappyTbl n 6paHgmaysp — ans 3toro ectb  Network Cleaner .

KT0 B ntore orBevaer

CHUMOK COCTOSIHMS MOKa3blBaeT He To/bKO agpec B noae «DNS», HO n nocnesHee 3BEHO LENOYKN —
TOT pe30/1Bep, KOTOPbIA AOLWEN A0 aBTOPUTETHOro cepBepa. Poytep B none «<DNS» ewwé Huuero He

3HaUNT. OH CaM KOro-To cnpallBaerT.

Y3Haétca 310 cny>kebHbIM MMeHeM Google, oTBevatoL MM agpecom CNpOoCMBLLEro, a obpaTHas 3anucb

YacCTO Ha3bIBa€T N XO3ANHaA:

asking outward: 8.8.8.8 (dns.google)
asking outward: 138.199.14.88 (unn-138-199-14-88.datapacket.com)

Bropoe — xapakTepHbi BUg, Korga Tpaduk naét uepes VPN: HapyxXy cnpalumBaeT y3en npoBansepa

VPN, a He maluuHa.

be3onacHbI NOPAAOK

1.| CHUMOK COCTOSHUSA — HUYEro He MEHSET.

2. Ecnv nmeHa He paspewatotcd — MoYMHUTb MMEHa U 3HAYOoK .



3. Ecav meHa B nopsAgke, a B Tpee rnobyc — | MoYnHUTb 3HAYOK CeTu .

4. PesonBepa MeHSAN nocneagHnMM M OCO3HaHHO: 3TO KaCaeTCA BCEX MPOrpaMm Ha MallnHe pa3oM.

MNpaBa agMUHUCTPATOPa HY>XHbl BCEM OMnepauumsaM, KpoOMe CHUMKA: MEHSOTCA cnybbl 1 agpeca

aZlanTepos.

N3 KkoHCcONN

tools\dns_doctor\Run_Status.cmd
tools\dns_doctor\Run_Repair.cmd
tools\dns_doctor\Run_Fix_Icon.cmd
tools\dns_doctor\Run_Use_Cloudflare.cmd
tools\dns_doctor\Run_Help.cmd

Bpannepbl nogHmaroT npaBa camu. JABnxok —
tools\dns_doctor\system_core\Audion_Dns_Doctor.psl , kato4 | —Mode ; BbIBOA aHIMNCKWI, KaK

y octanbHbix PowerShell-nHctpymeHTOB npoekTa.



